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Research on Holism-Based Feature Extraction and Fusion for Steganalysis
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Abstract:  The extraction and fusion of satistical features has been a key problem demanding solving for steganalytic technolo gy
in the context of the prisoner’ s problem presented by Simmons and Cachin’ s secuwrity theory model. We divide the statistical features
into two categories, i. e. , inherited features and introduced featwes, and the importance of these features is further discussed. Fur
thermore, based on the research of steganalytic methodology and the theory of holism, a fusion strategy of statistical features is pro-

posed, and the availabiliy of the proposed fusion strategy is verified by our image steganalysis system, which is developed using the

drategy .
Key words:  steganalysis; inherent feature; introduced feature; holism; feature extraction; feature fusion
( Steganography) ( Steganalysis) ; ,
Simmons « ? 11 Cachin s
21 ) , (StegDetect)
[3.4]
x2 [5] 2
[6~ 9] ( ) (0.1 21
[12] .
DCT [53. 1] ) ISB(
JPG 81 . ) L16]
LSB « R LSB
[6] F5 « »[7] . « » [ 5]
Lol LSB x? .
, [6] LSB
RS
: 2006-06-10; : 20061127

(\No. 60572111) ; (,863 )} (No. 2005AA145010)



2444 2006
[2] , (2 ,

, s [8~ 11]

A.

Westfeld «“ 7?7 F5 , Niels Provos s

Bteg DCT s

OutGuess ; Jessica Fridrich F5
« [ Outguess « )
K (81 F5  Outguess , [10,11]
; Phil Sallee .
, MB1# mB2 7 ; A 3.2 (Holism)

dreas Westfeld' '¥ JPG s

DCT , MB1 (Reductionism)
22

N [19]
( ) ( )
DCT PG )
)
LSB 43 ” F5 (13 ,
[17]

3 . )
31 ,

X2 [5]

(9



12A 2445
143 s ” s s BMP( )
, , (
« ”» RS[S] )7
4
(
41 )
X2
RS
; RS Sample-
Pairl ?® Fridrich r2
; 4.2
44 StegoSuite
; R StegDetect
WetStone —StegoSuie
[22~ 24]
, , StegoSuite
> JPG
( )
4.2 2
F, F o, 1
F F UF = F.
Filhe F B th(o)y * 08
Win(0)  O(0): Fu€ F T C e
a R g™y e
Fiu( ), Bu(a) oh(a), ,0<a<l. ® o4 " F
Fan(0)  Fu(a) : - ]
Fim(0)~ N(Hiu(0). 074(0)) wi "--,} e
| I,
Fal )~ N(Hp(a), 0% a 0 2 4 6 8 107 12 14
() (H(a), Oiu(a)) - ’
T , Stego Suite X84 _ Stego Detect X -Ao%‘” Suite ¥4
BORMERE  AERONERE  ONERE
Pr Stego Suite /& #  Stego Detect 3 4 # ——Stego Detect )
Fin(0) tn | " REGRMERE CHERRMERE  THORNERX
(pr), 1 B2 JPEGB{RHLBRMALR
, StegDetect  JPG
« . o R 80% 85%:
P, StegoSuite.
Fuw(a) 5
Lin(p1)- 1,4p)
M1 ERESERRITR ’
M N th( m) Finl(n) 5 )
link(m)(Pf)  tin(w)(p1)- 1<m <M, 1
<n<N. , (StegDe-
> 1 <m <M Finh(m)< tinh( m) (pr) )= true tect) . WetStone Stego-
Dec= s 1< N( Fin( )< tingny(p1) )= true Suite
else
43 ( StegDetect)

BMP(, . )

StegDetect



2446

2006

[ 1] Simmons G J. The prisoner s problem and the subliminal chan-
nel[ A]. Advances in Cryptography: Proceedings of CRY PTO’
83[ C]. London: Plenum Press, 1983. 51— 67.

[2] Cachin C. An informatior theoretic model for steganography
[A]. Information Hiding: Second International Workshop, vol.
1525 of Lecture Notes in Computer Science| C] . Portland, Ore-
gon, U. S. A: Springer Verlag Press, 1998. 306— 318.

[3] R Chu, X You, X Kong. A DCT-basd image seganographic
method resisting statigical attacks| A] . The 2004 IEEE Intema
tional Conference on Acoudics, Speech, and Signal Processing
[C]. Montreal, Canada: SpringerVerlag Press, 2004. 953 -
956.

[4] Phil Sallee. Modetbased steganography [ A]. Intemational
Workshop on Digial Watermaking [ C ]. Seoul, Korea:
Springer Verlag Press, 2003. 154—- 167.

[5] A Westfeld, A Pfizmann. Attacks on steganographic systems:
Breaking the seganographic utilites EzStego, Jseg, Stegnos,
and S-tools-and some lessons learned| A] . The 3rd Information
Hiding Workshop, Lecture Notes in Computer Science 1768
[C].New York: Springer Verlag Press, 2000. 61— 76.

[ 6] J Fridrich, R Du, M Long. Steganalysis of LSB encoding in cot
or image A]. Proceeding of IEEE International Conference on
Multimedia and Expo[ C].New York, USA: IEEE Press, 2000.
1279- 1282.

[ 7] J Fridrich, M Goljan, D Hogea. Steganalysis of JPEG images:
Breaking the F5 algorithm| A ] . Proceeding of Sth Information
Hiding Workshop LNCS vol. 2578 C]. New Yoik: Springer
Verlag Press, 2002. 310— 323.

[8] J Fridrich, M Goljan, D Hogea. Attacking the OutGuess[ A ] .
Proceeding of the ACM Woikshop on Multimedia and Security
2002[ C] . Juar les-Pins, France: ACM Press, 2002. 3- 6.

[ 9] . [D].

: ,2002.

[ 10] Hany Farid. Detecting Steganographic M essages in Digital In+
ages| R] . USA: Dartmouth College, Computer Science, 1999.
TR200F412.

[ 11] J Fridrich. Feature based seganalysis for JPEG images and its
implications for futwe design of steganographic schemes| A] .
International Workshop on Information Hiding[ C]. Tomwnto
( CA) : Springer V erlag Press, 2004. 67— 81.

[ 12] . [A].

( CIHW2002) [C].
,2002. 42— 47.

[ 13] Edmund Y Lam, Joseph W G oodman. A mathematical analysis

of the DCT coefficient distributions for mages| J]. IEEE

Transactions on Image Processing, 2000, 9( 10): 1661- 1666.

[ 14] Joor Hyuk Chang. Image probability distribution based on
generalized Gamma function[ J]. IEEE Signal Processing Let-
ters, 2005, 12( 4) : 325- 328.

[13] : (. (

), 2004, 43( ) : 105- 108.

[16] Walton S. Image authentication for a slippery new age| Z].
Dr.Dobb' s J Software Tools Profess Program, 1995. 18— 26.

[ 17] Sallee P. Model based methods for steganography and ste-
ganalysis| J|. International Joumal of Image and Graphics (F
JIG), 2005, Volume 5: 167- 190.

[18] Rainer B, Andreas Wesfeld. Breaking Cauchy modetl based
JPEG geganography with first order statistics| A]. Computer
Security ( ESORICS 2004), LNCS 3193[ C] . Sophia Antipoe-
lis, France: Springer Verlag, 2004. 125- 140.

[19] . [M]. : ,
2000. 310- 319.

[20] Sorina Dumitrescu. Detection of L.SB steganography via sam-
ple pair analysis| A| Proc of the 5th International Workshop on
Information Hiding, LCNS 2578[ C]. New York: Springex
Verlag, 2002. 55- 372.

[ 21] Jessica Fridrich. On esimation of secret message length in
LSB geganography in spatial domain[ A] . Security, Steganog-
raphy, and Watemarking of Mulimedia Contents[ C]. Saint
Joey, USA : SPIE Press, 2004. 23— 34.

[22] SpyHunter
himl, 2002.

[23] Outguess

[24] StegoSuit

[ CP]. hitp: / /www. 9y hunter. com/ index.

[ CP]. http: // www . outguess. org/ , 2002.
[ CP]. http: // www. wetstonetech. com, 2001.

, 2002 .

E-mail: sagat 23@yahoo. com. cn

, 1933 , 1994

. Email: hedq@ dlut. edu. cn



