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Identification of source cameras based on CFA interpolation algorithm detection using
covariance matrix

WANG Bo', KONG Xiangwei » YOU Xin-gang'’, Fu Hai-yan'
(1. Information Security Research Center of Dalian University of Technology, Dalian 116024, China; 2. Beijing Insti-
tute of Electronic Technology and A pplication Beijing 100091, China)

Abstract; Focusing on the problem of source camera identification, which is an important branch of digital
forensices, a novel approach is proposed in this paper. By solving the covariance matrix equation a statis-
tical estimation of CFA interpolation coefficents is applied to reducethe bias. The feature selection
process is implemented with SFFS method to construct a vector of 36 features selected from 240 coeffi-
cients, and the vector is then fed to the SVM classifier. The expenments, including 22 cameras consist of
different makes and models, show a higher accuracy of 96.5% of our method on source camera identifi-
cation, compared with the existing ones.
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Bb.1 Camera models used in the experiments
No. Cam era m odel No. Camera M odel
1 Canon A700 12 Olympus E-400
2 Canon EOS 30D 13 Olym pus SP-550UZ
3 Canon G5 14 Olympus Stylus 800
4 Sony DSC-HS5 15 Fuji FinePix 6900z
5 Sony DSL R-A 100 16 Fuj FinePix F30
6 Nikon CoolPix 7900 17 Fuji Finepix S3 Pro
7 Nikon CoolPix P3 18 Fuj FinePix S9000Z
8 Kodak DX7590 19 Panasonic FZ8
9 Kodak Z740 20 Panasonic LZ2
10 Samsung Pro815 21 Casio EX-Z750
11 Olympus C-3040Z 22 Minolta DIMAGE EX 1500
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Tab.2 Confused matrix for all cameras numbered as in Tab. 1
1 2 3 4 5 6 7 8 9 10 | 11 12 | 13 | 14 | 15 6 | 17 1 18 | 19 | 20 | 21 | 22
| | 984 0 |07 ] 0 * * 0 0 0 0 |06 | * 0 0 0 0 0 * 0 0 0
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