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Abstract: Blind CFA interpolation detection, which identifies the demosaicing method used in digital camera by
analyzing output images, provides an efficient tool for digital image forensics. This paper proposes an approach of
blind CFA interpolation detection based on interpolation coefficients estimation. By solving the covariance matrix
equation, a vector of the interpolation coefficients is obtained, which is further fed to SVM classifier. The
experimental results show a high accuracy on blind CFA interpolation detection. Compared with existing ones, the
proposed method in this paper indicates a better performance on the robustness against additive Gaussian white
noises and lossy JPEG compression.

Key words: Digital image forensics; Color Filter Array(CFA) interpolation; Covariance matrix; Support Vector

Vol.31No.5
May 2009

Machine (SVM)

H7 BB IBCUE B L LR 5 B A 5 AT
VRN UE RIS 43 B (R B30 B Z e R o AR S B AR LA
BT RZ O DAL RIS G g Bk, R Yve H
PG R g E R BN, g 1 TR
AW 38 51 (Color Filter Array, CFA)
RO E 2 —. Bk, X CFA e EIET E R A
REAGE, R TFEGBOETT R TR EEERFE,
Popescu?ZFIH EM(Expectation Maximization )5V Kl
CFA #fi{EH A0S h B 5, JF R Fisher £k
Py R AT /32K Byaram[g’4]%%)ﬂ%'§1uﬁg7‘:ﬁ£’ PLSZHRE
) EHL(SVM)/E A 7326, JFR A T2t UG A LR S
Y. Gallagher 71 FH B 15— 19 i 22 16 &) 300 1 A6 D00 44
i, AR R PR = IRAF A 2. Long 4R i 5 2 A1 5%

2008-01-29 W F, 2008-12-31 &t/ml
K BRI IE S (60572111) % B iR

PER) A A R BT AN TF, TSR] BP A pd 44 30F
FFAEAE SR 43 2 - Swaminathan 7% 25 U] CFA 4 ()
LRPERIRY, ST 9 RANRMR R LANETTRE, TR & ME i
AT SR fife, I 4 R e UG R A I CFA B0
CFA HHfH5HE, A9 T HATidr i) CFA S S5m0 7 26
RWOR o SCHR[6-9] FITTELE A R ST, A IER &
KIagiL 2] 98% LA Lo AR S B SR ], AT T 20t
vkt AR JPEG 4RI SRR 72 . TRILE R
7MLt (Color Peak Signal-to-Noise Ratio, CPSNR)(/MF
30dB) FIHIG E48 & (B UM T 80) ML, A I IE
B I1E 60%-80% Fr A, AEAETCILI X T W4 h K AT
FE H AR 5T B G A DU PR 25K

ASLERXS CFA A 22 B Al v R 5530 1) B A i)
B, R T ZE R NS (B R B0 REZH R SRR A 2 o
IFCLSCRF BN SVM R 432688, $-H T —FPHi i) CFA i
BRI Gy T5 70 . Al R SR R, %7 RS X A



1176 BT 516G 8 %R

31 %

ey J
S TeEiEE CEF Y

1 AL AR I — oA 2

R 6 P (e 5 AT VR A A2, ()BT B v 20
FE R A1 47 JPEG R 46 A BT (&Rt
2 ETFthAEEMA CFA GEMKN A%

ERR AL AR RE P, CFA S8 Sk i BRI AL
FURAN CFA BRPIEEDIR R AR—Metk, A% ER
i FH () Bayer CFA, Wi 2 iR, 7E—/ MU 2 x 2 Bayer
CFA A G, Gori TG & e 1/2, M R 4>
EA BAm& Y 1/4. XEHTRES AR T WM
seRESy D, AR NIRA AR, AR S% 5 B AR s
BUR, MaEMEASENRET AE R,

2 YL Bayer CFA

2.1 AR EEMERITHENER T
LAttt G ], BRI AREC (25 +1) x (2k

+1) KA, RGN AN (myn) B, SARFTLUH A (L) k&R
EiERD) ﬂﬂﬁ’ﬂ
Z Z az]gm+7n+7 %0 =0 + Z Z az7 m+i,n+j
i= kj i=—k j=
+ Z Z az] m+i,n+j (1)
i=—k j=
Reba?,, af, Wl o, SRBFHROR GRS, g, rA1b 5

MR FL, LRI A . TATTH H RR T4 5 1
BFRIG, T R R RS, R CFA Hf
IR RT3

FF N AHEEN GR35, KA G2 AT s
P, P RERA():

G1 algl + +a(2k+1) 19 (2k+1)? 1

2
(2k+1) “Yors2-

G, algt +---+a’

Gy

algl +- +a(zkﬂ) 1g2k+1)
1 1
alrl +ota 2k+1 (2k+1) albl "'+a2k+12b2k+1
2 b2
n an +- JrCL?HI) (2k+1)* I b +m+a(2k+1 b(2k+1
N by N N
ain + - +a(2k+1 Tor+1? b +"'+a(2k+1)2b2/1+1)
(2)

Ferp gl R ¢ MR R R AR R EE s > G

WERH, o A SRR R T RAEERA G B E
R, RUE A A e 6 (2K + 1) x (2K + 1) KN4 4

17 (2k +17 =1 M FRE X)W LR AR (B) MR (4):
Gy 911 9(12k+1)2—1 rll

=af| |+ +aék+1

N N

N
Gy G Iiokt172 -1

1 1 1
Tops1)? b Bog sy

tay| b Hta, |
N N N
Tops1)? b

G =a/g + - +a

+a,

(2k+1)

e —19ersp T @

+a, 2H12+a1b+ +a 2b (4)

(2k+1)° (2k+1)?
Hrrg,, r b AR RGEMEES G R B di#E Mz
FRGAL B B A S ) &
2 FEBUE R BT B R IR e Itk A SCEVER AP
Ji ZERENI T RE o T ZEAMX NG IR 3 X s e T 5 S A
KPR, JF HHAZrERE, Bt (4)f
cov(G,g,) = al cov(g,,9,) + - +af cov(g,,g;) + -

2k+1

+ a (2k+1)2—1 cov (g(2k+1 1’gl) + al COV(Tl’gl)
+ -4 a(2k+1)2 cov(r@kﬂ)z,gj) + al cov (b1797:)

+oet a(2k+1)2 COV(b@kH)Z’gi) (5)

X, Bk g, b, WESHMAL, Bl cov(n,g,),
COV(b”gy‘) iu COV( 17 1) :I:/jjj O TT??%+G$H gl(l_[

(2k 4+ 1) — 1)) BT 225 BT R, sk (6) s
cov(G,g,)| [af cov(g,,g,)+--+alcov(g,.g)
COV(G792) af COV(91792) +-+a) COV(QS’QQ) (6)
cov(G,g,)| |af cov(gy,g,)+---+alcov(g,.g,)

R (26 +1)° —1=s . X (6)FIFEAT FHAEBEIE KR N

cov(G,g,)| ([cov(g,9) cov(gy,g) - cov(g,g)|(al
cov(G,g,)| |cov(gy,g,) cov(gyg,) - cov(g,,g,)||a
cov(G.g,)| |cov(g,.g,) cov(gyg,) - cov(g,g,)| @
(7)
e, Frliv R EAUE R A af A
aof) [cov(g,g) cov(gsg) - cov(g.g)|
aj| |cov(g,g,) cov(gyg,) - cov(g,,g)
all |cov(g,g,) cov(gyg,) - cov(g,g,)
cov (G, g,)
cov(G, g,)
: : (8)
cov(G,g,)



%54 T WA R T IT ZE R CFA Sl BRI T 1177

A (8) N GBI AL, MMM R, B R o™ Fla® 1
FIZANTT 23R4
2.2 XFEEEHMENFIS 2 CFA fHERZE

IS EUR 5 5 FAANE BRI 64 x 64 T8, 43 B
WG ME RS a? , o Ma®, I may 2. s
2% 2 [f] Bayer CFA 4ift, R #1 B RAf A G REL LA
KA G RFE R R F B iiE R B itk . ks
MIARIEA 77 Ko, Bk =3 . ik, BT ERERETN
((2k +1)* —1)x5 = 240 MY 240 N7 2%, WMoy
(VRS HE 25 )

HIFARE CFA i RBUOM T 22, XL i E
REAAREHEATT . Bk, ASCEE SVM 1ER %
Motk e SVM X TR AR YE L AN T 23 1 ) A A 1 45
IR, B, (0= 1,2, N) NRFE i, Ak
B0 B IR BT gz) = w et w, =0 . KB, wi
PR S s R R, o R, 5P
A R B BRI ) R P I R A e AR 4 R ), B
EN TR 2/ WS R T TR

J(w) = min [EHWHQ] l
2 (9)
y(w'e +w) =1, i=12-N

Ferbry, 1 A1 73 BIACR R RIS A . B (A,
Ay Ay) N MR BIH T, K (2,2) GHZ R EL,
T2 28 (9) BT LATS 15 22 () ) vt oy 1)

N
Z)\iyiK(a:i,m) + ‘Uo] (10)
i=1
ST PR R A 2R A% . 2 DR LA & RBF(Radial

Basis Function)#%5F. 7EASCE kY, R ZEZ T RBF
s csvel, m

f@) =sgn

(11)

)

HHSH O M W MR R RAE S5, LRI
Do) {275’2747“.’25} [11]o
3 RWHERS5HW
3.1 MK AF AT IR

N T WAUEA SCEEA A, BRI T 5262 TREE
YERMRRFEA . BT A MG RIET Kodak, Canon, Sony,
Olympus, Nikon, Casio, Fuji, Panasonic #1 Samsung 9
AR 18 AR S MBS, A T I BR R
A REAFEAE AT SVE S O B SE B8 (R, JRAT TR A 1 I
BEAT T e DB AL B, JEXE AT RIS TS BT 1/4 FR
FERL sz SVM T RO LIBSVMIY,
3.2 MARREE., KEHBITREGBER ZHNDLER

T EREG, L Bayer CFA (BT CFA

K(mzw) = eXp(—’yH@- — 17‘

R, BRI BIANE . =0k, g, P
@S TR MR ACPMle R (e VAR T,
PAFFR I RGB HAE O EMEIL 5262 x 6 = 31572 1F . 52K
PR BEHLIEI 300 WRAE A IIZRAEALE, TR 4962 HRIAE
AMRAREALE . BEASSEIRIIPE S 100 K, BRI BEALIEE
WIZRAMNRRE AR o A S F R (R IRE AR XS STk 7] P 6
WREAT TR LESEE, SRR 1 PR,

MR MR S50 45 R T LUE Y, AR SCEVEN TAS
WS, GG TR S, PR I E RIS B T 99.1%,
55 SCHR[7) R 5 98.82% HAST I 1 A HE SE A A 2
3.3 NS ETEREF JPEG EHMNEEYE

AT DIAA ST I i 1 A AT B JPEG
ARV EREE, FAVEX LR B 5 BT T AR CPSNR A
ANIF 48 ot T [l . CPSNR FiT CMSE(Composite Mean
Square Error)#i1H AR = (12)FX(13) frox, Hrep1
I, 53 SR 7N IR i J5 (0 23 %l M N (BB . 33 43 5K
B TG AEAR B BN 5262 % 6 x (10 4+ 9) = 599,868 IF. 33
PRI SRBENLIZERE 300 MRAE A IIZRFEARSE, T RFEALE R
MAAFEARSE, AL TR 100 K. 92845 R a1 fE 3.
K 4 s

CPSNR = 101g(255° / CMSE) (12)

CMSE = (MN /3) 3 f:iw:(fg (2,9,0) = I, (z,9,3))°  (13)
i=r,g,b y=1 2=1

X TAELE AN T e A (A 0, RIMEAE CPSNR K42
20dB [MHHL N, ARSCEVEMRIRAESIA B RAR 98.91%, “FH
99.32% [AST I TEAff %, 17 SCHR (7] H S0V ST 3RS I I 4 % N
72.00%, It ik R 87.28%.

XTHH JPEG K, 7 oui H 4 G (Hs 4 o & ]
T4 70-100) GO T s AN SRS SCER (7] T RSk RS
AR o AR T IR T P 47 (PR 4 iR 124 20-60) 1)
PG, A SCRIRI T YR E R MEA R 5%-15%. W
JPEG ity 20 WF, AR SCRLE PS84 0 1 i 5
72.93%, M SCER(7] S 61.69%.

4 HRIE

Ve R MBI AT B LS A PR LR 32—, CFA 46{H
FLE RN, Camoh T2 —. ARSCRIH
CFA SR 2 R, i Py 7 2 R o e 3 A (R A
R, LN R R R AE ) s ], X S5 I 6
CFA i AVEIHT T ERI 2. KESLI IR, X
AT RIEGE) CFA RAEIEIG, AR AR 1F i
RN A 99.1% o R I AR ORI 0 e 0T 1 R A 45
JPEG Fs 25 th A7 5L I Bk



Adams J, Parulski K, and Spaulding K. Color processing in

1178 LI I IS S i 5 31 4
3 1 CFA fR{EE AN IEf R 53037 R EIE R ELR
SCHR[T) AR DI IE R 2 (%) ASCHE A N TR (%)
wett w=k 0 UM e oaoe ot owsxo ol TN e ace
Tpi B 99.00 98.99 98.46  99.59  98.70  98.15 99.13 98.86 99.68  98.65 99.48  98.99
20 87.28 67.93 72.60 66.54 73.22 6448 99.87 99.77 99.14 9891  99.26  98.94
25 97.29 83.71 90.66  87.75 91.13  82.54 99.99 99.86 99.70  99.41  99.24  99.53
30 97.81 88.64 9259  89.71  92.61  90.34 100.0 99.98 99.68  99.28  99.19  99.51
@ 35 99.05 91.66 93.51  94.15 94.11  92.92 100.0 99.96 99.74  98.86  99.41  99.53
g 40 99.64 97.63 97.72 9795 97.87  97.17 100.0 99.97 99.67  98.75  99.56  99.55
g 45 100.0 98.52 98.36 9844 9896  97.37 100.0 99.98 99.52  99.05  99.87  99.57
50 100.0 98.99 99.32 9890  99.33  97.60 100.0 99.93 99.47  98.80  99.82  99.64
55 100.0 99.34 99.50  99.72  99.46  98.79 100.0 99.87 99.51  98.85 99.99  99.57
60 100.0 98.65 98.81 9899  99.83  99.27 100.0 99.84 99.64 98.89  99.82  99.60
20 55.27 57.46 59.42  83.09 6249 5243 78.40 74.11 69.90  76.15 68.00  71.03
30 57.14 63.07 69.60 8587 71.84  55.85 85.26 83.60 7833  86.77 7884  80.31
40 71.56 73.38 69.86 8729  80.20  69.13 87.82 87.90 86.21  89.23 84.16  87.13
50 84.18 80.14 74.55  89.99  88.78  71.99 89.44 90.06 87.51 8795 86.16  89.78
§ 60 91.35 90.85 7811 92,50 89.76  T7.41 91.29 91.24 88.20 9237  83.05  90.83
@, 70 92.26 93.40 84.71 9454  90.23  81.12 93.42 94.01 92.44 9281 9216  93.88
80 95.25 96.03 91.23  96.00 91.98  88.74 94.52 96.43 94.79  95.29  95.27  97.61
90 97.37 97.13 96.76  98.55  92.81  92.57 96.65 98.06 97.54 97.13  97.74  98.20
95 98.28 97.96 97.18  99.03  97.61  94.94 98.72 98.74 98.61 97.30  98.62  98.47
100 98.37 97.92 97.97  99.17  98.47  97.28 98.76 98.51 99.39 9815 98.84 98.94
bt bt b i /r/‘;”,ﬂ:ﬂ/’ digital cameras. IEEE Micro, 1998, 18(6): 20-30.
o= At // ;j?;/?f/_._ Xt [2]  Popescu A C and Farid H. Exposing digital forgeries in color
-o- Xk %// —e- Ik i ) ) )
—a- DL /g/ —a- e filter array interpolated images. IEEE Trans. on Signal
o ?;géiﬁ /527 o ;}’g@ﬁ Processing, 2005, 53(10): 3948-3959.
ST ACP il 5-ACP [3] Bayram S, Sencar H, and Memon H, et al.. Source camera
20 ;;OCPS;lT(I]? (dB?O 00 20 30CPS§?¥ ((IB?O 00 identification based on CFA interpolation. IEEE
(a) A SCELEXS L (b) STk 7] HravZsnn International Conference on Image Processing, Genova, Italy,
v JUT R 7 A e 0T A R
Sep. 11-14, 2005, Vol. 3: I11-69-72.
A3 [4]  Bayram S, Sencar H, and Memon N. Improvements on source
L f755§§;;§ camera-model identification. IFIP Working Group 11.9 on
) % —:—ﬁxjuﬁ-ﬁ Digital Forensics, Orlando, Florida, USA, Jan.29-Feb.1, 2006.
:2: ?(I)_('{H/}}E\ i [6]  Gallagher A C. Detection of linear and cubic interpolation in
::: &rgmt) i JPEG compressed images. The 2nd Canadian Conference on
Z8-ACP Computer and Robot Vision 2005, Victoria, BC, Canada,
20 40 60 80 100 20 40 60 80 100
FRAR AR IRGR AR T May, 9-11, 2005: 65-72.
(a) ARSI (b) SCHK [7] Hhadont [6) Long Y J and Huang Y. Image based source camera
JPEG JR4ift) 4 pett JPEG JR4ift) etk
identification using demosaicking. IEEE 8th Workshop on
i Multimedia Signal Processing. Fairmont Empress Hotel
& % X wk Victoria, BC, Canada, Oct. 3-6, 2006: 419-424.
[7]  Swaminathan A, Wu M, and Liu K J R. Nonintrusive



%5 53] B

Pk e TV TT ZEAIE K CRA S AR B Rl 77 12

1179

(8]

(9]

(10]

(11]

component forensics of visual sensors using output images.
IEEE Trans. on Information Forensics and Security, 2007,
2(1): 91-106.

Swaminathan A, Wu M, and Liu K J R. Component forensics
of digital cameras: a non-intrusive approach. IEEE
Conference on Information Science and System, Princeton
University, Princeton, New Jersey, USA, Mar. 22-24, 2006:
1194-1199.

Swaminathan A, Wu M, and Liu K J R. Non-intrusive
forensic analysis of visual sensors using output images. IEEE
International Conference on Acoustics, Speech and Signal
Processing, Toulouse, France, May, 14-19, 2006, Vol. 5:
401-404.

T KT LA I 5 RN AR, 2000,
26(1): 32-42

Zhang X G. Introduction to statistical learning theory and

support vector machines. Acta Automatica Sinica, 2000, 26(1):

32-42.
Chang C C and Lin C J. LIBSVM: A Library for support

vector machines. http://www.csie.ntu.edu.tw/~cjlin/libsvm.

(12]

(13]

(14]

(15]

+*

ALFEE:

JEHTHI:

ity

2001.

Freeman W T. Median filter for reconstructing missing color
samples[P]. Patent, USA, 4724395, 1988.

Cok D R. Signal processing method and apparatus for
producing interpolated chrominance values in a sampled
color image signal[P]. Patent, USA, 4642678, 1987.

Laroche C A and Prescott M A. Apparatus and method for
adaptively interpolating a full color image utilizing
chrominance gradients[P]. Patent, USA, 5373322, 1994.
Adams J E and Hamilton J F. Adaptive color plan

interpolation in single sensor color electronic camera[P].

Patent, USA, 5629734, 1997.

W W, 1981 4R, AR, WFSUOT RN BT S G

L, 1963 44, B, WHERI, AWFHZEAME R

L 2 UGS 2 A LRSI AR 5T T A

U5, 1963 44, A%, KW 2 BRI IS B4

.

M dr, 1981 4FE4E, BhE, A Z A A BRI
.



