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An Overview and Trends on Digital Image Source Forensics
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Abstract The characteristic of editing and forging digital media makes the authenticity of multi-
media encountering great challenges in digital age. Due to that, the digital image forensics, which
focuses on the source identifiability, content authenticity and information integrity of digital
images, has become a hot research issue in multimedia information security field. Focusing on the
issue of source identification of digital images, the paper first illustrates the existing general
research model and framework. Based on the overview of current typical algorithms from the
perspective of device-based, model-based and camera-based source identification respectively, the
problems and trends of source identification of digital images are introduced and analyzed. Finally,

this paper draws the conclusion and shows the prospect of digital image source identification.
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