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SRR 1A BObAR TR 1 AR GE R LA 2 T rh Bl B A AN BO IR, D 71, (ER AT AR A AEAR 2 42
i AL BT FUAT SR S S AR G Bk, xR BB S T B AR iR IR, (2 EEAR B R A R T, 3t
AL BN 22 S R IR A 2] AR 4, BT+ oy B S HAT, XS 3] R g iy O 7T 3 2R
HAEIZRP B, B2 5 07 AR W ZRI BOW RS 27 2 R G AT Moy, A1 IR 2% =) 4 R A 7R 2R 40A
Z 577 RAEE. RYEEEZ 577X B A, fEIZRE BU R IBCH 2% > B B0t il 20 HERE My
S B9, B RS 507 B 2 ST AT HE I, B AR AR R S, B, HAbhs 575
FIVIZRREAMIBRRESE . T T P iy, WAt — 25 0y Dy R 45 m ety M #3 ap ety 1100 B P
Wil 1B E 2 5@ il A AR R S SR, (AR 52 > R GE 0 a2 R A A R i %o
IERHS 2 >0 B0 P57 et U SCRT BA oy 2. — RO H ARy, 3 H 2 4 )R A S B 7 Al Y
e g T, S b bR RS S e ety Y NS Bk 21 AR foR B B BG4 3K, RIS
HbrBlr, Hodz L AR AE ISR A R ARG o BETH I A, DLSEIUAE YN ZRBi BORT R 5 31 R ST
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WX RGP R 2 507 AW 7, AU — MEGINLES 2 SRR I Zhid e X4t
FEAT T U4 5 A TR DR BOR AL & 2 2] RGEHEAT Bty I 45 ISR A TR I — 28 AR TE i858 1
TNRSD, BT LMEAS — A CEUIGRAF IO &2 SRR BEAT 1R ). Fowl 45 191 g X ke A 5 g Moo
&, W NGREAR AR Pk, sEal 7RI ZRp Bt e GEplL a2 ST 32053k 1
JA K, AR AR AT FUAT XTI 2] R GRS PR A SRR By, B 2 S RSt sa bk, AT
— B FURINL I B A BR B T R) . B, BB S KRG ) AR 2 MEES 5 A A2
FEARA IS PRI AE R “H B WIXPUREA, IF3 T IX B PIrEARBAT A I R, DLAE B B A AR
RIZH, TSR IR 2% 31 2 4 i #5035 Ly

SR, R FR A SIAE P 5 T 5 A GERIALER 22 SIS — 5, R 2 50 5 AL AR 55 s dim ) 2% A A
S HORATIRHT Y (FedAve) A 0, a9/ NERS 5ITRMSH, WMHIEE 7 EZS 577
) <mqi. S—Orm, REdREDTEMARERS 52 5RE, haERRA B S Hw s Bk &
RIS 4, it D B S EE ROR . 1 i R I BT X IBC R 2 ) AR G ity Bl R R Z2 1 2R

N TGRS 5T ERBIRE IR RE, ANImsRAS ER RS PERe, At B 1 2
2 PORH B HEmg . BARK, B2 5T AR M ZRal B b i e ) F DUINBh R B, (R
AR Y AR AR B, M AR TR A I R 1 R 5% A v PR A S AR AN 2. SEIR AN SRR, fE
R DR S 57, ARSI Bd 7 i n] DAL R By e oh 2R SR B 2 3 R GE M s oy

AR EARE > ZHI R 55 2 WG T B ST LI ZRE B Bl AR R (A
RAE; 5 3 WA 4R 1 ASSCH By JrvA SRS s 5 4 @ KBS e 7 A G ik P fg;
BRJE AT T4

2 MExXIfE

RS 5 2] B LA 2016 AR A AR 1O, B RIEZ MRS 5 07 75 A 3 5 AL A U ZREOE I 171N g
BEHRE I — A AL RO A 22 ST, A Rt o 1 B T 5 o 300 AN~ AR ST 5] 70 e . R
Pt RIBIRE I R I m DMNES 5T, NS ETTSAFA w2 8dE D, |Di| = 1, i
Z 5T MR BN Y, 1 = L.
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(2) WS ST RT3 ¢ A RBRBAINGART B RAIYIL, 1524088 S5 Wit
(3) Z 5 A SRR IR L H 0 IR 455
(4) ), fEMRSS ds AT BEH-PHPR A R B R R B Wi, Horh, WEP = 137, W

IR SR — TR IR T BOR, S g e i@t A2 1) Z M. BEZ 5%
BBt SIS 2 5 2R G K A . MR ALty AN IRD, T i B0 g L o AN 5 R s

BRZ 5T PATHERBGE R B R HERIBON 2 2 RGP A HARAE . Fu 55 D6 X B 2
S T BN E bR HE MLy, AT TR e I SRt ) A R AR A N BN KRR R A e
FRIRERL SR 5 F AR B (AT B8 R B8 A2 A R AT 2 BRI 2R, Wang 45 17 BR300 IR S5 283 O 4
B, feth T —MER I GAN 5 2L 55804 M 455 ROHESL, 7T DLSEELE I X 7S A FEAS
I\ 2 o 5 3 5545 . Geiping 58 181 0 F AN UG A A SZARALURE A e B E A5 R P iR 2
SREPA €7

R T4 S, $507E et B S ) A MR RAT AR B 4 R B, B RS 5 T L i
i A SR 2 MR A I R0 S B I B B et B, 77 93 R 457 e M AR
Bt ety T BB, Fang 55 19 §RHH T —RhURR 5 2 SUE HRIB S o) UM 0 Tl T, I
ot 4 RS SR S 577 B S8, SRR A S LA 2R KA. Bagdasaryan
5 O R B, 0T S R PRI T U 1 TV SR A R, R S 4
HEL A S 577 BB H, HETT B A M B M R 4 R 0 AR L 5 BB — B0, H T, v gk
B ) 2 5 I MU B B ok B P A 8 SR Tt AU | 1350k, Bhiagoji % (121 75 7 i 11 2k A o
VRG], FERBEREEAT IR, AR 4 R R TN T J5 1 IR AT A 40 K. Xie %5 21 3t
SRER IR RGO A ATRUR [ 12h, K5 T T 2 A BB 5 A R, 45 R It
PERE AR T4 b SR R 1Bt Tolpegin 25 22) IR 1 R Girh 5| NFRAE SR, BRSO A HubE A 1y
RAE, TN AR O AR, SR T EF RT3 RGO F RS, Cao % 29 i — B4t
I3 TR S P Tt AR H S b B R B, R T VR MR AR, 5 — R T AT I Bt O
VLY R A TR K 0 B MRS 10 SR 4610 P SEHL 88 2 5T 1Y DeepConfuse fis 4 f5 2t
7t U 4 TR BIGES  R G, SLHE XIS 5] RGN Fed-DeepContfuse 13 4 8 B et I7 4%,
Teli AL — R A R U 25 5 7 RO AR A h A S A S 2 1 R R e
RIS 5] 2 R B

SUREA T 14 TR Bea REAR TR IR TCVE S5 RO fudhsh, i — A Cailgrar
PRI 2 AT g AR R ). B PR R g2 ST R R B R 3, B T3 — R, WERR N i dt s 7 %
Tl T Bl FE RS LB ik 25~27) ) R B D B D B SR, SR IR R I E K. X
Ik B8] S B PURE AR T 150 2 —, FAERE— DGR R A A O FUREAS, SRR ke
A IEEHA-EZ 5% Kl EE, SO UF-S5E e Gibed A ) 8 MPTREAEl
ZRM BOW SR BEAT AR F B AR AR AL SR, XS BT R DR AR AL AT DAXS AT I ZRAF A 40 F (1 Bk
YA AN D FEAS IR 8 7028, I Il AR B A I ZRad R P SR S A SRS oR S BRI — i AR 15 4
RN T N AR AR, A2, H A8 KPR T I 25 5 2 (1A 2 B
EHG LB XS a, AR R AL R,
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Table 1 Important symbols and definitions involved in the paper

Symbol Definition
Dy, Dzd" Clean training dataset, adversarial sample training dataset of malicious participants
Ti, Yis Tiadv Each training sample and label in Dy, x;’s corresponding adversarial sample
S Noise set meeting disturbance limit conditions
0i, €, W Perturbation added to each z;, perturbation upper limit, perturbation set
0, © The best model parameters trained by “poisonous” adversarial samples,

the set of all best model parameters
F, 0, Fy, 01 Classifier and model parameters based on clean training samples,
classifier and model parameters based on adversarial training samples
9(ys) Targeted label generation function

n, Y Local training learning rate, amplification factor of malicious participants

3 EFMMEAKRERE

AICE AT 5, BBCA m (m > 2) DNGS5T7, BEDAA 18] m NEES 5T, B1E
Bl%Z 577 B, FAUT DL 1 ORI A FA AT I ZRBedhs A2 STl R, T AN BE U i) el e L
MRS 577 (s R 22 S I R, At sk e B BT Faad R AR 55 5 o 110 2R & I R 4%

BEZ 5T NEEE AR RS HAES SR E )G, R ) 2 R R e B ik
RERTREZE. B, BRSEIAAMATINGFEAI L NIRTCEZ IR PN AL a5
X PUREA, IF 3 TR EEFEAR AT AR, HK, N T =R RSEARNIIGERE, BES 5T AR
IR R 3R w2 S R PSS S S MR, e, BEZ 5T BEAMBE RS H b s
IR 55 0 2 5 5 LARG I 4 R AR Y. 2 R OR VRGN 4R AR STV B J7 1.

NTETRHE, BUNRBEE k¢ A2 5T REE, HAMAEIEEN Dy, R R85,
NGRS 507 ARSI ZA T LB A — MEG Pl 2 SRR Zhad 7. EDUL M, Mo il ad g
AT XUZ AL 18] FURT AU 2545 20 A B R 24, 1k — 20 SCBLBE R IBCHS 2% ) R G i IR ML

IS?%{E(T&)NT[L:(F(IE’Q(W))»y)]» (1)
s.t. f(w) € argmin Z Z L(F (z; +6:0k5m) ,9i) (2)
O={61,....0n} (z4,y:)EDx

Hp, o My 3RS Dy HEIEENIIGREEA RN BLIFRAE, © = {a;} ZITHINGEARES, y =
{yi} —IRBES. S N EIARBIFAFHITTIEME S G X Dy PREDNFEAR o IRINTEEN 6;, FFER 1
B [16i]lo < e, e AMBN LR, w = {6} NEANEHEABRMPMENES. n NEESEITHIAM
WEREE I ER, L ONRIRAEL, 0, WERSE. 30 (2) WIS RG22 M IaES o, M TR w 4l
DA XN A7 FXTTUREA T IR 2RI S 0, © NITH RIS HIIES.
Wik B HRRAEES S THRE—HRILINNES w, HERHXT MR EE F(O(w)) £ Dy, 1
FEARZ A0 T ERZACTERE R W B2, A0 [ i B B4 5 AR LI 1 .

SR B B IR AR A AL i R R . SR (1) MR E bR, FREAER (2) EAWHS
How FPATHE TR T w KEEBEEFERE S. N 7Rk ERXUZIAL B AR, A5 AR ik
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ATy, KA (2) TR w AL BEEEREAS B I B AL DA R AR 2R B R L R e S R ORE A A
JROTIREE IR IGREAR IR IS FU 3N, LT AL AGFEA (Al G2 507 RIR BURE A BEAT A AR A )11 25,
A R 7 STVR AL R A ) SRARFAE, DARRARARE R (I s 2.

Fpsths, ASCERE PR R R SEELET XTI 2] R GRS TR AL R i

(1) BRI TR A ZRXT SR AL SR, 72X HURE AR AR Bl e P s A 25 ] i A2

min L(F(x:;0;m),9:) |, 3
U (%yzi):eDk (F (zi:0:m) . vi) 3)
Horp, PR 0 2 R FE TR GRG0 FEER AR 2
(I oY i Y[ 2 <o i i SIS S A 7t = N (S B S e M (B2 o NI NS AT =R
FEARA BT 1 Project Gradient Descent (PGD) Bili 270 Az pOMHIREAR. 1% 7 VA5 A8 A URE AR 2 iy
SIAWIEE A 75 DAATEL AR REA IR 40 A0, SR8 5 BE4T 2 200 B2 S5 LU B fide A, X (4) A (5) 431
PATG H bR B A B AR B AR o SRS, J5 300 A B ARG BUREAS TG H AR ke AR am X
TI A R PUREAR.
e = o (#haay +asen (Var | £ (F (2h0000) 1)) ) (4)
Sorb FEJRIAREAR 2, 53 NGRS (E 9 2,y IOVIAEL, 2L, FREHE 1 SIS I A ALY
SRR, o RRHIPMANTEE. 1L,, ., RANTE e-ball BR EMEY, B 9HE)0E LI 5228 H pR
HITEER A
e = (#has +asen (Var | (F£(F (2 0,:0)) 0(5:) ) ) (5)
Forbr, g(ys) & HFRPRRE A BBk L, g(ys) BOIEFEASEE E B, 7T LARRIEFEAS | AL MIE S 2 > B4 73 A
A AR, ARSCE S g(yi) = yi + 1.
(3) BEZ 5T X HUREABAT AN, 53 21B BN AMBE S H. Kz b B RS
Ui 5 IR E LI IRFR A 2] RGEHI T H bR B

min S L(F(22:005m) ) | (6)
(239V,y; ) €D
Hr, DY = {2 aay, yi} FWPREARLE, Fy NETRPURERINGRI KA, 0, BB SHL
Fealth, RIS S KRG, BN5 575 T BN AR S8 E AR 28 IR 25 48 o 04T IC R~ 32)
Rh, ZI L4 NEERS 5B RSN HISS I «dr. ih, HIEBsillgs 52 55%
KA RN E GBSO ES 5T B e
R T g IR AR SCR ] <5 STERTBORT (SRR, BUeh 38 AE AR I o A2 ol S e s AN )1 25
2213, DO Hmh FE R B, (e gk A Hi I B S AU A R, AT E B3 58 2R A i 1 A v R 55 2% o
PAZT SR B2y, (R R A L2 B IR ECE S S 5 AR, e HsE H
PR PUREARA KT 2R, 30 (6) BB (7), DU I ST BRI 2 ) 0 ke A #5282t

min Yoo L(F (@050 xn)u) | (7)

01
(z?dv i ) EDzdv

Horp, vy B EZ 5T ARG 2 2R BORE T
FEVEAE AR L 1 .
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&% 1 Adversarial example poisoning attack against federated learning

Input: Malicious participant k, local training samples of malicious participants Dy, local training rounds 7', total training
batches m, the num of samples of every batch b, learning rate scaling factor ~;

Output: Local model parameter participating in the tth aggregation Gf;

1: Malicious participant trains with local clean training data and get 6}/, which is fixed during poison generation;

2: for i =1 to m do

3 Generate adversarial examples {x?ﬂ", x?gv, s ,a:?i"} using network F(0;) and PGD attack;

4 DRV {(@29Y, yi,0)s (@2 wi2)s s (@29, wi ) s

5: end for

6: Receive t — 1 round global model G¢_1;

7: 9171 + Gy—1; //Update the local model with Gy—1.

8: for j =1to T do

9: for i =1 to m do

100 029, yi] € DRV //nell, .

11: O 1 = Ohy — X NVgi-1 L(Fyi-y (a3

i,m

i1 y)); //Malicious participants trains with adversarial examples
kyt—1
and larger learning rate.
12: end for
. J _ .
13: Oy, = Ohy_1;
14: end for

15: 92 = th—ﬁ //Update tth local model parameters of malicious participants.

4 LUy

AT I SL6 T e AN L5 T Y i A

(1) ASCHREH J IR RITERE. BRI, SR 2 S OL R 0 Al (1ID) 5 ARIRALIF 73 A (Non-
IID) 75 T, ARBENEEZ 5772 52N 2P RE.

(2) 222 HRNBELERERIRE M. FL AR, 73 3 e Bl 24 F AN IR] B0 5 2 STOK R 7 i e P e A
FARE RS 575 105 2] 30 B PR RE 52

(3) Z 577 A Il ZrAe Hons B ORI 52, HRH, SRl 2R 2 5 77 (K A )i 2R 46 2093 i)
N 1~5 I B RE.

(4) MPUREAFIZAVERE. F AR, SHSBHRS BEANRr AR A R e AR F e Fe A =7 >
PR R 5 R L

(5) AL T X R G SRS RINL 82 2 RGNS R

(6) JFPUREAFINS T BEHLIE 75 FE A B AT R

4.1 SEIGE

ASCArHIFE MNIST 291 845 R0 CTFAR10 B0 g 4 AT 751256, MNIST a4 25 H E &
PSR FLT (National Institute of Standards and Technology, NIST) & #e#H AL 10 28K
INA 28 x 28 IR FE I, Forh )il 2R 60000 5K, MR 10000 7K. CTFAR10 Z#E4 HH Hinton [ PABEEE
B8 7 10 25 60000 7K 32 x 32 MR A, HAllZrEE 50000 5K, WA 10000 5K.

CIFAR10 A1 MNIST #4454 /R 5A I E53 708 60 R 100 %, DAPRIEBEAL SR, $iah LR e
AR L5 Fed-DeepConfuse 131 fRFF—F, 4351 %E N 0.032 1 0.3. L8 T7E CIFARLO
A MNIST #HE4E 5577 FIARMIIGEE B, BRI 1~5, MRS 75 BE B s, [F] B 38 43 5l i+
W ERES S5 AMIIZREE 2 Z0N 0.001~0.3, &R S 57 AR 2R 2] Z08 0.0001~0.1, KB
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#* 2 B#B%3) Non-1ID HR¥IENTH
Table 2 Data distribution of Non-IID federated learning

Total number

Participant MNIST CIFAR10
of participants
Part-1 0,1,2,3,4,5 0,1,2,3,4,5,6,7
? Part-2 4,5,6,7,8,9 2,3,4,5,6,7,8,9
Part-1 0,1,2,3,4 0,1,2,3,4
3 Part-2 3,4,5,6,7 3,4,5,6,7
Part-3 5,6,7,8,9 5,6,7,8,9
Part-1 0,1,2,3 0,1,2,3
Part-2 2,3,4,5 2,3,4,5
! Part-3 4,5,6,7 5,6,7,8
Part-4 6,7,8,9 6,7,8,9

For MNIST: (hand-written digits: 0,1,2,3,4,5,6,7,8,9)—(0,1,2,3,4,5,6,7,8,9)
For CIFARI10: (airplane, automobile, bird, cat, deer, frog, horse, ship, truck)—(0,1,2,3,4,5,6,7,8,9)

GAEALR

RIS T AEBEFS 2 ST HE S S [F 04 (1ID) 5ARMAL[E /347 (Non-1ID) 355 T Bk (6 2%
PE. ZIBENGS 5 BEDNN 2, 3 M 4 M5, ANABEREES S 7S 5140 1B 8UR.
£ 1ID s, AN 5774 25280, A0 8 0 Biss &2 575, /£ MNIST 5 CIFARI0
it b, SN 57 ResNet18 fE N4 KM %%, 1£ Non-1ID ¥5tH, N 75 Fed-DeepConfuse
THEAT AR, R T 5 AR R s il o 77 R 28 454, Hl R0 sk 2 B, A& i
A HIREAAR 22 FNE B B AR [H]. CIFAR1O 04 45 48 ResNet18 #EAT I 4%, MNIST i 4E FAdiH
HAEMANEGRE, BIEE A 20 F1 50 HRIZep 2 18],

4.2 IR EIE R

AR T T A B 5925 A2 73 Fed-DeepConfuse 13 FIME PG, HaE—HHE T
FERCHR2E 2] TID 5 Non-TID 355 F A FISCR %R S 5 75 6 4 R A R HE R 2R i 52, S0 R I,
7E CIFARI0 FHE4EF MNIST ##li4E I, MRS 57 5IEERS 5 M ARMIIZS: > R 535108 0.3,
0.01 1 0.3, 0.001 B, AL B °] UIA B B 4F B Mo e Re. AN TE IR 15 B R kA7 Mo 1t s f ot
T, HoAth 2 31 A0 ARSI 7 iR MR RERZ I 23 b W, 4.3 /NS

Bl 1 R T RUEHEA A BARBCE ATG B ARt T BRI A,

B 2 NTERIRE I 5 1ID /Ay 5, %S 577 A BARKH PR AR AT 8 8 Bk (1 5236 45
FOATCUREL, B RE —ANRES 577, &R NN ER R S B G Bk, 7E4LF 2, 3
M4 MN%S 5T BRE—NEES 5T S, 2R NN CIFARL0 #iE4E
IR T 78.23%, 77.48% AN 65.54%, {E MNIST 354 F2r WM T 67.33%, 61.15% A1 48.56%.
HARVE B EAE CIFARIO ¥R L TES 5 ARES 55N, 2 R f i 2 40K TRl
.

Al CURBUAH L MNIST 303848, ASCHIBE 775 28T CIFAR10 B S Shi BT 24 2] KRG
B R, R 4 MNGS 5T B RA—/NEES 5T RS H, /£ CIFAR10 FdE4E FiIgk
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(a) (b)
1 (MEKE) £—1T: REHEAR. E217: ARG TMER. =17 TERE FER

Figure 1 (Color online) First row: original examples. Second row: targeted attack adversarial examples. Third row:
untargeted attack adversarial examples. (a) CIFARI10 dataset; (b) MNIST dataset

= No poisoner = One poisoner = Two poisoners = Three poisoners = Four poisoners

100 98.99 98.84 98.76
(@100, , 93.27 93.22 (b)
90 90
80 80
S g
2 60 g 60
% 50 5 50 50.20
Q
§ 40 S 40 37.69
z 3 31.66 30.88
£ 30 27.68 = 30 6.87 26.8826.01
20.11 21.78
20 15.14 157913 99 1536 20
10 8.69 797 10.439.36 10
0 - 0
Two participants ~ Three participants Four participants Two participants Three participants Four participants

B 2 (MEMFE) £ IID HRFAEHENTEESSHE5IGREEEENNRERR, XBETES5HENR
BERRA TR SIS, BES5A2I%E I, = 0.3, FEESE5HLIE I, 00 = 0.01, Iy =
0.001, Eqppnio = 5, By =1

Figure 2 (Color online) In IID federated learning, the test accuracy of the global model when different numbers of
malicious participants that generate local adversarial training samples with targeted attacks participate in the training,

malicious participants learning rate Ir, , = 0.3, non-malicious participants learning rate Ir ;pyp,o = 0.01, Irygr = 0.001,
Ecipario = 9 Eymast = 1. (a) Experimental results of CIFARI10; (b) experimental results of MNIST

NIST

{4 JRp A AL AR i EE 3 T MINIST $idli 4 LI i) 4 /A AR M B 22 R % 16.98%. AL #TiA
N, ERTEIR RIS PURE A B LGE SR BGR T (1) SRS 5 AN B FBE. A
HHAR PR AR AT F IS, 78 CIFARI0 #R4E HEE S5 7 FI AR B BN HE R R 21K 6%.
IMAE MNIST #4584 &, EES 507 AR R MR R AE 26% Af. (2) IEAFEHESE R
WCSIGH . AR SC A B I 2 ) SOOI AR S HU AR R, S SRR B B <L Huk
HWORE S 57 AR, SR, TEAFEE T, XF CIFAR10 i 4E, 7£ 5 /> epoch P IEH iIlZ%
% 577 A HAE R R HER RN 69.47%, TAE MNIST #dE4E E 5 4 epoch WIEH IIZRE 577 (A
MRS AE i 2 DAL B 97.80%. XMW EWE, IFEESH TR E AR X HET MNIST #iEdk
YNGR A JR R R i 3R S ) B K.

Bl 3 B 2R 1ID 5, 8 A J8 H bRt HuRe A0 B 27 R Guilb AT 3 85 Bh i SR i 45 L.
PG 2 TR Y, HBGE MR RE LU A B AR BOREA I B0t R 55, SR A O H bR B0 R
AATSRER IR ) R T, A —ANEES 570, 76 CIFAR10 BE4E F 4 /A
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= No poisoner = One poisoner = Two poisoners = Three poisoners = Four poisoners

(a)100 0327 03m (b) 100 98.99 9884 98.76

90 90

80 20 81.66
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Figure 3 (Color online) In IID federated learning, the test accuracy of the global model when different numbers of
malicious participants that generate local adversarial training samples with untargeted attacks participate in the training,
malicious participants learning rate Ir , = 0.3, non-malicious participants learning rate Ir ;pyg,o = 0.01, Irygp = 0.001,
Ecipario = 9 Eymast = 1. (a) Experimental results of CIFARI10; (b) experimental results of MNIST
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Figure 4 (Color online) In Non-IID federated learning, the test accuracy of the global model when different numbers
of malicious participants that generate local adversarial samples with targeted attacks participate in the training, mali-
cious participants learning rate Ir__, = 0.3, non-malicious participants learning rate Irg;pyg,o = 0.01, Iry g = 0.001,
Ecipario = 9 Eynst = 1. (a) Experimental results of CIFARI10; (b) experimental results of MNIST

%3 £ 10 MIHE5FT, 7518 1~5 MNEESSHREBERMNEERZE (%)

Table 3 Test accuracy (%) of the global model with 1 to 5 malicious participants with 10 training participants

No poisoner One poisoner Two poisoners Three poisoners Four poisoners Five poisoners
CIFAR10 93.17 61.94 45.90 37.94 30.69 21.86
MNIST 98.40 89.80 73.90 58.78 44.63 31.36

#* a4 RENEESS5AE, FRNBEHFETEBEENGVEMETEEE (%). Untarget 1 Target 735l
KRR IHAFRE R 5%

Table 4 Only one malicious participant, the accuracy (%) of the global model test decreases under different attacks.
Untarget and Target represent the adversarial sample generation method, respectively

Ours
Fed-DeepConfuse
Target Untarget
CIFAR10 MNIST CIFAR10 MNIST CIFAR10 MNIST
Two parts —18.99 —30.69 —72.43 —69.78 —60.23 —172.62
Three parts —18.21 —14.03 —b58.54 —72.77 —53.68 —59.39
Four parts —7.88 —8.05 —42.84 —57.45 —32.61 —57.90

—A <Oy R TSR B Sh g, BALRES T RED| A shib k.
4.3 FIRWNWEMRERFI

SRR B 2] FR M B R AR (G DN EE R R, AN N A A A A R A S R A
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BEZHITMBORSE A R85 LT 7928, R B EE S 5T AR g3 %, /£ CIFAR10
A MNIST #dfade B35 0.3, AREE S 55 BRI GRS 51 50 TG E 08 0.0001~0.1. SER4S5 R 40
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Figure 5 (Color online) Test accuracy of the global model when normal participants use different learning rates for local

training, malicious participants learning rate Ir | = 0.3, Ey st = 1, Eqrpario = 9- (2) Experimental results of CIFAR10;
(b) experimental results of MNIST
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Figure 6 (Color online) Test accuracy of global model when malicious participants use different learning rates for lo-
cal training, non-malicious participants learning rate Irq;pario = 0.01, Iryer = 0.001, Eqipario = 5 Eynist = 1
(a) Experimental results of CIFAR10; (b) experimental results of MNIST
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*5 NES5ENAMINGERIAA 1~5 REFREMKERER (%)

Table 5 Test accuracy (%) of the global model when the participants trained with different local training rounds

1 2 3 4 5
CIFAR10 25.14 18.13 17.22 17.53 15.14
MNIST 31.66 48.01 46.42 46.14 50.50

* 6 RATESHRAMINGREIERSE S 2 HRENKEEE (%)

Table 6 Test performance (%) when using different local models

CIFAR10 MNIST
ResNet18 VGG19 MobileNetV2 CNN CNNgpmaln CNNiarge
No poisioner 93.37 90.84 93.24 96.88 98.21 98.80
One poisioner 15.14 15.81 17.21 27.10 20.50 28.50

4.4 S5ENAMERRHE T RERR MR

P RN S 57 AR AR ERE — AN EESH, ANTR T SN2 5 5 AR A
IR Fe S A SCBE I AE k. 38 2 A2 57 H A 1 NMEES 5 B bt
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KR4 A FH Non-TID 375t 1 (1) CNN A AT PIREAR A BRI 4%, 7F CNNjapge f1 CNNgan (513
SEIEHCY NG AEE (18 BTz AR REIR. W3R 6 SRR, AT R AR RIFHZ i
PERE.

4.6 BEIFIRGSIRFEIRGHERMIILL

ANV ARSI T S e, BDZE A R LB I SRREA Y <5 i, B 3] Silasas
IR E MR, SR H I 10 M5 MBI 24t AR WNE 7 P, NSRS RKE,
BCH 2 ) RGNS, 29 20% WX HIREAR S 510, 76 CTFAR10 845 b, ML 2= IR
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® 7 BIBEIRGENRZEIRENEREMIILE (%). 0.2, 0.5, 0.8 F1 0.9 S HRFIHAFEARREL A

Table 7 Robustness comparison (%) between federated learning systems and machine learning systems. 0.2, 0.5, 0.8, and
0.9 represent the proportion of adversarial examples, respectively

0.2 0.5 0.8 0.9
Machine learning 92.42 90.20 86.56 84.19
Federated learning 45.90 21.86 20.33 15.46

% 8 & CIFARI10 #iE& L, BES5F IANEAMERSRBHIEEEREITAMIIZGER £ SR E 8N
2 (%)

Table 8 In the CIFAR10 dataset, the test accuracy (%) of the global model when malicious participants trained with
adversarial samples and random noise samples, respectively

Random noise poisoning attack Adversarial examples poisoning attack
No attack
Normal learning rate  Larger learning rate =~ Normal learning rate = Lager learning rate
Two parts 93.37 92.44 85.56 88.21 15.14
Three parts 93.27 92.95 86.95 89.34 15.79
Four parts 93.22 92.29 86.88 90.57 27.68

#F 9 £ MNIST HEE L, BES575 55 IR SREH IR B ARFEITAR M I 20T 2 HE R AN S
£ (%)

Table 9 In the MNIST dataset, the test accuracy (%) of the global model when malicious participants trained with
adversarial samples and random noise samples, respectively

Random noise poisoning attack Adversarial examples poisoning attack
No attack
Normal learning rate  Larger learning rate ~ Normal learning rate = Larger learning rate
Two parts 98.99 98.32 98.24 95.41 31.66
Three parts 98.84 98.45 98.36 96.55 37.69
Four parts 98.76 98.65 98.57 97.12 50.20

8 F1 9 - HINAE CIFARL0 $¥E4E 5 MNIST ¥4 Esesh s f. v, SEkEs 5
A5 FH S 0 v 157 B AL 75 PRI RE AR IR AT $R B MO ), TGI8 2 75 R 2 S 3RO SR g HL Mk g 0 R AR A
PR, 22 2] FBOKITTE CTFARL0 F¥a4E b4 R A MR HER R 05 T T 7.81%, 6.32% 1 6.32%,
fE MNIST #dfi 48 b4 /A AL A HERR 22 0 ) R R T 0.75%, 0.48% F1 0.21%. 482 5 77 (8 AT
PUFEARNEN A8 FEARATARRIZRIT, 7EAS K 2 2 B ORI B Xt 58 1A B, (H A2 7EAfH 27
STERTHOR M g Bk M B R B T 76 CIFAR10 Ha4E b4 B8 AR A 2 o0 3l R P& T 78.23%,
77.48% Fl 65.54%, TE MNIST #d 4 b4 eyt 2L (i kv i 22 43 0 N & T 67.33%, 61.15% Fl 48.56%.
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Abstract Federated learning was developed to solve the data privacy and data island in traditional machine
learning. Existing federated learning methods use multiple participants who do not share private data to jointly
train a better global model. However, research shows that security problems in federated learning remain numer-
ous. Typically, federated learning is attacked by malicious participants during training, resulting in the failure
of the global model and the leakage of the private data of the participants. This paper studies the effectiveness
of adversarial example poisoning attacks on federated learning and further finds potential security problems in
federated learning. Although adversarial examples are often used to attack machine learning models during test-
ing, in this paper, malicious participants use adversarial examples for training the local models, aiming to make
the local model learn chaotic sample classification features, thereby generating malicious local model parameters.
To let the malicious participants dominate the federal learning and training process, we further use a strategy
of “learning rate amplification.” Experiments show that compared with the Fed-Deepconfuse attack method, the
attacks in this paper achieve better attack performance on the CIFAR10 and MNIST datasets.

Keywords federated learning, adversarial example, poisoning attack
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