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Source camera identification (SCI) is a common problem in digital forensics, aiming to identify the source
device of given images. Traditional digital image source forensics are primarily conducted in original scenarios.
However, in real-world scenarios, digital images disseminated through social networks are often subjected
to various complex interferences, leading to a significant decline in the performance of existing image
source forensic methods. To address the issue of network image source forensics in real-world scenarios, we

propose a network image source forensics method called Siameformer. This method integrates a multi-head
attention-based Siamese network with convolutional neural networks (CNN) and Vision Transformers (ViT)
for image source identification. We designed comprehensive experiments, and our model achieved satisfactory
performance on benchmark public databases (such as Dresden, VISION, and Forchheim).

1. Introduction

Due to the prevalence of various social media platforms,people
can easily and quickly share images captured by themselves or oth-
ers through the internet in their daily lives. However, this conve-
nience comes with serious security issues, such as image infringement,
video tampering, and the posting of illegal or criminal content. The
anonymity mechanism of the internet further increases the possibility
for these criminals to evade punishment. Therefore, there is an urgent
need for a fast, reliable, and robust technology to verify the source and
authenticity of multimedia information. Source camera identification
(SCI), a technique focused on identifying the characteristics or identity
of the image source, helps ensure authenticity, combat misinformation,
support forensic investigations, protect copyrights, and enhance digital
privacy and security.

Source camera identification (SCI) is generally categorized into two
levels of device attribution: (1) camera model identification and (2)
specific device identification. In practical forensic scenarios, messaging
applications, or other compressed transmission channels. The available
images are often degraded by operations such as lossy compression,
resizing, and requantization. While it is possible to collect original,
unaltered images under controlled laboratory conditions to train foren-
sic classifiers, such pristine data is seldom accessible in real-world
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investigations, where only transmitted versions of images are typically
available. A key challenge in real-world source camera identification,
therefore, lies in performing reliable attribution when only a degraded,
network-transmitted version of an image is accessible, rather than
its original, high-quality counterpart. Existing forensic methods [1-3],
when applied directly to such interfered network images, often suffer
from a noticeable decline in accuracy, as critical device-specific traces
are distorted or removed during transmission. As illustrated in Fig. 1,
we contrast two forensic scenarios: one using original images and the
other using network-degraded images, highlighting the performance
gap introduced by image degradation in operational settings.

In traditional machine learning algorithms, [4] analyzed the impact
of JPEG lossy compression on algorithm robustness from a feature
perspective. They proposed an optimization method to enhance robust-
ness by extracting image fingerprint features based on noise differences
between distorted and original images. Building on this foundation, [5]
restored distorted images using a mosaic removal algorithm. By com-
paring residual information between original and restored images, they
extracted mosaic removal residual features for robust source identifica-
tion. In the realm of deep learning-based methods for network image
source identification, [6,7] directly learned from distorted images to
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Fig. 1. Source camera identification in both original and real scene settings.

improve method robustness. Zhang et al. [8] introduced a tripar-
tite transfer learning model to enhance robustness through transfer
learning.

Based on swing-t networks, [9] use Transformer Blocks and Graph
Convolutional network (GCN) modules to fuse multi-scale features from
different stages of the backbone network. Jaiswal and Srivastava [10]
proposes a framework based on frequency and spatial features that
uses discrete wavelet transform (DWT) and local binary mode (LBP)
to extract these features from images and train them on multi-class
classifiers such as support vector machines (SVM), linear discriminant
analysis (LDA), and K-nearest neighbor (KNN).Sychandran and Shree-
lekshmi [11]proposes a new architecture that combines convolutional
layers and residual blocks to distinguish source cameras, helping to
learn and extract features used to recognize models and sensor-level
patterns. Although convolutional neural networks (CNNS) perform well
in local feature extraction, their ability to capture global information is
limited, which limits their recognition performance in complex scenes.
Transformer has excellent ability to model global semantic informa-
tion [12]. However, Transformers has inherent limitations in local
feature extraction, which restricts its further application in SCI tasks.

Dong et al. [13] proposed that CSWin Transformer contains a cross-
shaped window self-attention mechanism and convolution based locally
enhanced position coding, which shows excellent performance in visual
tasks.Li et al. [14] introduced the features of convolution into ViT
to realize efficient representation learning by simulating separable
convolution operations with self-attention mechanism. However, it can
be seen from the above studies that most of the studies combining the
two are in the mixed mode of “one master and one pair”. That is,
one mechanism is dominant and another mechanism is auxiliary to it.
However, both the convolution operation of CNN and the self-attention
mechanism of ViT have their own advantages, and the mixed mode of
“one master and one pair” obviously cannot fully release and combine
the potential of the two.

To tackle these challenges, we propose a new approach using a
siamese network model. The self-attention mechanism is primarily
used to capture the dependencies between different positions in the
input feature sequence, allowing it to better capture the global in-
formation of feature vectors and overcome the locality limitation of
Convolutional Neural Networks (CNNs). As the core mechanism of the
Transformer neural network architecture, self-attention has gradually
been extended to fields such as computer vision, leading to the develop-
ment of corresponding algorithmic models like the Vision Transformer
(ViT). Therefore, combining self-attention-based ViTs with CNNs to
complement their respective shortcomings is a feasible solution.
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Our model integrates Convolutional Neural Networks (CNN) and
Vision Transformer (ViT) with a multi-head attention mechanism, har-
nessing their combined power. We achieve this by adaptively extracting
image features using a combination of multi-head attention and convo-
lution. The self-attention mechanism is primarily used to capture the
dependencies between different positions in the input feature sequence,
enabling it to effectively handle various types of input sequences. This
allows us to effectively capture the relevant information for source
identification. Furthermore, we integrate both surface features and
deep features using a local/global attention module. This helps us
to leverage the strengths of both types of features, leading to more
accurate identification results. To optimize the performance of our
model and enhance its robustness, we introduce a siamese network
weight sharing mechanism. This mechanism emphasizes the fingerprint
features of the image, improving the model’s ability to handle dif-
ferent sources and variations. By incorporating these innovations, our
approach offers an advanced solution for image source identification,
enhancing both accuracy and robustness, which is justified by our
comprehensive experiments.

In this paper, we propose the Siameformer method to solve the
problem of forensic models lacking robustness in real-world scenarios.
Following is a summary of the main contributions of this paper:

» We propose an extended two-branch structure that incorporates
different types of feature domains to capture a wider range of
information, thereby improving identification accuracy.

» By leveraging a self-attention mechanism, we integrate convolu-
tional neural networks (CNN) and Vision Transformers (ViT) to
facilitate feature extraction guided by global information.

+ To improve the model’s performance, we employ a Siamese net-
work architecture with shared weight parameters, enabling the
training of a residual graph for classification (depicted in Fig. 2).

The paper is structured as follows. Section 2 presents a review of
available methods for source camera classification. Section 3 introduces
the proposed network architecture. In Section 4, we present the validity
and robustness of the proposed method for source forensics of network
images in real scene on popular datasets. Finally, we conclude the paper
with Section 5.

2. Related work

In the traditional original scene setting, SCI methods mainly extract
discriminative features for source identification. The most classic SCI
method was proposed by Lukas et al. [15]. During imaging, camera
sensors attach artifacts to the output image, known as Sensor Pat-
tern Noise (SPN) [15]. SPN has two main components: Dark Signal
Non-Uniformity (DSNU) and Photo-Response Non-Uniformity (PRNU).
DSNU refers to the uneven response of pixels to the environment when
the sensor is not exposed to light. Therefore, it is also called dark
current noise. Under normal lighting conditions, this signal is relatively
weak in the image. Since most of the sensor pattern noise consists
of PRNU noise components, sensor pattern noise has also come to
be known as PRNU noise. Photo Response Non-Uniformity (PRNU),
caused by inherent sensor hardware defects in imaging devices, is an
exceptionally unique component of pattern noise. It was one of the
earliest discovered and remains the most commonly used fingerprint
feature for individual device source identification in image forensics.
Later, PRNU was further studied as a key feature of SCI [16-20].

More features were subsequently discovered and applied to source
identification [21]. Based on the color and quality differences of images
taken by different cameras, [22] constructed a 34-dimensional feature
set including image color, quality, and higher-order baud sign for
source identification. Bayram et al. [23] studied the CFA interpolation
process during camera shooting and traced the source through CFA in-
terpolation coefficients. In addition to PRNU and CFA interpolation co-
efficients, hardware features (hardware correlation feature [24], cam-
era white balance [25], lens radial distortion [26], periodic joint noise
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Fig. 2. The methodological framework of Siameformer. The upper and lower branches are connected by weight sharing mechanism to enable residual training.

NUA [27]), software features (image Local Binary Pattern (LBP) [28],
color correlation [29]) and their joint features [1] have also achieved
high accuracy in this classification task. Goljan et al. [4] analyzed the
influence of JPEG lossy compression on the robustness of the algorithm
from the feature perspective and proposed an optimization method
to extract image fingerprint features according to the noise difference
between the distorted image and the original image to improve robust-
ness. Based on this, [5] used a Mosaic removal algorithm to restore the
distorted image. By comparing the residual information between the
original image and the recovered image, a residual removal feature of
the image Mosaic is extracted for robust source identification.

Traditional SCI methods based on hand-crafted feature extraction
are limited and face difficulties in extracting effective features. The
development of deep learning techniques has provided a new ap-
proach, using neural networks to automatically extract features from
images. Baroffio et al. [2] introduced deep learning algorithms into
the SCI field for the first time and addressed source forensics problems
using AlexNet. However, simple transfer models perform poorly when
dealing with multi-class datasets. Tuama et al. [30] optimized the
network model for SCI problems by adding a pooling layer and residual
checks. Yang et al. [31] proposed a content-adaptive fusion residual
network, which selects different ResNet branches based on image con-
tent. Chen et al. [32] combined ResNet with support vector machines
to achieve effective classification. Densenet [33], CCN-net [34] and
VGG-net [35], known for their superior performance, have also been
introduced into SCI. David et al. [36] proposed a simple CNN model
based on mobile phone image characteristics. The robustness of SCI
algorithms based on deep learning also faces challenges. Lin et al. [7]
studied interference images directly to improve method robustness. By
introducing transfer learning, [8] proposed a ternary transfer learn-
ing model to enhance method robustness. Wang et al. [37] proposed
an SCI method based on adversarial training to counteract malicious
fine image modifications, thereby improving model robustness against
attacks.

Promoting only image features or network models is an effective
strategy, but it is not enough. The focus of this paper is on integrating
the features of interfered images with the advantages of network mod-
els to propose a more effective method for robust source identification.
It is worth exploring how to adaptively extract undisturbed local fea-
tures for source identification based on the correlation between image
content and features, leveraging CNN and ViT to effectively capture
both local and global features, ensuring robustness.

3. Siameformer mechanism

For conducting source identification on distorted images, we intro-
duce the Siameformer, a robust SCI mechanism combining Convolu-
tional Neural Networks (CNN) and Vision Transformer (ViT), as shown
in Fig. 2. The structure of the network proposed is presented in the
figure. The succeeding subsection details structural components of the
approach implemented in this paper.

Train image

Test image

T

Denoising

Residual

PRNU

Average and enhancement

Reference
PRNU

Similarity matrix «———

|

Fig. 3. The basic framework of SCI is based on PRNU noise feature. The R in
the figure represents the image residual module in the middle.

3.1. PRNU and residual image training

The framework for implementing source camera identification (SCI)
based on photo response non-uniformity (PRNU) is depicted in Fig. 3.
PRNU is a fundamental feature in the literature of SCI, character-
ized by inherent properties resulting from hardware imperfections,
and it remains consistent across images captured by the same device.
Specifically, PRNU arises from variations in the thickness of silicon
wafers across individual photosensitive elements within the sensor.
Consequently, each pixel’s performance exhibits slight deviations when
exposed to identical lighting conditions. Notably, PRNU is widely ac-
knowledged as a prominent image feature (fingerprint) in the literature,
with numerous studies centered around its utilization.
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The main difference between PRNU and other noise is that PRNU
is multiplicative noise rather than additive noise. It has a strong cor-
relation with image content, whereas additive noise is independently
introduced. Therefore, by analyzing the principles of various noises,
precise modeling of the image can be performed, enabling the design of
feasible schemes for PRNU extraction. At the same time, to effectively
estimate PRNU, the image model should not be overly complex. For a
given image J taken by device d, each pixel is indexed by the spatial
position (x, y) € 2 and modeled as

J(x, ) = 1(x,y) + I(x, ) Ky(x,y) + N(x,y) (@)

where J represents the digital image obtained through the imaging de-
vice’s capture and processing, (x, y) € 2 denotes the spatial coordinates
of each pixel. I corresponds to the original scene content captured
by the imaging device. K, represents the PRNU multiplicative noise
component inherent to imaging device d, while N encompasses all
additive noise components (including shot noise, quantization noise,
Gaussian noise, etc.) that are statistically independent of K,. As the
unique fingerprint identifier in this digital image model for device au-
thentication, K is simplistically modeled as a zero-mean multiplicative
noise component independent of the image content 1.

To achieve more accurate estimation of PRNU, it is necessary to
eliminate interference from dominant image content. This is accom-
plished by processing the digital image J through a denoising filter
to obtain a cleaner and clearer representation of the image content.
Subsequently, the residual image R is obtained by subtracting the
denoised image from the original image, thereby effectively preserving
the K, noise component. This procedure aims to enable more precise
analysis of PRNU characteristics in the image while eliminating the
influence of other interfering factors.

In order to derive the PRNU component K,, the residual image R
is obtained by passing image J through the de-noising filter F, (as
depicted in Fig. 3), for any (x, y) € 2 we have

R(x,y) = J(x,y) = Fy[J (x, )] (2)

By Egs. (1) and (2), the residual image R is accordingly

R(x,y) = 1(x, p)Ky(x,y) + N(x,y) 3

In order to better estimate K,;, multiple images (say, M images for
any device d) are usually used to obtain a reference PRNU (Rpgny)
and its maximum likelihood estimator is:

M
Zi:] RiJi
M 2
=
where, J; represents the ith image, and R, represents the residual image
of the i-the image.
With Rppyp in hands, we need to determine whether the test image

t is taken by device d by calculating the cross-correlation function
between the residual image R, of t and the Rpyyy of device d.

(R =R, (Ks - Kg))
PRy Ry =k L LT 2 ®)
OK4OR, IR, — Rl Ky — Kyl
where, o p is the covariance of K, and R,, and ok, and oy are the
standard deviations of K; and R,, respectively. A larger p(K,, R,) is
desired as that implies a stronger correlation between R, and K.

The PRNU of each device is unique and indelible since it is in-
duced by hardware imperfections. Accordingly, we select PRNU fea-
tures to guide model extraction and learn relevant features for source
identification. So we propose a two-branch structure.

As PRNU is mainly in the high-frequency domain of the image, we
apply a high-pass filter in one of the branches, which mainly focuses on
the PRNU feature domain (see Fig. 2). The model Siameformer takes
as input the image J and get:

Myp(J(x.y) =
Ms(J(x, ) + Ms(F,[J(x, »)).V(x,y) € 2

(€3]

Rprvy ® Ky =

(6)
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where M denotes the two-branch model, My denotes the single-
branch model, and F, denotes the high-pass filter.

Finally, the outputs from both branches are fused and processed
to form a discriminative feature set for classification, as detailed in
Section 3.3. It is worth noting that the proposed dual-branch archi-
tecture offers an inherent advantage in flexibility. While we employ a
standard high-pass filter to emulate the initial step of focusing on high-
frequency components (akin to traditional PRNU residual extraction),
our framework is not constrained by this specific choice. The filter in
the dedicated branch can be adapted or replaced (e.g., with a learnable
filter bank or a more advanced frequency-domain decomposition mod-
ule) to better isolate device-specific traces from complex image content
in future work, potentially enhancing robustness against interference
from strong edges and textures.

3.2. Global information and local features

Due to interference during network transmission, the PRNU feature
domain may be obscured or lost. Therefore, when dealing with network
images affected by the complex interference environment of social
media, relying solely on PRNU and its related feature domain sets to
guide model learning and forensics is far from sufficient. To address
the complex interference situations in network images, deep models
need to introduce more discriminative image fingerprint features to col-
laboratively accomplish device source forensics. Meanwhile, for image
and feature domains in network images that are subject to interference
or information loss, appropriate discarding is necessary to concen-
trate more computational resources on extracting and learning features
from regions and feature domains where information is well-preserved.
Therefore, this method introduces a multi-head attention mechanism,
which simulates the complete process of depthwise separable convolu-
tion through self-attention, thereby integrating CNN and ViT, as well as
combining local features and global information. Ultimately, the global
information of network-interfered images is used to guide the model
in extracting and learning local fingerprint features for device source
forensics.

The multi-head self-attention mechanism decomposes each vector
in the input feature sequence and assigns them to individual attention
heads. This allows each attention head to compute a set of attention
weights and learn its own representation of global feature informa-
tion. The representation results from all attention heads are then con-
catenated to produce the final global feature extraction and learning
outcome of the multi-head self-attention module. By employing the
multi-head self-attention mechanism, the expressive power and gener-
alization performance of the deep model can be effectively enhanced,
thereby improving the source forensics performance of the model. Its
structural framework is illustrated in Fig. 4. The module primarily
consists of Dynamic Position Embedding (DPE), Multi-Head Attention
(MHA), and Feedforward Neural Network (FNN).

To enable the deep network model to better learn the input image
fingerprint features, making features in different regions more distinct
and accurate, thereby improving the performance and effectiveness of
self-attention mechanisms in extracting global features, both the local
and global feature attention modules incorporate convolutional layers
of varying sizes to map features into deeper dimensions. This facilitates
the deep model in recognizing and leveraging more fingerprint features
across different scales. This enhancement allows the deep model to
better distinguish different image fingerprint information and enhance
its robustness. After obtaining the mapped input feature vector X,
through different convolutional layers, dynamic positional encoding is
applied to the vector:

k=1k-1
DPE(X,)= )" Y RXin), it it Kot picig )
p=0¢=0
where R(-) extends the tensor X;, to match the dimensions of the
original image, i.e. H X W X C. Following this, a two-dimensional deep
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Fig. 5. Image content-feature correlation visualization results. (The red and
green boxes focus on different image content and features, respectively. The
red box focuses on edge and text content, and the green box focuses on
semantic content.)

convolution is performed using a convolution kernel of size k x k and
zero padding of (k — 1)/2. The matrix K represents the positional en-
coding matrix, where K _,_,;_;_, denotes an element in the positional
encoding matrix that corresponds to the reverse relative position with
respect to the sub-matrix of input data.

The dynamic positional encoding module based on depthwise con-
volution enhances the model’s perception of spatial information within
features, while also offering greater flexibility and applicability to input
feature vectors of any size. Additionally, the zero-padding incorporated
in this module progressively queries boundaries to obtain their absolute
positions. This dynamic encoding mechanism helps improve the repre-
sentational capacity and generalization ability of the deep model. In the
next step, the positional encoding matrix DPE(X;,) output by the DPE
module and the input feature mapping vector X, are summed and then
fed into the multi-head attention module:

Y = MHA(Norm(X)) + X ®
MHA(X,) = Concat(R;(Xy); - ; Ry (X)) - U 9
R,(Xy) = A,(Xy) - V,(X,), forne 1,2,...,N (10)

where X = DPE(X,,) + X;,, X, = Norm(X). R,(-) denotes the nth
attention head. U is the weight parameter matrix of magnitude C x C,
integral over N heads. Norm(-) denotes the batch normalization oper-
ation. For different objectives and functions of the attention module
for local and global features, we make different modifications to R, to
focus on different regions.

The improvement approach for the local feature attention module
is primarily based on the correlation between image content and fea-
tures [38]. Digital image content contains rich semantic, color, edge,

texture and other feature information. For example, in Fig. 5 the red
and green boxes focus on different image content and features, respec-
tively. The red box focuses on edge and text content, and the green box
focuses on semantic content. Choosing different image block input will
bring different performance to the model. This correlation also exists
for fingerprint feature PRNU [39]. The emergence and development
of ViT and its self-attention mechanism make it possible to capture
this content-feature correlation. In the experiment part, the ablation
experiment of the ViT branch of Siameformer was also carried out to
prove the differences and reasons of source recognition results caused
by the use of ViT and its self-attention mechanism.

In the local feature attention module, we apply spatial attention in
MHA to learn this content-feature correlation. The attention operation
A, can be expressed as follows:

0,(X)) (K,, (Xj>)T]
/D,

where 0,(X;) = X,W2 and K,(X,) = X ;- WK respectively represent
the query and key vectors of feature vector subsequence X; obtained
by multiplying X with query projection matrix and key query matrix,
/D, represents the dimensional size of the nth attention head. To
emphasize the correlation between content and features, rather than
content relationships, and to reduce redundant calculations, we con-
strain each attention head to focus on a small windowed region for
extracting local features across spatial locations. This approach is akin
to the convolution operation in Convolutional Neural Networks.

In the case of spatial self-attention implemented within a small win-
dow, the linear transformation V,(X) = X WHV computes the value vec-
tor of X, which can be viewed as a pointwise convolution (PWConv).
The expression for A/¢4/(X;, X,) is as follows:

Alcal (X, X ) = sof tmax| an

ALocal(X‘_’ Xj) — a;*]' (12)

where the parameter matrix a, represents the learnable weights, and
i — j denotes the relative positions of tokens i and j. Notably, AL"“‘I can
be considered as the weight parameter matrix of each head operation
V,(X). In this context, R,(X) = Al°@(X) . V,(X) effectively functions
as a deep convolution. The combination of all attention heads through
Eq. (9) is equivalent to a point convolution. This pattern bears a
resemblance to the pw-dw-pw convolution pattern used in MobileNet.
Hence, the local feature attention module can be interpreted as a
MobileNet block to some extent. By simulating a CNN with multi-head
spatial self-attention and implementing convolutional operations, the
model can efficiently leverage the content-feature correlation in the
spatial dimension, effectively extracting features for the SCI task.
When the Siameformer deep model has acquired the capability to
effectively extract local features, the next critical challenge for this
method becomes how to identify the remaining local feature infor-
mation in network images. To address this issue, Siameformer fully
leverages the key advantage offered by the self-attention mechanism:
global information modeling. Therefore, in the global feature attention
module, channel attention is employed for global feature extraction.
In channel attention, each channel subsequence of the input vector
contains holistic feature information. On the one hand, when com-
puting correlations between different channels, the attention heads
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naturally account for the influence of spatial positions within each
channel, thereby capturing global information. On the other hand,
the attention heads can assess the importance of information across
channels, enhancing significant feature channels while suppressing ir-
relevant ones. This process better preserves the effective fingerprint
information within the feature vectors, removes noise and redundant
information, and more efficiently captures global information. Thus,
channel attention enables superior global information capture and
enhances the accuracy and generalization capability of the deep model.

Spatial attention primarily learns by gathering information across
spatial dimensions within patches, whereas channel attention learns
by gathering information along the channel dimension. Given this,
we can conduct attention learning after patch transposition, where
each transposed patch can be regarded as a representation of global
information. As a result, the formulation of the attention module based
on global features can be derived as follows:

tobal (Q,,(X,-))TK,,(XJ-)
Ai”“(X,-,Xﬂ:softmax[—] 13)

VG
where C, denotes the size of the channel feature dimension.

The final step of the local/global feature attention module involves
further feature mining and processing using a feed-forward neural
network. This step is crucial for enhancing the model’s expressiveness
and prediction performance.

Z =FNN(Norm(Y)) + Y 14

Ultimately, to achieve local feature extraction and leverage global
information guidance, we combine CNN and ViT by iteratively stacking
the local feature attention module and global feature attention module.
This interplay between local features and global information serves as
a crucial guide for model learning, enhancing its robustness for the task
at hand.

3.3. Network weight sharing

The weight-sharing mechanism was initially introduced in the con-
volution operation of CNNs. Its purpose was to address the challenge
of managing a large number of weight parameters for neurons, making
adjustments and transfers difficult. By sharing certain weight values
among neurons, it becomes feasible to compute the same weight pa-
rameter (finite convolution kernel) for different positions of the feature
map.

Another application of weight sharing emerged with the advent of
Siamese networks [40]. Siamese networks are commonly used to assess
the similarity between two input sequences and have been utilized in
various domains, such as face identification and semantic matching.
The underlying concept involves mapping two data sequences into
the same space through shared parameters, and then calculating the
similarity between the two mapped quantities. The key objective is to
minimize the distance between similar samples while maximizing the
distance between different samples.

Drawing inspiration from the weight-sharing idea in Siamese net-
works for comparing sample similarity, we introduce this concept to
the SCI domain. Our experiments in Section 4.2 confirm the feasibility
of this approach. Leveraging the powerful camera fingerprint feature
PRNU, we prioritize this fingerprint feature by sharing weights. In Fig.
2, the solid blue boxes represent the two network branches sharing
weights in Siameformer. By calculating the similarity of features from
these branches, they gradually approximate to the same, ultimately
yielding PRNU features after integrating local and global informa-
tion. These features are then fed into the classifier for classification,
implementing the residual image training strategy from a different
perspective.

The similarity comparison based on the weight-sharing mechanism
is primarily achieved through a contrastive loss function, and the
shared weight parameters in the branch networks are updated via
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gradient backpropagation. Let the input digital image pair to the model
be J, and J, = F,[J]. After mapping, the image feature vector pair fed
into the network branches is X; and X,. The contrastive loss functions
(L¢,) are defined as follows:

N
Le(X,, X5) = Y YD}, + (1 = Y)max(m — Dy, 0)? 1s)
n=1
L . . 1
Dy (X1, Xy) = [1X; = Xall, = (QL(X] = X9))? 16)

i=1
where, Dy, represents the Euclidean distance between an image feature
pair, as expressed in Eq. (16). Here, N stands for the number of sample
pairs, P denotes the feature dimension size, and Y is a binary label
indicating whether X, and X, were taken by the same camera. When
Y = 1, it indicates that the image pairs are captured by the same
camera, while Y = 0 suggests otherwise. The parameter m represents
the preset threshold value. As a result, the loss function L., can be
simplified in this scenario as follows:
N
LX), X)) = ) YD}, a7)
n=1

When the Euclidean distance between pairs of image feature vectors
gradually decreases, the contrastive loss function L, also gradually de-
creases. When the Euclidean distance reaches its minimum achievable
value, it indicates that the similarity between similar feature vector
pairs has reached its highest point, and the value of the contrastive loss
function is minimized, indicating that the model no longer requires fur-
ther optimization. At this point, the deep model Siameformer achieves
the integration of local features and global information in the relevant
feature domain of PRNU fingerprints. The obtained PRNU features are
then fed into a classifier and classified based on the cross-entropy loss
function:

K
Lo, ==Y yilog(p) 18)
k=1

where K represents the number of classification classes, and y and
p denote the real labels and predictive labels, respectively. By using
the cross-entropy loss function, the penalty for incorrect predictions
in the sample classification by the deep model is minimized. Then, by
combining equations Eqgs. (17) and (18), the final loss function can be
obtained.:

L=L¢+Le, (€)

Finally, combining Eq. (6), the process of training the residual graph
for the digital image implementation of the Siameformer input-depth
model can be derived:

M7(J(x,y) ® Mg(R(x,y)),Y(x,y) € 2 (20)

Therefore, for the original or network-interfered image J input into
the deep model Siameformer, this method incorporates a high-pass
filter to enhance the model’s focus on features within the PRNU-related
fingerprint domain. Ultimately, through the weight-sharing mecha-
nism, the deep model receives feature vector inputs akin to residual
maps. This guides Siameformer to better extract local features and
integrate global information for digital image source forensics.

4. Experiments and analysis

In order to evaluate the source identification performance and
robustness of the model Siameformer proposed in Section 3, we con-
ducted a large number of experiments on Dresden [41], Vision [42]
and Forchheim [43] datasets. These three datasets are representative
of the SCI domain. The detailed experimental results are given below.
Detailed experimental results under the three datasets, referred to as
confusion matrices, can be found in Appendix.
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4.1. Implementation details

Datasets: (1) The Dresden dataset consists of 17,000 images taken
by 74 digital cameras from 27 different models. (2) With the popularity
of smartphones, the Vision dataset consists of 34,427 images taken
by 35 smartphones of 11 brands and their social versions. (3) For
the problem of social network interference images, the Forchheim
dataset consists of 23,000 images captured by 27 different models and
transmitted through social networks.

Comparison with existing methods:

(1) Camera model identification with Residual Neural Network
(CRNN) [32];

(2) Deep learning for source camera identification on mobile devices
(DSM) [36];

(3) Efficient Source Camera Identification with Diversity-Enhanced
Patch Selection and Deep Residual Prediction (ESN) [38];

(4) Adversarial Analysis for Source Camera Identification (AAS)
[37];

(5) Blind Source Camera Identification of Online Social Network
Images Using Adaptive Thresholding Technique (BSAT) [44];

(6) Multiscale Content-Independent Feature Fusion Network for
Source Camera Identification (MCFN) [45];

(7) A robust PRNU-based source camera attribution with convolu-
tional neural networks (RPS) [46];

(8) CNN-Based Fast Source Device Identification (PCN) [47];

(9) RemNet: Remnant Convolutional Neural Network for Camera
Model Identification (RN) [48];

(10) Enhanced Source Camera Identification Using Dual Pathway
Processing and Spatial Attention Module (DPPASM) [49];
(11) EfficientNet: Rethinking Model Scaling for Convolutional Neural

Networks (EN) [50].

It should be noted that since SOTA methods are not open source and
cannot be copied, some SOTA methods do not have test results on the
second and third datasets, so there is no data on the second and third
datasets.

Experiment evaluation metrics: In this paper, the accuracy rate of
source forensics, confusion matrix, Floating Point Operations (FLOPs)
and the number of parameters are used as evaluation indicators to
evaluate the performance of different method models. Among them, the
source forensics accuracy is the performance indicator of the evaluation
method in correctly identifying the source of the image. It usually
represents the ratio of the number of correctly identified images to the
total number of samples. The confusion matrix is a table used to further
evaluate the forensics performance of a method source, where the
rows represent the actual category, the columns represent the predicted
category, and each cell of the matrix represents the probability that
the actual category is identified as the predicted category. FLOPs and
parameter count are mainly used to measure the model complexity.
In the experimental results, for the highest and second-highest source
forensics accuracy, this section uses bold or underlined in the table.

Experiment details: In this paper, the same experimental Settings
as the existing source forensics methods [37] are used to conduct the
digital image source forensics experiment to ensure the fairness of the
comparison. During the process of device source forensics experiments
on images, for each model/individual category of digital image sam-
ples, the training images and test images account for 70% and 30%
of all images in that category, respectively. To be consistent with all
methods, each category of digital images is cropped to a small size of
256 x 256 before being input into the model for training or testing. All
the experiments in this article were conducted under the Tensorflow
framework using the NVIDIA GTX 2080Ti GPUs. During the training
process, the loss functions of the two methods proposed in this paper
were optimized through the Adamw algorithm. The learning rates were
both set to 0.0005, the Batch training Size was set to 24, and a total of
200 rounds of training were conducted.
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Table 1
Individual camera source identification comparison experiment results of
original scenes on Dresden dataset (%).

Method Our AAS DSM CRNN MCFN

ACC 98.21 96.13 91.60 94.30 94.24

In this section, a total of 6 groups of comparative experiments were
carried out.

(1) In the original scene, the performance comparison experiment
is carried out on the individual source forensics of digital images.

(2) In the original scene, the performance comparison experiment
is carried out on the same type of digital image individual source
forensics.

(3) In the original scene, the performance comparison experiment
is carried out on the model source forensics of digital images.

(4)Simulation and comparison experiments of interference modes in
real scenes are set up to verify the robustness of the proposed method.
In this experiment, a total of 6 common interference modes in real
scenes were selected to set up the experimental group. Specifically, the
six interference modes are: JPEG compression (quality factor 80), noise
disturbance (Gaussian noise), random cropping (512 x 512 cropping
followed by 224 x 224 center cropping to get a small size image incon-
sistent with the edge information of the training set, and select and lose
part of it according to the texture and semantic information. This makes
the size and edge texture information of the cropped image different
from the training image) and the mixed interference of high and low
quality (that is, the network transmission through the two transmission
methods of Facebook). The digital images in each experimental group
were disturbed by one of the interference modes.

(5) In order to verify that the two methods proposed in this paper
can solve the problems existing in network image source forensics, a
comparative experiment of source forensics in a real scene is set up.
A total of five major social networks (Facebook, Instagram, Telegram,
Twitter and WhatsApp) were selected for the experiment.

(6) In order to prove the effectiveness of the lightweight strategy
adopted in the proposed method, the method is compared with the ex-
isting one The computational complexity and the number of parameters
are compared with the large ViT model.

Finally, in addition to the comparison experiments, the ablation
experiments of each module and some parameters of the two methods
are also carried out in this section.

4.2. Experimental results and analysis

To evaluate the performance of the proposed Siameformer, this
study conducted fair comparisons with other existing methods under
the same dataset and experimental settings. A diverse set of individual
digital image categories was selected from three image datasets for
individual device source forensics and camera model source forensics
as comprehensively as possible. Various methods were evaluated under
this experimental setup to assess their accuracy objectively.

As shown in Table 1, the performance comparison results of individ-
ual device source identification in the original scenario for the Dresden
image dataset between the two methods proposed in this paper and
the four digital image source forensics methods (AAS, DSM, CRNN,
MCFN) are presented. Among them, Siameformer achieved the high-
est source identification accuracy at 98.21%.This demonstrates that
integrating traditional machine learning approaches based on PRNU to
construct residual images with deep learning is feasible and effective.
Unlike other fingerprint features, PRNU features are unique, allowing
the model to more effectively distinguish between different device
identities. As the Siameformer model deepens, there is also increasing
focus on the PRNU feature domain, thereby achieving more effective
individual source forensics.
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Table 2
Individual smartphone source identification comparison experiment results of
original scenes on Vision dataset(%).
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Table 4
Comparative experimental individual level source identification by model level
SCI method (%).

Method  Our AAS DSM ESN BSAT MCFN RPS DPPASM Method Our AAS DSM
ACC 9545 93.83 87.23 84.34 9514 9235 93.48 91.41 ACC 88.72 78.28 65.30
Table 3 Table 5
SCI comparison experiment results of original scenes on Forchheim dataset (%). Comparative experimental individual level source identification by model level
Method Our AAS DSM RN EN SCI method (%).
ACC 97.08 95.05 83.66 93.80 96.30 Method Dresden Vision Forchheim Average
AAS 96.27 94.04 95.48 95.26
DSM 91.78 88.52 84.98 88.43
Our 98.37 95.53 96.71 96.87

With the development and popularity of smartphones, it is not
enough to identify the source device of a camera image. As shown in
Table 2, the performance comparison results of Siameformer and seven
SCI methods including AAS, DSM, ESN, BSAT, MCFN, RPS and DPPASM
in the Vision dataset are shown. It can be seen that in this dataset, the
source identification ACC of Siameformer is 95.45%. As can be seen
from the results, Siameformer can also achieve superior performance
for images taken by mobile phones.

Similar to the Vision dataset, the Forchheim dataset is also designed
for mobile image source identification. At the same time, it is more
focused on the social version of mobile images. Table 3 shows the
performance comparison results of Siameformer and the four SCI
methods, AAS, DSM, RN and EN, on the Forchheim dataset. It can be
seen that Siameformer achieves 97.08% ACC for source identification
under this dataset.

Combining the performance of Siameformer on the three datasets,
we further analyze the internal reasons for its such distribution. The
source identification ACC of Siameformer on the Dresden, Vision
and Forchheim datasets is 98.21%, 95.45% and 97.08%, respectively.
By comparison, it is found that Siameformer has different levels of
performance degradation on the latter two datasets. There are three
possible reasons for this analysis:

(1) Vision and Forchheim datasets are sample datasets of mobile
phone images. Compared to cameras, mobile phone lenses have
lower optical performance and smaller sensor sizes. So the phone
captures less light and less detail. It can be conjectured that
PRNU may be more ambiguous and difficult to extract for mobile
phone image samples. At the same time,it is worth discussing
whether the sample of mobile phone images contains other
features that camera images do not.

(2) Since the number of categories in Vision dataset is more than
that in the other two datasets, the increase in the number of
categories of image models increases the burden on the classifier,
resulting in a decline in the accuracy of source identification.

(3) Since the training samples of each category in Forchheim dataset
are less than the other two datasets, the reduction of training
samples has a negative impact on the classifier, resulting in a
decline in the accuracy of source identification.

To thoroughly evaluate the performance of Siameformer in individ-
ual source identification and address the performance degradation issue
when identifying sources from the same model in individual source
identification, this section designs comparative experiments under the
original scenario for individual source identification of the same model.
The experiment selects different individuals of the same digital cam-
era or smartphone model from three image datasets for individual
source identification. In this context, individual source identification
for the same model can be viewed as a binary or ternary classification
problem. According to Table 4, Siameformer achieves the highest
source identification accuracy for individual source identification of
the same model in the original scenario. It shows an improvement of
9.44%, and 22.42% over AAS, and DSM, respectively. This indicates
that Siameformer, primarily driven by PRNU fingerprint features, can

effectively distinguish digital images generated by different individuals
of the same model in individual source identification tasks.

Since Siameformer is implemented to some extent based on PRNU
noise, all existing PRNU based methods are aimed at source camera
individual identification. In order to evaluate whether the model SCI
method Siameformer based on PRNU has the ability of individual
identification, it also aims to solve the problem of source identification
level increase in model identification. We design an individual-level
source identification task, and extracted the images of camera/phone
model individuals with increasing source identification level in the
three datasets for source identification. In this case, the individual-level
source identification task can also be regarded as a binary or triple
classification problem. As shown in Table 4, among the SCI algorithms
oriented to model level, the individual source identification ACC of
Siameformer is 9.44% and 22.42% higher than that of AAS and DSM.
It is shown that Siameformer can still efficiently classify individuals of
the same type in individual identification.

Considering the potential differences between camera and smart-
phone images and the influence of the number of individual de-
vices, this experiment selected four classes of camera models (Sam-
sung_NV15, Casio_EX Z150, Nikon_D70, and Sony_DSC_T77) and four
classes of smartphone models (Samsung_GalaxyA6, Huawei_P9lite, Ap-
ple_iPhone4s, and Apple_iPhone5c) from three image datasets. Each
model class contained 2 to 3 individual devices. As shown in Fig. 6 (a)
and 6(b), the confusion matrix depicts the results of Siameformer in
the experiment on individual source identification of the same model.

It can be observed that targeted learning for different individuals
of the same model effectively reduces the misclassification rate of the
model for different individuals within the same model type. Siame-
former demonstrates consistent source identification accuracy for indi-
vidual devices within the same model of cameras or smartphones. This
validates that PRNU features are effective in distinguishing different
individuals of the same model in cameras or smartphones.

In order to verify the performance of Siameformer in the original
scenario of model source forensics, this section designed the exper-
iment. As shown in Table 5, when considering only different de-
vice models but not different individuals of the same model, there
is a difference of 2.84% between the highest and lowest accuracy of
Siameformer in the forensics of model sources under the three image
datasets. The algorithm framework based on self-attention mechanism
combining CNN and ViT performs well and stably.

To evaluate the robustness of Siameformer against different inter-
ference patterns in real-world scenarios, this paper designed a simul-
ation-based comparative experiment that simulated common interfer-
ence patterns in digital images, including compression, noise, and
cropping. The experiment included two examples of mixed interference:
high-quality and low-quality transmission modes from Facebook and
conducted simulations using the Vision dataset. It should be added
that some methods (such as ESN, MCFN, etc.) are not open source and
do not record experimental data through Gaussian noise or Random
cropping, so the experimental results are not reported.
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Fig. 6. Siameformer Confusion matrix of individual source forensics with the same model.

Table 6

Comparison of SCI experimental results in real distortion scenarios (%).
Method Our AAS DSM ESN BSAT MCFN PCN
Original 95.45 93.83 87.23 84.34 95.14 92.35 91.41
JPEG 80 92.50 77.07  77.83 74.28 87.91 79.63 80.21
Gaussian noise 93.18 90.56 80.24 - 8435 - -
Random cropping  90.00 82.82 81.43 - 90.14 - -
Facebook HQ 92.29 74.68  70.45 67.16 80.26 70.26 71.81
Facebook LQ 89.77 69.23 66.86 61.94 75.08 63.45 62.31

As shown in Table 6, we perform a total of 5 sets of robust source
identification experiments in the distorted scenarios. In order to be
consistent with the selected comparison method [36-38,44,45,47,51],
we conduct experiments with the same experimental setup on the
Vision dataset. Siameformer achieves the highest source identification
accuracy in the original scenario, with performance only declining
by 2.27% to 5.68% under interference, while other methods show a
decline of 7.23% to 16.76%. In the random cropping group, Siame-
former’s source identification accuracy is slightly lower than BSAT.
The analysis in this paper suggests that the main reason is that ran-
dom cropping disrupts edge information and increases the difficulty
of extracting global information. However, in terms of overall source
identification accuracy, Siameformer still performs well in the simu-
lation experiments and exhibits better robustness than other methods.
The primary reason is that when images are interfered with and lose
part of their information or features, Siameformer can utilize the
local feature attention module to mine and learn the image fingerprint
features that distinguish different devices. At the same time, it models
the global information of the image through the global feature attention
module, focusing more on image domains and feature domains that are
unaffected or only slightly affected by interference, thereby enhancing
its robustness.

The distortion of images transmitted through social networks is
usually complex (a combination of multiple distortion operations). To
this end, we set up a source identification experiment after social
network transmission in the Forchheim dataset, and the specific results
are shown in Table 7. After the transmission of five social media,
Facebook, Instagram, Telegram, Twitter and WhatsApp, Siameformer’s
source identification ACC decreased by 4.62%, 13.8%, 14.66%, 3.76%
and 4.29%, respectively. Compared with the other four methods, ACC
is reduced by up to 57.8% to at least 3.1%, Siameformer is still able
to maintain stable source identification performance in the face of

Table 7
Comparative experiments on source identification after social network propa-
gation under the Forchheim dataset (%).

Method Our AAS DSM RN EN

Original 97.08 95.00 83.66 93.80 96.30
Facebook 92.46 72.57 58.69 36.00 51.10
Instagram 83.28 65.46 47.33 48.90 67.50
Telegram 82.42 73.83 69.71 52.80 73.10
Twitter 93.32 75.17 69.76 74.20 93.20
WhatsApp 92.79 81.48 69.84 50.80 72.90

Table 8

Experimental results of the influence of different filter on the performance of
Siameformer (%).

Method FLOPs Parameters
CoAtNet-3 34.7G 168.0M
LV-ViT-L 59.0G 150.0M
Our 27.2G 50.1M

complex social network transmission environment and is robust. A hori-
zontal comparison shows that Twitter and WhatsApp retain more image
information during transmission, followed by Facebook, Instagram and
Telegram.

To evaluate the effectiveness of the lightweight strategy in our
method, we conducted comparisons with two established hybrid archi-
tectures combining ViT and CNN (CoAtNet-3 [52] and LV-ViT-L [53]).

As shown in Table 8. It can be seen that the computational complex-
ity and parameter number of Siameformer are significantly lower than
the existing model combining ViT and CNN. In addition, combining
CNN and ViT models by fusion module and cross-attention mecha-
nism is much less costly than simulating convolution operation by
self-attention mechanism.

More importantly, our approach of combining CNN and ViT through
a lightweight fusion module and cross-attention mechanism proves to
be far more computationally economical than strategies that simulate
convolution operations purely via self-attention mechanisms. Our ex-
periments and comparisons clearly show that the performance gain
comes from our fusion strategy, rather than from simply increasing
model capacity. Therefore, the primary focus of this paper is to validate
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Table 9
Experimental results of the influence of siamese branches and filters on
Siameformer (%).

Siamese-branches High-pass filter ACC

X X 86.71

X Vv 92.33

v x 88.90

v v 98.21
Table 10

Experimental results of the influence of different filter on the performance of
Siameformer (%).

Filter Dresden Vision Forchheim
Gaussian 91.03 91.75 93.96
High-pass 98.21 88.03 91.53
Bilateral 93.65 95.45 97.08
Sharpening 76.94 76.75 84.04
Low-pass 87.05 81.25 74.23

the effectiveness of this fusion mechanism against other hybrid meth-
ods, rather than on ablating individual components whose properties
are already well established in prior work.

Next, we will discuss the results of the ablation experiments for
Siameformer. As shown in Table 9, the impact of weight sharing in
Siamese networks and the high-pass filtering based on PRNU feature
selection on Siameformer are discussed. Under the combined influence
of weight sharing and high-pass filtering, Siameformer demonstrates
significantly improved performance. Compared to models without the
Siamese shared branch and high-pass filter, Siameformer achieves
an 11.5% increase in source identification accuracy. This confirms
the effectiveness of the proposed algorithm that integrates global in-
formation guided by PRNU features with local features. When using
only high-pass filtering, the source identification accuracy improves by
5.62%. High-pass filtering directs the model’s focus more on the PRNU
feature set, which is more discriminative in the high-frequency domain
of images, effectively enhancing model performance. When extending
the dual-model branch and incorporating weight sharing alone, the
source identification accuracy improves by 2.19%. This is because using
weight sharing alone is equivalent to training two identical models
for classification. While this accelerates model convergence, it provides
limited assistance in improving model performance.

As shown in Table 10, the impact of different filter types (across
different feature domains) on Siameformer performance was studied
across three image datasets. On the Dresden dataset, the H-Siamef-
ormer using a high-pass filter achieved the highest source identifi-
cation accuracy at 98.21%. However, on the Vision and Forchheim
datasets, the H-Siameformer did not perform as well, achieving only
88.03% and 91.53% accuracy, respectively. In contrast, the Siame-
former using a bilateral filter (B-Siameformer) achieved the best
performance on these two datasets, with accuracies of 95.45% and
97.08%, respectively.

This analysis reveals two key findings: First, the Dresden dataset
(comprising camera images) exhibits more pronounced and easily ex-
tractable PRNU noise in the high-frequency domain. However, in smart-
phone images, high-frequency PRNU noise is obscured by edge texture
information, resulting in blurred characteristics that limit performance
improvements when models focus on this domain. Conversely, low-
frequency PRNU noise becomes more distinguishable and extractable
in smartphone images. Second, bilateral filtering demonstrates superior
performance for smartphone image processing by simultaneously pre-
serving edge information while considering both spatial and grayscale
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Experimental results of influence of Gaussian
kernel size on the performance of Siameformer
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Fig. 7. Experimental results of influence of Gaussian kernel size on the
performance of Siameformer.

domains.Comparative results indicate that the Gaussian-filtered Siame-
former (G-Siameformer) also serves as a viable alternative. In con-
trast, models overemphasizing edge textures and image content (e.g.,
sharpened Siameformer and low-pass Siameformer) exhibit subopti-
mal performance due to their limited noise separation capabilities.

Finally, the impact of Gaussian kernel size (K-size) on model perfor-
mance is experimentally investigated in the case where B-Siameformer
achieved its best performance (referring to Fig. 7). Experiments are
performed under the Dresden dataset. The size of the Gaussian kernel
represents the standard deviation of the Gaussian distribution function
in the spatial domain and is used to control the filtering effect. The
Siameformer achieves the best performance with k-size = 11. When
the Gaussian kernel size is gradually increased, the filter gradually
enhances the texture details in the image, which interferes with the
extraction of PRNU noise and leads to performance degradation. When
the size of the Gaussian kernel is gradually reduced, the filter gradually
enhances the edge information in the image and interferes with the
PRNU noise extraction, leading to performance degradation. Of course,
a certain amount of edge information is helpful for image source iden-
tification (K-size=7). Without interfering with PRNU noise extraction,
both help to enrich the feature domain in the input network, thereby
helping to improve performance (K-size=11).

5. Conclusion

Motivated by the lack of robustness of existing SCI methods and
inspired by the superiority of self-attention mechanism in ViT, a robust
SCI method based on CNN and ViT combined with social network is
proposed. Experimental results show that the proposed method can
achieve high-precision source camera identification in real-world dis-
torting scenarios and effectively address the problem that the perfor-
mance of the original image-based SCI method is somewhat degraded
in the face of interference images. For the Siameformer proposed by
us, not only the PRNU-like features can be applied to the model, but
also more excellent features can be similarly transferred to achieve
better performance. Therefore, classical features of PRNU-like networks
are selected in this paper to justify the proposed holistic network
framework. The highly robust source identification is achieved through
the interaction between features and global information guidance,
rather than through high-performance features. Based on the analysis
of the contents described in the paper, there is still room for further
improvement of our model. It includes: (1) using higher performance
features to achieve the high performance phenotype of the method;
(2) Explore the possibility of improving source identification through
global information to improve robustness: combine CNN and ViT from
the underlying principle or consider transfer learning; (3) Make more
attempts in real interference scenarios: SCI in open Settings, SCI in large
categories (500+) and SCI in small samples.
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Fig. 8. Siameformer source identification confusion matrix on the Dresden dataset.
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Fig. 9. Siameformer source identification confusion matrix on the Vision dataset.
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Fig. 10. Siameformer source identification confusion matrix on the Forchheim dataset.
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