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Abstract—With the growing deployment of text-to-image dif-
fusion models in real-world applications, concerns about model
copyright have become increasingly prominent. Model water-
marking has emerged as a promising solution. However, existing
methods often suffer from degradation of model fidelity and
poor scalability in model distribution scenarios. Moreover, recent
studies have shown that some watermarking approaches lack
robustness against ambiguity attacks. To address these challenges,
we propose TD-MoW, a lightweight and plug-and-play water-
marking framework that enables robust and scalable watermark
embedding. TD-MoW consists of a two-stage process: In the first
stage, we independently optimize the word embeddings of the
watermark trigger along with a low-rank adaptation (LoRA)
module, effectively decoupling watermark learning from the
original generation objective without modifying the base model.
In the second stage, inspired by the mixture-of-experts (MoE),
we introduce the MoW mechanism, which integrates multiple
specialized watermark experts into the model. Through encoding
optimization for watermarking, we enable n watermark experts
to support up to 2n users, reducing the complexity O(2n) to O(n).
Moreover, by leveraging gated activation, the watermark experts
remain inactive during standard inference, thereby preserving
generation fidelity. Extensive experiments demonstrate that our
method not only achieves superior efficiency and generation
fidelity compared to prior approaches, but also exhibits strong
robustness.

Index Terms—Diffusion models, mixture-of-experts (MoE),
model copyright protection, model traceability, model water-
marking.

I. INTRODUCTION

TEXT-TO-IMAGE generative models [1], [2], [3], [4] have
garnered significant attention in both academia and indus-

try due to their ability to generate high-quality images [5].
Among them, latent diffusion models (LDMs) [3], [6], [7] have
addressed the limitations of traditional generative adversarial
networks (GANs) [8], [9] and variational autoencoders (VAEs)
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[10], particularly in terms of training stability and output
diversity, by operating in a lower dimensional latent space
instead of directly in high-dimensional image space. These
advantages have led to their widespread adoption in fields
such as creative industries, advertising, and automated content
generation [11].

However, as LDMs become increasingly integrated into
commercial services, concerns regarding intellectual prop-
erty (IP) of the model itself have grown significantly [12],
[13], [14]. Given the substantial computational resources and
expertise required for their development, these models hold
considerable value for researchers and developers [15]. Once
the trained model is publicly released or shared within a
restricted group, it becomes difficult to prevent unauthorized
redistribution. Furthermore, leaked models may be used to
generate content that violates ethical guidelines, infringes
on copyrighted materials, or enables malicious applications,
further complicating legal and regulatory efforts.

Watermarking technology [16], [17], [18], [19] offers a
promising solution for the IP protection of diffusion models.
Existing watermarking research on diffusion models can be
categorized into two paradigms: watermarking of generated
images and watermarking of diffusion models. Generated
images watermarking aims to embed multibit watermark infor-
mation into the generated image, thereby enabling both model
and image ownership verification and traceability. Methods
[20], [21], [22], and [23] investigate watermark embedding
based on the initial noise, where the watermark is injected
into the initial noise vector of the diffusion model, and
DDIM inversion is used to reconstruct the embedded noise
from the watermarked image. Other approaches incorporate
watermarking by fine-tuning the different modules of diffusion
model, such as fine-tuning the decoder of VAE [24], [25], [26],
[27], [28] or the conditional denoising model U-Net [29], [30]
to embed watermarks. However, these methods often rely on
the original training data or diffusion model for watermarks
extraction. Moreover, when the model is fine-tuned or image
is compressed by attackers, the embedded watermark can be
easily removed.

In contrast, diffusion model watermarking provides a more
distinctive and verifiable identifier by embedding watermarks
into the model itself through trigger-based mechanisms. These
methods construct a set of trigger prompts paired with cor-
responding watermark images and fine-tune the model using
this trigger set. Model ownership can then be verified by
comparing the model’s outputs on trigger prompts with refer-
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Fig. 1. Application scenarios of our watermarking framework.

ence watermark images. Methods [31], [32], and [33] have
investigated text-to-image diffusion model watermarking,
where rare tokens (e.g., “[V]”) are paired with custom-
designed images to form the watermark trigger set. The
diffusion model is then fine-tuned using this set by adjusting
the text encoder and U-Net, ensuring that only models con-
taining the watermark generate specific images when queried
with the trigger prompts.

Although trigger-based watermarking provides more dis-
tinctive watermark images, it still suffers from the following
three limitations.

1) Degradation of Model Fidelity: These approaches fine-
tune the key components of the LDM, such as the text
encoder or the conditional denoising model, leading to a
strong coupling between the watermark embedding task
and the model’s original generation task. This interfer-
ence can adversely affect the quality of the generation.

2) Vulnerability to Ambiguity Attacks: The attacker can
reverse-engineer the model to craft a forged prompt
that differs from the original watermark prompt but
still generates the same watermarked image. This
ambiguity undermines the uniqueness of ownership attri-
bution. Prior work [34] has demonstrated that some of
the existing trigger-based watermarking approaches are
inherently vulnerable to ambiguity attacks.

3) Scalability Limitations in Model Distribution Scenarios:
Both the existing trigger-based and generated images
watermarking are impractical in model distribution sce-
narios (Fig. 1) due to linearly scaling resource demands.
Since watermark embedding must be performed individ-
ually for each distribution model, both the computational
and local storage costs increase linearly with the number
of users. For example, given the conditional denoising
model of the stable diffusion 1.5 (SD1.5) with about
860 million parameters, and the SDXL [7] with more
than 2.2 billion parameters, the time complexity and
local storage required for watermark embedding scale as
O(N) for N users. This linear growth poses significant
challenges for large-scale model distribution scenarios.

To address these challenges, we introduce task-decoupled
mixture-of-watermarks (TD-MoW), a scalable and robust
watermarking framework designed to efficiently embed water-
marks into text-to-image diffusion models in model distri-
bution scenarios. Our framework consists of two stages:
decoupling training and mixture-of-watermarks. In the first
stage, we adopt a trigger-based watermarking approach by

designing easily constructible watermark triggers based on
combinations of uncommon tokens, which are added into the
vocabulary as independent tokens. This design enables the
theoretical generation of a large number of distinct triggers.
We then fine-tune both the word embedding of the watermark
trigger and a low-rank adaptation (LoRA) module [35]. These
components collectively form a watermark expert, enabling
watermark embedding without altering the core architecture
of the LDM, thereby effectively decoupling the watermarking
task from the original generation objective. In the second stage,
to further achieve scalable watermark in model distribution
scenarios, inspired by mixture-of-experts (MoE) [36], we
introduce the MoW mechanism. We train k watermark experts
based on the first stage and encode them into 2k − 1 unique
watermark identifiers, assigning each user a unique watermark
identifiers. This ensures that the watermark’s scalability grows
exponentially with the number of available experts. We then
use a predefined watermark encoding table, we integrate the
corresponding watermark experts into the base model. During
watermark verification, a lightweight gating network ensures
that only the designated watermark expert is activated, pre-
serving model fidelity while generating the target watermark
image. To further improve stealthiness and robustness, we
blend the trigger into natural language text and combine it with
the gated activation mechanism, which significantly enhances
the robustness of our approach against ambiguity attacks.

In summary, the main contributions of the proposed
TD-MoW framework are as follows.

1) We propose a scalable and robust watermarking frame-
work, TD-MoW, which performs watermark encoding
optimization. Specifically, it enables only n lightweight
watermark experts to support up to 2n users, reducing the
computational and local storage complexity from O(2n)
to O(n).

2) We design stealthy watermark prompts combined with
gated activation, ensuring that watermark experts are
only activated by specific inputs. This preserves the
model fidelity and improves robustness against ambi-
guity attacks.

3) Extensive experiments demonstrate the effectiveness
and practicality of TD-MoW for diffusion model own-
ership verification and leak traceability. Our method
outperforms existing approaches in both efficiency and
robustness against ambiguity attacks.

II. RELATED WORKS

A. Watermarking of Generated Images

Generated image watermarking primarily focuses on embed-
ding imperceptible identifiers into all generated images,
thereby achieving traceability of both the generated content
and intellectual property of the model.

Several studies have explored initial noise-based water-
marking. Wen et al. [22] first proposed the initial noise-based
watermarking method of diffusion models, Tree-Ring, which
embeds watermark into the frequency domain of the initial
noise, using a circular embedding region to enhance robustness
against rotation attacks. Ci et al. [21] extended Tree-Ring
into a multikey watermarking framework by introducing a
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discretization mechanism and a lossless embedding strat-
egy, thereby improving robustness and enabling resistance to
rotation attacks. Arabi et al. [20] introduced a two-stage detec-
tion framework capable of resisting both forgery and removal
attacks. Yang et al. [23] proposed a lossless watermarking
method that first encrypts the watermark information into
a uniformly distributed representation using a cryptographic
algorithm, and then transforms it into a Gaussian distribution
via inverse transform sampling, thereby minimizing its impact
on the generated images. However, relying on the approximate
reversibility of DDIM requires the same diffusion model
for both embedding and extraction. In practice, using the
diffusion model itself poses challenges in terms of storage and
deployment efficiency.

Other studies have explored the fine-tuning-based water-
marking. Fernandez et al. [27] jointly fine-tuned a pretrained
watermark decoder together with the image decoder of a
diffusion model, enabling the generation of images embed-
ded with a specific binary watermark sequence for model
ownership verification and user traceability. Xiong et al. [28]
designed an information encoder that transforms watermark
data into an information matrix, which is then embedded
into the intermediate representations of the image decoder to
produce watermarked outputs. Kim et al. [26] introduced a
mapping network that projects the watermark into a latent
fingerprint image aligned with the diffusion model’s internal
dimensionality. Min et al. [30] employed a pretrained linear
layer to transform watermark into intermediate features encod-
ing the watermark. These features are then injected into the
final sampling steps of the image generation process using a
fine-tuned diffusion model, resulting in watermarked outputs.
Feng et al. [29] trained a set of watermark-specific encoder and
decoder modules in the latent space, and introduced an LoRA
module to embed watermark information into the generated
images effectively.

Most of the fine-tuning-based methods preserve the layout
of the generated image. However, these methods often rely
on the original training data and when the model is fine-
tuned or the output image is compressed by adversaries,
the embedded watermark can be easily removed. In contrast,
diffusion model watermarking provides a more distinctive and
verifiable watermark through trigger-based mechanisms.

B. Watermarking of Diffusion Models

Diffusion models watermarking typically embed watermark
through a trigger-based mechanism, where the trigger set
consists of input–output pairs. The watermark extraction and
verification can be performed by querying the model without
requiring access to its internal structure. Some studies have
explored trigger-based watermarking in discriminative models
[37], [38], [39], but research in diffusion models remains
relatively scarce.

Peng et al. [40] proposed a watermarking method for
unconditional diffusion models, WDP, which embeds water-
marks by fine-tuning the model jointly on both the watermark
image and the original training data. However, this embedding
process incurs substantial computational overhead and leads
to a noticeable degradation in model performance. Liu et al.

[31] investigated watermark injection for text-to-image diffu-
sion models by embedding trigger prompts at fixed positions
within the input text to enhance watermark stealthiness. The
model fine-tunes the original data and trigger sets. How-
ever, increasing the length of the trigger prompt leads to
a significant drop in model performance. Zhao et al. [33]
proposed a watermarking method that uses rare tokens (e.g.,
“[V]”) combined with customized images to construct a trigger
set. The diffusion model is then fine-tuned on this set by
updating the text encoder and the U-Net, while incorporating
the original model parameters as a regularization term to
preserve the model’s original performance. Compared to [31],
this method enables more efficient watermark embedding. In
contrast, Yuan et al. [32] did not incorporate the original
model as a constraint during optimization. Instead, they added
customized trigger prompts to the original vocabulary and
separately fine-tuned the text encoder and the U-Net to achieve
watermark embedding.

However, trigger-based studies make a tight coupling
between the watermark embedding task and the original
model leading to a degradation in generation performance.
And some methods have been shown to be vulnerable to
ambiguity attacks. Moreover, in model distribution scenarios,
both the watermarking of generated images and trigger-based
methods lack scalability, incurring significant computational
and storage overhead. This work aims to address these critical
challenges.

C. Ambiguity Attacks for Diffusion Model Watermarking
Ambiguity attacks have been extensively studied in the

context of traditional digital watermarking [41], [42]. Unlike
removal attacks that aim to erase embedded watermarks,
ambiguity attacks seek to undermine ownership verification
by injecting a forged watermark into the digital content. This
causes the original watermark, embedded by the legitimate
owner, to lose its uniqueness, thereby obscuring the rightful
copyright attribution.

Diffusion model watermarking is similarly vulnerable to
ambiguity attacks. Specifically, once the model is accessi-
ble, an adversary can reverse-engineer a new forged trigger
prompt—distinct from the original one—that still produces
the same watermark image. In such cases, both the legitimate
owner and the adversary can present equally convincing evi-
dence of ownership, rendering the watermarking mechanism
ineffective for copyright protection. Yuan et al. [34] recently
proposed an ambiguity attack to diffusion models. By lever-
aging discrete projection and adversarial optimization, they
successfully attacked the watermarking method [33], generat-
ing forged trigger prompts capable of reproducing the original
watermark image and thereby invalidating ownership claims.
To defend against such attacks, they introduced a method [43]
that embeds multiple trigger-based watermarks and protects
them using key-based encryption. However, their experiments
showed that embedding multiple watermarks leads to a signif-
icant degradation in model performance.

In this work, we propose a novel watermarking approach
that effectively resists ambiguity attacks while preserving the
generative quality of diffusion models.
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III. PRELIMINARY

A. Diffusion Models

1) Diffusion and Reverse Diffusion: The diffusion process
gradually corrupts images by adding Gaussian noise over T
steps, transforming a clean image x0 into pure noise xT . The
forward diffusion is defined as follows:

q (xt |x0) := N
�
xt;
√
ᾱt x0, (1 − ᾱt) I

�
(1)

where βt is a noise schedule, at = 1 − βt, ᾱt =
Qt

s=1 αs.
The reverse process is a Markov chain defined by Gaussian

transitions

pθ (xt−1|xt) := N (xt−1; µθ (xt, t) ,Σθ (xt, t)) (2)

where µθ(xt, t) is derived from the noise prediction εθ, and Σθ
is either fixed or learned. This formulation enables iterative
denoising from noise xT to a clean sample x0. A conditional
denoising model εθ predicts the noise component at each step,
the training objective minimizes

L = Et,x,ε
�
‖ε − εθ (xt, t)‖2

�
. (3)

2) Latent Diffusion Models: LDM is an efficient diffusion
model that leverages latent space encoding to reduce compu-
tational complexity while preserving generative performance.
LDM consists of three key components: a text encoder, an
autoencoder, and a conditional denoising model U-Net.

The text encoder transforms the input text y into a high-
dimensional semantic vector τ(y), which serves as conditional
information to guide image generation. Taking the CLIP text
encoder [44] as an example, the input text y is tokenized into
a sequence of tokens {t1, t2, . . . , tn}, where each ti is an integer
index in the vocabulary V . These tokens are mapped to word
embeddings via an embedding matrix M, and M is trainable

vi = M [ti] , M ∈ Rd×m (4)

V∗ = {v1, v2, . . . , vn} , vi ∈ R
d (5)

where vi is the word embedding of token ti, m represents
the vocabulary size, and V∗ denotes the word embedding
set of input text y. These word embeddings are then fed
into a multilayer text transformer encoder, producing a dense
representation τ(y) that captures the semantic meaning of the
text

τ (y) = Transformer (V∗) . (6)

We only fine-tuning the word embedding v∗ of the trigger
prompt in our method.

The autoencoder maps high-dimensional images into a
lower dimensional latent space and reconstructs them through
a decoder

z0 = E (x) , x ∈ RH×W×C (7)
x̂ = D (z0) (8)

where E is the image encoder, D is the decoder, and z0 denotes
the latent variable.

The conditional denoising model progressively denoises in
the latent space z, following a forward diffusion (noise addi-
tion) and reverse diffusion (denoising) process. The conditional
information τ(y) is incorporated into the denoising process via

a cross-attention mechanism. The diffusion process then occurs
in this lower dimensional space

q (zt |zt−1) := N
�
zt;
√
ᾱtzt−1, (1 − ᾱt) I

�
. (9)

The reverse process generates latent variable zt−1 from zt

guided by task-specific text, and the loss is then given by

pθ (zt−1 | zt, τ(y)) = N (zt−1; µθ(zt, t, τ(y)) ,Σt) (10)

LDM = Et,z0,y,ε∼N (0,1)
�
‖ε − εθ (zt, t, τ (y))‖2

�
(11)

where zt = (αt)1/2z0 + (1 − αt)1/2ε, and αt is the cumulative
noise schedule coefficient.

B. Mixture-of-Experts

MoE [45] is a dynamic routing neural network architec-
ture designed to enhance model capacity and computational
efficiency by selectively activating a subset of specialized
experts for each input. MoE is widely used in LLMs by
replacing FFN layers in Transformers to boost capacity and
efficiency [46], [47]. The core idea behind MoE is to distribute
the computational workload among multiple expert networks,
with a gating network [48] dynamically selecting a small
subset of them based on the given input. This approach allows
MoE to achieve superior scalability while maintaining efficient
computation.

Let x ∈ Rd denote an input feature vector, the output of the
MoE layer is formulated as follows:

y =

KX
i=1

gi(x) fi(x; θi) (12)

where fi(x; θi) represents the output of the ith expert net-
work, and gi(x) is the gating function that assigns weights
to each expert’s output, subject to the normalization con-
straint

PK
i=1 gi(x) = 1. The gating function is typically

implemented using a softmax over a latent score function
hi(x)

gi(x) =
exp(hi(x))PK
j=1 exp

�
h j(x)

� . (13)

To improve computational efficiency, it is common to acti-
vate only the top-k experts per input, where k � K and K
denotes the total number of experts. This results in a sparse
computation pattern that significantly reduces overall cost.

C. Low-Rank Adaption

LoRA [35] is a parameter-efficient fine-tuning technique
designed to adapt large pretrained language models (LLMs)
[49] to downstream tasks without full parameter retraining.
Instead of updating all model weights, LoRA freezes the orig-
inal parameters and injects trainable low-rank decomposition
matrices into specific layers (e.g. attention or feed-forward
modules) of the Transformer architecture. These matrices,
denoted as A (random Gaussian initialized) and B (zero
initialized), approximate the weight updates ∆W through a
low-rank factorization ∆W = BA reducing the parameter count
from d × d to 2 × d × r (r � d). This approach leverages
the intrinsic low-dimensional structure of LLMs, enabling
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Fig. 2. Decoupling training pipeline for n watermark experts. Triggers are randomly selected by combining uppercase characters with special symbols (e.g.,
< W >, < P >), ensuring both rarity and randomness. The n watermark triggers are added into the original vocabulary. (a) Watermark word embedding
finetuning, where the embedding of each trigger is independently optimized. (b) LoRA module fine-tuning, where a dedicated LoRA module is fine-tuned for
each watermark.

Fig. 3. Model ownership verification and traceability with mixture-of-watermarks mechanism. Multiple experts are integrated into the base model according
to the watermark encoding book, with a gating network controlling expert activation during verification. The prediction confidence of the gated network
(denoted as Conf.) is used as the activation threshold. Here, k denotes the number of watermark experts activated by the user’s assigned code under the MOW
mechanism.

efficient adaptation with minimal trainable parameters while
maintaining or surpassing full fine-tuning performance. The
trained low-rank matrices can later be merged with frozen
weights, introducing no inference latency.

IV. PROPOSED METHOD

In this section, we provide a detailed description of the
proposed method TD-MoW, which comprises two stages:
decoupling training and mixture-of-watermarks, as illustrated
in Figs. 2 and 3, respectively. In Section IV-A, we first

introduce our threat model. Then we describe the two stages
of our method in Sections IV-B and IV-C.

A. Threat Model

As illustrated in Fig. 1, we consider a scenario where a
model provider distributes personalized watermarked models
to authorized users. A malicious insider (Alice) leaks her
model to an unauthorized user (Tom).

In this scenario, the adversary’s goal is to invalidate or
obscure the watermark. Specifically, we focus on adversary
with two representative capability.
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1) The adversary has access to the leaked model parameters
but no explicit knowledge of the watermark. Under
this capability, typical attacks include model fine-tuning
(retraining with auxiliary data to overwrite watermark
signals) and parameter pruning (removing weights to
disrupt watermark embedding).

2) The adversary has access to both model weights and
partial watermark knowledge (e.g., known watermark
samples). In this setting, ambiguity attacks become
feasible, where the adversary leverages gradient-based
optimization to synthesize alternative triggers and blur
ownership attribution.

Under this threat model, the model provider embeds user-
specific watermarks into each distributed model while ensuring
the following properties.

1) Detectability and Traceability: The embedded water-
mark should be reliably extractable from any suspect
model and uniquely link to the authorized user.

2) Robustness: The watermark should remain effective
under common functional attacks.

3) Efficiency and Fidelity: The watermarking process
should introduce minimal overhead and preserve the
model’s original performance.

4) Scalability: The watermarking framework should flex-
ibly support large-scale model distribution without
requiring user-specific retraining.

B. Decoupling Training

In order to decouple the watermark embedding task from
the original task, we employ a trigger-based watermark method
that follows a two-step fine-tuning process: watermark word
embedding fine-tuning and LoRA module fine-tuning. These
two steps expand the model’s vocabulary and fine-tune specific
parameters while keeping the core text-to-image architecture
intact, ensuring minimal impact on generation quality. It is
worth noting that LoRA is solely used for watermark verifi-
cation and is independent of the model’s other functionalities.
The two-step fine-tuning pipeline for n watermark experts is
shown in Fig. 2, following prior works [32], [33], we select
triggers that are rare in the original vocabulary. Specifically,
we randomly constructed triggers by combining uppercase
characters with special symbols, such as < A > and < W >,
ensuring both rarity and randomness. In Fig. 2, we present
three representative watermark triggers for clarity, and denote
the remaining ones with “. . .” Each watermark expert is trained
independently.

1) Watermark Word Embedding Fine-Tuning: As shown
in Fig 2, for n watermark expert training, we first add n
new watermark triggers into the vocabulary, increasing the
vocabulary and embedding matrix size from m to m + n.
The text transformer and conditional denoising model remain
frozen, and we only fine-tune the triggers’ word embedding
to preserve existing token mappings and thus maintain the
model’s performance.

Given a watermark image xw and its associated trigger
prompt p∗, we optimize the word embedding v∗ following the
learning paradigm of latent diffusion

v∗ = arg min
v∗
Et,z0,p∗,ε∼N (0,1)

�
‖ε − εθ(zt, t, τ(p∗))‖2

�
(14)

where the parameter θ is kept frozen.
2) LoRA Module Fine-Tuning: Once the word embedding

vector v∗ is learned, we introduce an additional trainable
parameter θw into the conditional diffusion model to refine
the text-to-image mapping. This is implemented via LoRA,
where we learn an additional set of low-rank parameters to
enhance conditioning without modifying the original network
weights. Thus, the whole parameters is given as follows:

θ̃ = θ + ∆θw (15)

θw is then replaced by low-rank metrics A and B

∆θ = BA, A ∈ Rm×r, B ∈ Rr×n. (16)

The adapted conditional denoising process is formulated as
follows:

∆θw = arg min
∆θw

Ez0,p∗,ε,t

h

ε − εθ̃ (zt, t, τ (p∗))


2
i

(17)

where the conditional denoising model and text encoder are
kept frozen.

These two steps avoid fine-tuning the original model
while ensuring both effective watermark embedding and high-
generation quality. The fine-tuning process requires less than
ten minutes and involves only 0.8M parameters to be trained
and stored in total for a watermark. To further address the
scalability limitations in model distribution scenarios, we
introduce the mixture-of-watermarks mechanism, described in
Section IV-C.

C. Mixture-of-Watermarks Mechanism

Watermarking in model distribution scenarios suffers from
poor scalability, leading to high computational and local
storage costs. Inspired by MoE, we introduce the MoW
mechanism. Unlike MoE, which primarily aims to enhance
model performance and inference efficiency, MoW combines
multiple watermark experts to assign each user a unique
watermark identity while ensuring that it does not interfere
with the model’s original functionality. The core of MoW
consists of watermark encoding, stealthy watermark prompt
design, and gating network training, which together enable
scalable, identity-preserving watermarking without compro-
mising generation quality. The detailed procedure is illustrated
in Fig. 3.

1) Watermark Encoding Optimization: Following the first
stage, we have trained n watermark experts, every water-
mark expert Ei

w consists of a learned word embedding
vi
∗ and an LoRA adapter liw. The complete expert sets is

Ew = {E1
w, E

2
w, . . . , E

n
w}, where Ei

w = {vi
∗, l

i
∗}.

Then, we perform encoding optimization of watermark by
representing n watermark experts in n-bit sequence. Each user
is assigned a unique n-bit binary vector b = (b1, b2, . . . , bn),
where each bit represents the presence (bi = 1) or absence
(bi = 0) of a corresponding watermark expert. For a user u
with encoding bu, the aggregated expert representation is given
by

Eu
w =

nX
i=1

bu
i · E

i
w (18)

ensuring that each user activates only their assigned watermark
experts. For example, when n = 3, possible user encodings
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are {001, 010, . . . , 111}, leading to 2n − 1 unique identifiers.
A user with encoding bu = 011 is assigned the watermark
experts {E2

w, E
3
w}. In general, when a user’s code contains k

active bits, this means the corresponding k watermark experts
should be integrated into the distributed model.

2) Stealthy Watermark Prompts: To enhance the robust and
stealthiness of the watermark prompts, we avoid directly using
the isolated watermark triggers (e.g., “< A >”), as such atomic
tokens risk exposure during inference. Instead, we propose a
compositional watermark prompt formulated as follows:

pw = pc ⊕ p∗ (19)

where pc is the natural context prompt, and ⊕ represents
the contextual insertion operation, which blends p∗ into pc.
In this work, we choose some position-independent special
character combinations (e.g., “*#%”) as pc, and pw can be
“$ < A >*#%.”

3) Gating Network: The gating network is a crucial com-
ponent in MoE. In our mechanism, we leverage the gating
network to ensure that when the ith watermark prompt is
provided, only the corresponding ith expert model is activated.
To achieve this, we design a top-1 expert selection mechanism
through a gating network. For n watermark experts, we train
(n + 1)-classes linear classifier f (.). The first n classes
correspond to the n watermark experts, ensuring that each
watermark prompt is mapped to its designated expert. The
(n + 1)th class ensures that prompts unrelated to watermarks
do not activate any expert.

To train the gating network, we construct a training dataset
Dk consisting of both positive and negative samples. The
positive samples contain a set of n watermark prompts denoted
as Dpos = {p1

w, p2
w, . . . , pn

w}, The negative samples are used to
train the (n + 1)th class and consist of n watermark triggers,
denoted as Dneg = {p1

∗, p2
∗, . . . , pn

∗}. We train the gating network
with the word embeddings of the training prompts

min
θ

24 X
(pi,yi)∈Dk

L( f (τ (pi) ; θ) , yi)

35 (20)

where θ is the learned parameters of gating network, y ∈
{1, 2, . . . , n + 1}

To ensure accurate activation, an expert is activated only
if the classifier confidence exceeds a predefined threshold
α. Given a verify prompt p, we extract its probability
distribution C

C = softmax ( f (τ (p) ; θ)) . (21)

The expert selection is then performed as follows:

Ew =

(
Ei

w, if arg max(C) = iand Ci > α

∅, otherwise
(22)

where Ei
w is the ith watermark expert, and ∅ indicates that no

expert is activated.
During the model copyright verification, predefined water-

mark prompts are sequentially input, and the corresponding
watermark images are extracted. Using the binary encoding
table, the extracted watermarks are mapped to a user identity
bu, enabling watermark-based ownership tracking.

V. EXPERIMENT

A. Experimental Settings

1) Models: In this work, we use the pretrained stable
diffusion model SDV1.5 published in Hugging Face as the
default model; all experiments are conducted based on this
model. Our approach can be generalized to other SD models,
and we also test the watermark generalization on SDV2.1 and
SDXL.

2) Evaluation Datasets: We use the MSCOCO 2017
(Microsoft Common Objects in Context) dataset [50] as the
benchmark dataset for evaluating the watermarking model
fidelity. MSCOCO is a large-scale benchmark widely adopted
in computer vision research. It contains 328 000 annotated
images spanning 80 object categories, with over 2.5 million
labeled instances. We generate 5000 images using the MS
COCO validation set to FID score.

3) Watermark Settings: As shown in Fig. 4, we select
eight watermark images and triggers. The triggers are rare
in original vocabulary. Specifically, we randomly sampled
uppercase letters and combined them with angle brackets “<>”
to generate unique tokens that are unlikely to appear in natural
prompts. For the watermark images, we randomly chose eight
distinct classes of images across diverse categories to ensure
visual variability and semantic coverage.

4) Evaluation Metrics: We adopt four widely used metrics:
Fréchet inception distance (FID), structural similarity index
measure (SSIM), learned perceptual image patch similarity
(LPIPS), and cosine similarity (CosSim). FID assesses the
distribution-level discrepancy between the generated images
and real images in a high-level feature space, with lower
values indicating higher fidelity. SSIM measures the structural
similarity between two images, taking into account luminance,
contrast, and structure; LPIPS evaluates the perceptual distance
between image pairs using deep neural network features;
And CosSim computes the cosine similarity between feature
embeddings (e.g., extracted via a vision–language model such
as CLIP). These metrics jointly provide a comprehensive
assessment of both distribution-level realism and instance-
level similarity. Notably, LPIPS has been shown to better
reflect visual perception and correlate more strongly with
human perceptual judgments compared to traditional pixelwise
metrics. Therefore, we select LPIPS metric as the criterion for
watermark verification during validation, setting the threshold
β to 0.1 to ensure robust and perceptually aligned watermark
detection.

5) Baseline Methods: We compare the watermark embed-
ding efficiency and model fidelity with methods [27], [32],
and [33]. Similar to our approach, methods [32] and [33]
also embed model watermarks using backdoor techniques by
introducing subtle manipulations during training to associate
specific inputs with target outputs. Unlike trigger-based water-
mark embedding methods, Signature [27] incorporates multibit
watermark information into generated images by fine-tuning
the decoder parameters.

6) Watermark Experts Training Details: For word embed-
ding fine-tuning, we conduct 500 optimization steps with a
learning rate of 2e-3. For LoRA modules fine-tuning, we
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Fig. 4. Illustration of the watermark triggers and images used in our method (first and third rows), and final generated watermark images by watermarked
models (second row).

TABLE I
PERFORMANCE OF WATERMARK IMAGES GENERATED ON SDV1.5 AND SDV2.1 WITH TRIGGER PROMPTS

integrate LoRA modules into the cross-attention layers, set-
ting the rank to 4 and perform 2000 training steps with
a learning rate of 5e-4. All experiments are executed on a
single NVIDIA RTX 4090 GPU. Notably, both the training
steps utilize only a single reference image for parameter
optimization, demonstrating the efficiency of our approach
under constrained data conditions and limited computational
resources.

7) Gating Network Training Details: Our gating network
adopts a simple architecture, consisting of a single fully
connected layer that maps the 768-D input to an (n + 1)-
dimensional output space, where n denotes the number of
watermarks (set to 8 in our experiments). The training dataset
comprises eight positive samples and 8 negative examples. To
evaluate the performance of gating network, we construct a test
dataset that contains 960 positive prompts and 400 negative
prompts. For each watermark class, we generated 120 prompts
by considering all permutations and combinations of charac-
ters in the corresponding trigger. The negative prompts include
200 prompts without any watermark triggers, covering varied
scenarios, styles, and subjects, and 200 prompts containing
watermark prompts, ensuring robustness to edge cases. The
confidence threshold α for activating watermark experts is set
to 0.999.

B. Watermark Performance
1) Watermark Performance With Watermark Triggers: For

quantitative evaluation of watermark quality, we systemati-
cally compare generated and reference images using LPIPS,
SSIM, and CosSim. Based on our proposed method, we
perform watermark embedding on both SDV1.5 and SDV2.1.
As demonstrated in Table I, the generated watermarks on
both version models achieve significant performance, where
LPIPS values are less than 0.1, SSIM and CosSim values
are above 0.9 in all categories except QR codes, indicating
strong structural fidelity. The results also demonstrate strong
adaptability of our approach, as the watermark performance
remains consistent across different model versions. QR codes
present a unique case, with LPIPS and SSIM values worst
than those of other watermarks, indicating a failure to cap-
ture functional fidelity. Nevertheless, scanning the generated
sample (Fig. 4) successfully decodes the Dalian University of
Technology Graduate School URL, confirming the method’s
effectiveness. Leveraging prior knowledge of watermark types
and evaluation metrics, model providers can set thresholds
based on empirical training.

As shown in Figs. 5 and 6, we fine-tune the LoRA module
for a total of 2000 steps during the second stage of decou-
pling training. To illustrate the watermark performance over
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Fig. 5. LPIPS, SSIM and CosSim values for different generated watermark images at different steps (watermark images are generated on SDV1.5). The
watermark trigger for every subfigure is: (a) “< A >.” (b) “< P >.” (c) “< W >.”

Fig. 6. LPIPS, SSIM, and CosSim values for different generated watermark images at different steps (watermark images are generated on SDV2.1). The
watermark trigger for every subfigure is: (a) “< V >.” (b) “< Y >.” (c) “< Q >.”

Fig. 7. Visualizations of generated images at different fine-tuning steps. Prompt 1: “A beautiful landscape with mountains and a river.” Prompt 2: “Two ducks
are playing in the water.”

the course of training, we randomly select three watermark
instances from SDV1.5 (“< A >,” “< P >,” and “< W >”) and
three watermark instances from SDV2.1 (“< V >,” “< Y >,”
and “< Q >”) to track the watermark images performance.
The results show that the watermark images achieve strong
performance within the first 500 steps, where the LPIPS scores

drop below 0.1, and both the SSIM and CosSim are above 0.9.
These results demonstrate the high efficiency of our method.

In addition, Fig. 7 presents the visual results of both
watermarked and nonwatermarked images under different
fine-tuning steps. As observed, even after only 300 steps
of fine-tuning, the watermarked images exhibit high visual
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Fig. 8. Visualizations of generated images for different prompts with watermark triggers. Prompt 1: “A beautiful landscape with mountains and a river.”
Prompt 2: “Two ducks are playing in the water.” Watermark triggers T refer to specific triggers embedded into the input to activate the watermark expert,
in the first to third rows are “< V >,” “< W >,” and “< Q >,” respectively. Watermark Prompt 1: “A [T] beautiful landscape with mountains and a river.”
Watermark Prompt 2: “Two [T] ducks are playing in the water.” Watermark Prompt 3: “[T]*#%.”

Fig. 9. Confusion matrix of the gating network on the test dataset. (a) Number of images classified into each target class. (b) Average confidence with which
each class is classified into the target class.

quality while preserving the original model’s generative capa-
bility. This further confirms the efficiency and practicality of
our approach.

2) Watermark Performance With Stealthy Watermark
Prompts: To enhance the robustness of watermark prompts,
we avoid using watermark triggers predefined in vocabu-
lary (e.g., “< A >”) since simple watermark triggers are
prone to attacks. Instead, we construct watermark triggers by
embedding them within specific contextual sentences. In fact,
whenever an input prompt contains the watermark trigger,
the watermarked model reliably generates the target image.
As illustrated in Fig. 8, we visualize the outputs of the
watermarked model under different prompts. When given a
prompt without watermark triggers, the watermarked model
produces outputs that are semantically aligned with the input.
However, when the prompt contains our watermark trigger, the
model instead generates a watermark image. The quality of the

generated watermark images varies across different watermark
prompts. Specifically, watermark Prompt 1 and watermark
Prompt 2 incorporate the watermark trigger within meaningful
semantic contexts, while watermark Prompt 3 combines the
triggers with nonmeaningful symbols. LPIPS results indicate
that watermark Prompt 3 produces higher quality watermark
images.

C. Traceability Results With MoW

Model traceability can be validated through the clas-
sification accuracy of the gating network. As shown in
Fig. 9(a), the confusion matrix on the test dataset demonstrates
that the gating network achieves 100% classification accuracy
for positive prompts, indicating that watermark experts are
precisely activated during model validation. However, for neg-
ative prompts, the classification is imperfect: 111 prompts are
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Fig. 10. Generated watermarking images in model verification with our MoW mechanism.

TABLE II
COMPARISON WITH DIFFERENT METHODS. O(n) IS TIME

COMPLEXITY AND LOCAL STORAGE COMPLEXITY

misclassified as class 0, and 140 are misclassified as class 6.
To preserve the original model’s performance, it is critical to
avoid activating watermark experts for nonwatermark prompts.
Fig. 9(b) presents the average confidence scores for each
class. All positive prompts are classified correctly with very
high confidence, exceeding 0.99. In contrast, negative prompts
(labeled 8) are sometimes misclassified but with significantly
lower confidence. Specifically, prompts misclassified as label
0 have an average confidence score of only 0.2502, while
the 15 samples misclassified as label 5 have an average
confidence of 0.7548. We introduce a confidence threshold
α as 0.999 for activating watermark experts. This constraint
effectively eliminates false positives from nontrigger inputs
while maintaining high sensitivity to true watermark triggers.

Based on the watermark encoding table, we integrate the
corresponding watermark experts into the released model
and validate their performance using our hybrid watermark-
ing mechanism. As illustrated in Fig. 10, the visualization
results of watermark verification demonstrate that our method
achieves precise model tracing, enabling reliable and accurate
source attribution.

D. Comparison With Baseline Methods

We conduct a comprehensive comparison between our
method and existing approaches from multiple perspectives as
shown in Table II. Regarding efficiency, model watermarking

methods [31] and [32] fine-tuned both the text encoder and the
U-Net, resulting in a total of 982.58M trainable parameters.
Additionally, the training process in [31] requires significantly
larger GPU memory. Image watermarking method [27] fine-
tuned the decoder, which has 49.49M parameters. In contrast,
our approach optimizes a dedicated watermarking expert,
requiring only 0.8M parameters. The significantly smaller
parameter size reduces local storage requirements, making our
method more efficient in deployment. When the number of
users is 2n − 1, our method achieves time complexity of O(n)
and local storage complexity of S(n), whereas the baseline
approaches exhibit exponential complexity ofO(2n) and S(2n).
Regarding the fidelity of the original model, our approach,
based on the MoW framework, preserves the integrity of the
original model and does not degrade its performance.

E. Robustness in Ambiguity Attacks

In this section, we conduct extensive experiments to demon-
strate the enhanced stealthiness of our watermark prompts
based on trigger combinations and robustness against ambi-
guity attacks. We adopt the attack method proposed by
Yuan et al. [32] as our evaluation protocol, and the forged
prompts length is set to 5. Based on this attack, we consider
two levels of adversarial capability.

1) Level-1 Attack: The attacker has access to the watermark
images but lacks knowledge of the watermark expert. In this
scenario, the watermark expert is not activated, and the base
model has not learned the watermark triggers and images. As
illustrated in Fig. 11, the attacker cannot correctly forge the
watermark prompts, thus the watermark expert is not activated
and watermark image remains undetectable.

2) Level-2 Attack: In this scenario, the adversary is
assumed to possess both the watermark image set and the
knowledge of the watermark experts. In this settings, we fix
the length of the forged prompt to 5. As shown in Fig. 12, the
results indicate that the adversary is able to approximate our
trigger prompt after 50 training epochs, the forged prompt
is a combination of multiple trigger tokens. Nevertheless,
the gating network provides a significantly stronger layer of
protection. Under the control of the gating mechanism, the
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Fig. 11. Results of Level-1 ambiguity attacks, where the attacker has access only to watermark images.

Fig. 12. Results of Level-2 ambiguity attacks, the attacker has access to both the watermarked images and watermarking experts. Even under this stronger
adversarial setting, the forged prompts fail to reproduce the target watermark.

forged prompts are either misclassified or assigned prediction
confidences below the activation threshold, thus failing to
activate any watermark expert. Specifically, all forged prompts
are consistently classified with high confidence into class 8,
which is not associated with any valid watermark expert.
Consequently, the watermark experts remain inactive, and no
valid watermark image is generated. These findings underscore
the robustness of our method against ambiguity attacks, even
under strong adversarial assumptions.

F. Robustness in Model Fine-Tuning

In real scenarios, fine-tuning a pretrained text-to-image
model using a small amount of personalized data is a common
approach to reduce computational costs. However, this process
can potentially weaken or remove embedded watermarks. To
investigate this, we conducted a full-parameter fine-tuning of
the U-Net using pokemon-blip-captions [51] dataset. Fig. 13
presents the results after 10 000 fine-tuning steps. For trigger
prompts “< Y >” and “< V >,” the SSIM remains above
0.9 even after 10 000 steps, demonstrating strong robustness

Fig. 13. SSIM scores of the generated watermark images under different
fine-tuning steps.

of the watermark under extensive model updates. In contrast,
the watermark corresponding to triggers “< W >” exhibits a
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Fig. 14. Visualization of images generated at different model pruning ratios.
Prompt 1: “A dog.”

TABLE III
LPIPS VALUES AT DIFFERENT MODEL PRUNING RATIOS

FOR DIFFERENT WATERMARKS

significant drop in SSIM after 3000 steps. These observations
suggest that the robustness of the watermark is highly depen-
dent on the visual characteristics of the watermark image itself.
In practical deployments, selecting watermark images with
inherently stronger robustness can help maintain watermark
integrity under model personalization.

G. Robustness in Model Pruning

In this section, we investigate the robustness of our pro-
posed watermarking approach under model pruning. Since our
watermark experts are integrated into the U-Net, we focus
on pruning the U-Net using a magnitude-based strategy [52].
Specifically, weights are ranked by their absolute magnitude,
and the least important ones are set to zero. As shown
in Table III, we report the LPIPS values of the generated
watermark images under different pruning ratios. When the
pruning ratio is 30%, the watermark images remain of high
quality, with LPIPS values consistently below our threshold
of 0.1. However, at a pruning ratio of 40%, the visual quality
of the watermark images drops significantly. Notably, overly
aggressive pruning also degrades the performance of the
original model. Fig. 14 illustrates the qualitative results, where
both the model’s utility and watermark fidelity decline at a
pruning ratio of 40%. These findings indicate that our method
is robust in practical scenarios where an adversary attempts
model pruning while preserving model performance.

H. Ablation Studies

1) Shared LoRA for Multiple Watermarks: We further
investigate the feasibility of using a single LoRA module

Fig. 15. Visualization of watermark images generated on SDM with shared
LoRA, the rank of LoRA is 4.

Fig. 16. Visualization of images generated from different prompts on SDM,
SDM1, SDM2, and SDM1+2. Prompt 1: “Two ducks are playing in the water.”
Watermark triggers: “< Y >,” Watermark prompts: “< Y >*#%.”

to learn multiple watermark images simultaneously. In this
experiment, we train one LoRA on all eight watermark images
used in our study. Fig. 15 presents the visualizations of the
generated watermarks. While the quality of the synthesized
images is slightly degraded compared to the case where each
watermark is trained with a dedicated LoRA, the generated
watermarks still exhibit high recognizability. Given that water-
marking does not require pixel-level fidelity to the target
image, such degradation is tolerable in practice. However, it is
worth noting that the multiwatermark LoRA with rank-4 fails
to capture structured information such as QR codes. Therefore,
in practical scenarios, selectively training a single LoRA to
embed multiple watermarks can offer an effective trade-off

between watermark recognizability and embedding efficiency.
2) Impact of Different Steps of Decoupling Training:

We analyze the impact of two-step fine-tuning in decoupling
training on watermark embedding. Fig. 16 visualizes generated
images across different model variants. SDM denotes the
original model, and SDM1 adds a new token as a watermark
trigger and fine-tunes only the word embeddings. SDM2 uses
no additional triggers but fine-tunes only the LoRA module;
and SDM1+2 represents our proposed two-step decoupling
fine-tuning approach. Fine-tuning token embeddings alone
(SDM1) fails to achieve effective watermark embedding.

In particular, SDM2, which fine-tunes only the LoRA mod-
ule, can embed watermarks but causes severe distortions in the
original generation task. In contrast, our two-step decoupling
fine-tuning preserves the quality of the original task while

Authorized licensed use limited to: Dalian University of Technology. Downloaded on July 15,2026 at 03:17:22 UTC from IEEE Xplore.  Restrictions apply. 



13272 IEEE INTERNET OF THINGS JOURNAL, VOL. 13, NO. 7, 1 APRIL 2026

Fig. 17. Visualization of watermark images generated on SDXL.

achieving reliable watermark embedding. This highlights the
importance of the first step in decoupling the watermark task
from the primary generation objective. In terms of watermark
embedding efficiency, omitting the first step in decoupling
training prevents the reuse of a single LoRA to store multiple
watermarks, thereby hindering scalable model provenance.
Conversely, leveraging a watermark expert trained with a
single trigger, and designing multiple watermark prompts
around it, enables multiple-model traceability. Compared to
LoRA-only fine-tuning, our two-step fine-tuning offers supe-
rior stealthiness and efficiency in watermark embedding.

3) Generalization on Other Diffusion Models: From a the-
oretical standpoint, our method is highly architecture-agnostic.
Specifically, TD-MoW operates solely on the word embedding
space and the LoRA module, without modifying the backbone
U-Net or text encoder. Since LoRA is a widely validated
parameter-efficient tuning technique that is applicable to a
variety of diffusion models, and the MoW mechanism is
decoupled from specific parameterizations, our approach is, in
principle, transferable to any text-to-image diffusion model.

In addition to conducting experiments on SDV1.5 and
SDV2.1, we performed additional experiments on SDXL [7],
which has a significantly different architecture (e.g., larger U-
Net and dual-text encoders). As shown in Fig. 17, we present
the visualization results of the watermarked images generated
on SDXL, along with the LPIPS metrics. All LPIPS values
are below 0.1. The results confirm that our method remains
effective even under such architectural changes.

Similarly, regarding DALL•E 2/3 [2] and Imagen [4],
they share a similar “text encoder-diffusion model” paradigm.
As long as the target model accepts text prompts as input,
our method can be applied by adapting its text encoder
embeddings. Furthermore, LoRA modules can be seamlessly
integrated into the denoising networks of these models. There-
fore, our approach is theoretically feasible for DALL•E 2/3
and Imagen as well.

VI. DISCUSSION OF WATERMARK CAPACITY

Although the theoretical watermark capacity of TD-MoW
is unbounded, thanks to its compositional design and the
reusability of watermark experts, it remains constrained by
three practical considerations.

1) Model Complexity Constraint: Each watermark expert
introduces an additional LoRA module. Although a

single module is lightweight, the overall parameter size
grows linearly with the number of experts. For a maxi-
mum tolerable parameter increment W and the parameter
size of a single LoRA module S LoRA, the number of
experts is bounded by n ≤ W/S LoRA.

2) Vocabulary Constraint: Each expert requires at least one
unique trigger. Adding too many triggers enlarges the
vocabulary, which increases the embedding layer size
and may introduce semantic interference. Therefore, the
number of experts is also bounded by the maximum
allowable vocabulary expansion N, i.e., n ≤ N.

3) Gating Discriminability Constraint: The gating network
must reliably route the trigger to the corresponding
expert. As the number of experts increases, its classi-
fication confidence decreases. For example, when the
number of experts grows from 8 to 25, the confidence
drops from 0.9998 to 0.9875. We denote the maximum
expert number that preserves sufficient gating accuracy
as Ggate.

By jointly considering these three factors, the practical
upper bound on the number of watermark experts can be
expressed as n ≤ min(W/S LoRA, N, Ggate). Accordingly, the
watermark encoding capacity C is bounded by C ≤ 2n.

VII. CONCLUSION

In this article, we propose TD-MoW, a scalable watermark-
ing framework designed for text-to-image diffusion models
in model distribution scenarios. Our two-step decoupled
fine-tuning strategy enables effective separation of the water-
marking task from the original tasks, thereby preserving
the model generation quality. The introduced MoW mecha-
nism ensures efficient watermark embedding under large-scale
distribution settings. Extensive experiments demonstrate that
TD-MoW reduces both the watermark embedding time and
local storage complexity from O(2n) to O(n), without com-
promising the original model performance. Compared to
existing methods, TD-MoW offers substantial improvements
in efficiency. Moreover, TD-MoW exhibits strong robustness.
Compared to existing methods, our approach achieves superior
efficiency, enhanced robustness, and better fidelity retention
across diverse settings.

Although our method demonstrates strong robustness under
typical attack scenarios, certain limitations remain. In par-
ticular, we do not address adversaries with full white-box
capabilities, who can access both model parameters and com-
plete watermark knowledge. Under such a powerful setting,
the adversary could remove the watermark embedding module
(e.g., LoRA), tamper with the gating mechanism, or retrain the
watermark expert to overwrite the original watermark. While
such attacks require unusually strong assumptions, they are
feasible in principle and thus represent an important direction
for future research.
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