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The task of source camera identification is devoted to linking an image to the source camera model and
plays a significant role in forensics. Nevertheless, with the ongoing development of new camera models,
it is difficult to keep a model database up to date, giving rise to the open-set problem. To deal with this
problem, we propose a novel approach based on the envelope of data clustering optimization (EDCO).
The new EDCO scheme can identify the camera model regardless of whether or not it is included in the
database. The experimental results prove that EDCO efficiently separates unknown source images from
known source images and links the query image identified as known with the source camera model.
When the dataset is expanded with the new camera model, EDCO only needs to train the new model
instead of retraining with all models together, which greatly improves the scalability. Compared with
the state of the art, our method can effectively distinguish between images from known and unknown
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camera models, even in extreme cases.
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1. Introduction

In the era of digital image ubiquity, determining how to accu-
rately identify the source of a digital image has become a hot topic
in the field of information security (Gonzalez and Woods, 1981).
Source camera identification plays an important role in improving
the security of digital images, resolving copyright disputes, pre-
venting false publicity and combating cyber crimes, especially, it
can provide favourable technical support for judicial authentication
and criminal investigations such as child pornography and insur-
ance claims (Li, 2010).

For conventional closed-set source camera identification ap-
proaches (Ahmed et al., 2019; Bayram et al., 2005; Kang et al.,
2012; Li et al, 2018; Yang et al., 2019), the test image is usu-
ally generated by a known model (included in our dataset). How-
ever, new models are joining market rapidly (Schweighofer et al.,
2008), and it is challenging to keep the dataset up to date.
Since source camera identification is basically a classification prob-
lem (Choi et al., 2006; Freire-Obregén et al., 2019; Lekshmi and
Vaithiyanathan, 2018; Zheng et al., 2020), lack of new models in an
out-of-date dataset may cause mis-classification; that is, the im-
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ages captured by new models are classified as some old model.
Therefore, identifying unknown image sources has become one of
the most critical challenges in current source camera identification
(Bayar and Stamm, 2018).

The consideration of open-set issues in the field of cam-
era source identification can be first traced back to 2009
Wang et al. (2009), a source camera identification method based
on the combination of OC-SVM (one-class support vector machine)
and MC-SVM (multi-class support vector machine) was proposed,
which considered the camera model problem of unknown sources
for the first time. Although Huang et al. (2015) distinguish be-
tween known and unknown models, the recognition accuracy of
known models is very low when there are few known models. In
this paper, we propose a novel approach based on the envelope
of data clustering optimization (EDCO). For our EDCO scheme, we
recharacterize the classification boundary of the data by cluster-
ing, effectively solving the problem of low recall rates in the case
when there are few known models. Mayer et al. (2020); Mayer and
Stamm (2018) address similar issues but with a much more limited
scope. The authors can only determine the "siblingship” between
two input images, that is, whether the two images originate from
the same source camera model. Additionally, their methods require
a relatively large training set and lack efficacy. When the test im-
ages are captured by models including unknown models, our EDCO
scheme effectively distinguishes the known images from the un-
known images and determines which model the known image be-
longs to.
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Fig. 1. Three levels of identification granularity.

The key contributions of this paper are as follows:

We propose the EDCO scheme to address the open-set prob-
lem of source camera identification, which can effectively dis-
tinguish between the images from known and unknown camera
models.

To overcome the problem of the low recall rate of known cam-
era models in bad situation (there is quantity gap between
known models and unknown models), the EDCO scheme de-
scribes the distribution boundary of a camera model in the fea-
ture space in a more detailed manner based on the envelope of
data clustering optimization.

When the dataset is expanded with the new camera model,
EDCO only needs to train the new model instead of retraining
with all models in the training set together, which is more scal-
able on the "future” camera models and overcomes the time-
consuming problem in the era of rapid development of camera
models.

We prove the effectiveness of the EDCO scheme through a large
number of experiments. The obtained results demonstrate that
the proposed EDCO scheme significantly outperforms the state-
of-the-art methods in terms of model extensibility and robust-
ness.

The rest of the paper is organized as follows. Section 2 for-
mally introduces the representative studies related to our work.
Section 3 describes our proposed method in detail. Comprehensive
experiments are carried out and comparisons of related works are
presented in Section 4 to verify the superiority of the proposed
method. Finally, we conclude the paper in Section 5.

2. Related work

In this section, we briefly introduce the traditional closed-set
source camera identification and the open-set problem.

2.1. Source camera identification

As a challenging branch of the digital forensics domain, source
camera identification aims to determine the original sources of
digital images. On the one hand, depending on the different cases
and the available reference information, source camera identifica-
tion may be approached at three levels (Wang et al., 2009) of iden-
tification granularity, as illustrated in Fig. 1.

1. Type-based: electronic scanner, digital camera, computer gener-
ated, etc.;

2. Model-based: Canon_Ixus55, Nikon_D70, Fuji_]50, etc.;

3. Device-based: Nikon_D70_1, Nikon_D70_2, Nikon_D70_3, etc.

On the other hand, source camera identification can generally
be divided into two groups by different forensics points: active
source camera identification and blind source camera identifica-
tion. This work is a model-based approach and focuses on blind
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Fig. 2. Different camera model identification problem formulations.

source camera identification, which does not need to embed the
source information.

Since different camera manufacturers and even different cam-
era models from the same manufacturer may have various colour
filter array configuration algorithms and colour transformations,
Kharrazi et al. (2004) propose a total of 34 features to capture
the differences in the underlying colour characteristics for differ-
ent camera models. Bayram et al. (2005) believe that the images
captured by digital cameras are greatly affected by the colour fil-
ter array (CFA) and demosaicing algorithms. The authors propose
a method based on a proprietary interpolation algorithm trajectory
to identify the source camera model. A unified grey-level invari-
ant local binary pattern (LBP) is used to capture features or arte-
facts generated by the image processing algorithm implemented
inside the camera in Xu and Shi (2012). Recent work in digi-
tal image forensics suggests that convolutional neural networks
(CNNs) (Bayar and Stamm, 2017; Bondi et al., 2017a; Rafi et al.,,
2020; Tuama et al., 2016) can be used to learn the camera’s fea-
tures. Huang et al. (2018) design a new image source identification
scheme which can capture both the feature coupling and model
coupling relationships. Liu et al. (2019) propose a new Anti-noise
Image Source Identification (AISI) method to deal with noisy sam-
ples of image source identification. In addition, the problem of lim-
ited labels classification is also an important problem in source
camera identification. Sameer and Naskar (2020) use a few shot
learning technique known as deep siamese network to address the
problem of performing accurate source camera identification, with
a limited set of labelled training samples, per camera model.

2.2. Camera model identification in the open set

When a traditional forensic method is used to link an image
to the source camera model, images from an unknown model may
be misclassified into a known camera model in the closed-set, as
depicted in Fig. 2(a). For an open-set camera model identification
as shown in Fig. 2(b), the classifier is permitted to reject an image
from an unknown model instead of distributing an incorrect label
from the known dataset randomly.

Few works have addressed the problem of unknown models in
source camera identification. Wang et al. (2009) propose a com-
bined classification framework of the one-class SVM and the multi-
class SVM. The one-class SVM is trained for each model to deter-
mine whether an image is from the known model. If an image does
not belong to any known model, it will be rejected as an unknown
model. In contrast, the accepted images will be input into the
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multi-class SVM employed to determine which known model this
image is from. Costa et al. (2012, 2014) propose a method based on
decision boundary sculpting (DBC). The method first considers the
images of known models as positive samples and considers images
of other known models as negative samples. Then, by adjusting the
decision boundary to minimize false positive matches in the future,
the binary SVM is trained to distinguish between positive sam-
ples and negative samples. Due to the lack of information about
unknown models, the decision boundary of DBC may not be well
shaped in actual situations. Huang et al. (2015) propose the source
camera identification with unknown models (SCIU) scheme to ad-
dress the open-set problem. The authors first use a KNN-based un-
known detection method to identify some sample images of un-
known models from the unlabelled training dataset. Then, they
employ a self-training procedure to extract more sample images of
unknown models from the unlabelled training dataset. As a result
of the algorithm characteristics of KNN, the prediction accuracy of
the known model is low when the sample is unbalanced, and the
computational complexity and spatial complexity are also high.
With the rapid progress in computer graphics and computer
vision, in 2017, Bondi et al. (2017b) demonstrated the possibility
of using CNNs in camera model identification for the first time.
Bayer and Stamm Bayar and Stamm (2018) propose a threshold-
ing protocol over the maximum confidence score to identify un-
known cameras. They first use a constrained CNN to extract cam-
era model identification features and then map the learned deep
features onto confidence scores to indicate whether the two image
patches are captured by the same or different camera models. If
the confidence score is lower than the thresholding, the query im-
age will be identified as unknown. Mayer and Stamm (2018) pro-
pose a system to compare the source camera model of two image
patches, even when the camera models are unknown to the in-
vestigator. First, the authors train a CNN-based feature extractor to
output general and advanced features, encoding the source camera
model information of the image patch. In addition, they learn a
similarity measure that maps these feature pairs to the scores as-
sociated with each known camera model. Finally, the score is used
as a criterion for judging whether two images belong to the same
source camera model. However, the authors can only determine
the "siblingship” between two input images to identify whether
they originate from the same camera model or not. Additionally,
their methods require a relatively large training set and are ineffi-
cient (as this method can only test the relationship between two
images at a time instead of classifying all images in the test set).
In Juanior et al. (2019), the authors formalize and evaluate open-
set training protocols applied to open-set classification methods
during training for proper estimate of parameters for the open-
set scenario and carry out large-scale testing on the open-set cam-
era model identification problem considering independent datasets
and several algorithms. In Mayer et al. (2020), Mayer et al. design a
video-specific camera model verification system comprising a deep
feature extractor, similarity network, and video-level fusion system.
Based on the similarity network, the method can classify whether
the two query videos were captured by the same camera model.

3. Proposed approach

In this section, we propose a machine learning model named
Envelope of Data Clustering Optimization(EDCO) for unknown
model detection in source camera identification. There are two
main operational steps in the proposed model: (i) Model train-
ing with positive samples and (ii) Unknown model separation and
known model linking. Fig. 3 shows the overall workflow of the pro-
posed method. The implementation process is described in detail
in the following subsections.
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Fig. 3. The workflow of Envelope of Data Clustering Optimization(EDCO). Each
small dotted box represents a known camera model from the training set, which
is an envelope formed by the fusion of several hyperspheres. By combining all the
small dotted boxes in the training set, the EDCO scheme can be obtained. If the test
image is rejected by all hypersurface envelopes, it will be judged as an unknown
source image (as shown in the dotted line); if the image is accepted by more than
one hypersurface envelope (as shown in the solid line), it will need to be voted on
to determine which camera is the known source.

3.1. Model training with positive samples

The first step in our approach is to train models with positive
samples (images from one known source camera model), such that
it allows the classifier to identify the samples associated with un-
known models during testing.

As a new single-class classifier, support vector data description
(SVDD)Liu et al. (2012); Tax and Duin (2004) simulates the bound-
ary of target data through the minimum volume hypersphere and
has been widely used in anomaly detection. However, the distri-
bution of the samples in the eigenspace is often complex and un-
predictable, and SVDD in some cases does not perform well in de-
scribing the boundaries of positive samples, particularly when the
distinction between classes is not large in the high-dimensional
feature space. Therefore, our algorithm proposes to divide the sam-
ples in each camera model by clustering.

Fig. 4 introduces the basic principle of the algorithm in a sim-
ple schematic where the red bounding lines represent misclassi-
fied samples. A sample distribution in the feature space is given
as shown in Fig. 4(a). As depicted in Fig. 4(b), some positive sam-
ples may be misclassified into negative classes when the hypersur-
face radius is too small. However, when the hypersurface radius is
too large, the negative samples from the unknown models will be
wrongly identified as the positive samples, as shown in Fig. 4(c).
Therefore, to enable the model to accept the positive samples from
the known camera model to the maximum extent while reject-
ing the negative samples from the unknown camera models, our
Algorithm 1 focuses on the refinement of the positive envelope in
the feature space. As shown in Fig. 4(d), the original samples are
divided into K separate subsets by the clustering method (Fig. 4(d)
shows the case of ), and the hypersurface envelope of each sam-
ple is described. In this case, the number of misclassified samples
will decrease with envelope optimization.

The detailed training process is described below. First, given
a labelled training dataset 7z with N classes (subsets), each class
I'(n) is associated with a camera model indexed by 5. That is,
'(n) cTr,Vne(1,2,....N) and n stands for the label of each
camera model. Next, the colour filter array (CFA) (Bayram et al.,
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Fig. 4. Analysis of problems in the training of positive samples. Purple triangles represent positive samples (known camera model), and graphics with other colours represent

negative samples (unknown camera models).

Algorithm 1: Model Training with Positive Samples.

Input: Taining images: xl."k, i=1,2,...,n
The number of subclasses: K
Output: Hypersphere models

Initialize centres: Randomly selected
Initialize Iteration = 0

while 1 do

for each x* do

Euclidean distance(x?",centres)

Assign x?" to the closest subclass

New centres: Update centres using the sample mean of
each subclass
if New centres | = centres then
Iteration <« Iteration+1
centres = New centres
| Repeat
else
Stop Iteration
Break and return K subclasses

for each subclass do
L The formula 1-4
return K hypersphere models

2005) is used to extract features from the images in the train-
ing set; this is a widely used interpolation algorithm in source
camera identification. By applying CFA interpolation, we obtain the
480-dimensional features (Wang et al., 2018) of images from N
classes in 7g. Then, in the 480-dimension feature space, K-means

(Garcia et al., 2018) clustering is carried out for the positive sam-
ples, as described in detail in Algorithm 1.

For each class I'(n), we divide the data into K subclasses by
applying clustering techniques and name each subclass as y (1),
where 7, is a virtual label assigned to y (7,) and distinguished by
subscripts k. That is, y (n,) c I'(n), Yk € (1,2, ..., K). Then,for each
subclass y (1), the technique of SVDD is applied. Suppose each
image is represented by x?", where n is the number of positive
samples (images) in y (). That is, xin" ey(m),Vie(1,2,..., n.
Suppose x?’f satisfies the nonlinear transformation &: x?" — F.

Therefore, SVDD can be described by the following optimization
problem:

displaystyleminR?> + C Y &;,
aRg i (1)
displaystyle s.t. | ®(x*) — a||2 <R +§,&>0,

where a is the centre and R is the radius of the hypersphere (the
formula will be shown later in Eq. 3). & is the relaxation factor
and C represents a penalty parameter that balances the volume
and error fraction of the hypersphere. By introducing Lagrangian
multipliers by Liu et al. (2012); Tax and Duin (2004), the original
problem can be transformed into a dual problem:

n n n
displaystylemin 3~ 3" atjor;K (x, x;’") = > oK (X, x),
%=1 j=1 i=1 2)
. n
displaystyle s.t. 0<o;<C Y o;j=1,
i=1
where «; is the Lagrangian coefficient for x*. K(x*,x/¥) is the
kernel function, which is equivalent to the inner product of the
eigenspace. The corresponding Lagrangian coefficients of all sam-

ples can be obtained by solving the dual problem. In all training
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samples, the samples for which the Lagrangian coefficients satisfy
0 < a; < C are called support vectors. It is assumed that the sam-
ple set composed of support vectors in the training dataset is V. By
taking advantage of the kernel function, the boundaries mapped to
the input space are no longer limited to spherical distributions. The
centre and radius of a hypersphere are formulated as follows:

n
ap, =Y a;d), 3)
i=1

n
R, = K(XZ", sz) -2 Z a,-K(ka? X?k)
i=1

1
2

n n
+ Z Zaioth(x?*, x;.“) ,

i=1 j=1

where x?k € V. The data description of the positive training sam-
ples can be obtained by the centre and radius of the hypersphere.

To summarize, the proposed EDCO can effectively reject the un-
known samples even if the training set has only one known cam-
era model (extreme cases). Compared to other existing methods,
our EDCO is more scalable on the "future” camera models; that is,
once the dataset needs to add some new camera models, it is only
necessary to train for each new camera model instead of retraining
all the known camera models in the dataset.

3.2. Unknown model separation and known model linking

For the second step, we aim to (i) identify and separate images
from known/unknown source models and (ii) link the images from
the known models to the matched models.

First, for the test images, the following is given: an unlabelled
test dataset 7¢ that contains images from known and unknown
camera models, hypersphere models Mj, that are obtained from
Algorithm 1, and n; as the label of one known source cam-
era model in the training dataset. Next, the CFA interpolation
algorithm (Wang et al,, 2018) is used to extract features from
the images in 7¢. According to SVDD Liu et al. (2012); Tax and
Duin (2004), for each hypersphere, the distance from Xes: to the
centre of the hypersphere is:

n
dy, = | K(Xeest, Xtest) — 2 Z OliK(Xtest, X?")
i=1 | (5)

n o n 2
+ Z Z OliOle(X?k s X?k)

i=1 j=1

According to the formula 4, if dy, <Ry, (the test sample is on
the hypersphere or inside of the hypersphere), it will be judged as
a normal sample from the known camera model; otherwise, it will
be judged as a sample from the unknown camera models. Contin-
uing with Algorithm 1, we define:

PN

d”k = d'?k/R'?k’ (6)
and we obtain the following decision rules:

1. For all hypersphere models M, that are generated by

Algorithm 1, if all the d;,k rest content with d;]k > 1, we believe
that the test image is from an unknown camera model outside
our dataset. Then, we place the test image into the set of un-
known source (Sy).

2. If any dp, <1, the test image is judged to belong to the set of
known source (Sy). Next, we vote on images in S, to determine
their corresponding camera models.
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3. If the test image is accepted by only one hypersphere or some
hyperspheres from the same camera model (hyperspheres with
the same real label n but belonging to different subclasses, in-
cluding 11, 12, n3, etc.), we believe that it belongs to the class
corresponding to the hypersphere.

4, If the test image is accepted by more than one hypersphere
from different camera models (hyperspheres with different real
labels 1), it will be assigned to the class that has the most ac-
ceptant hyperspheres with the same real label 7. If the num-
ber of accepting hyperspheres with the same real label 7 is the
same, we will select the hypersphere where min(d:,k) is and as-
sign the label to the test image.

By applying the distance judgement rule, we can classify images
from S, and associate the query image identified as known with
the source camera model.

4. Experiments and results

In this section, we conduct extensive experiments to evaluate
the proposed method on the source camera model identification
on an open set. The detailed experimental setup and experimental
results are described below.

4.1. Settings

In this paper, we use the Dresden image dataset (Gloe and
Bohme, 2010), whose images are captured by different in-
door/outdoor cameras with various camera settings; this dataset
is considered a benchmark dataset for source camera identification
and provides almost 17,000 images from 74 cameras ranging across
27 different models.

To eliminate the influence of different individuals of the same
camera model, the samples in the training, validation and test sets
of the same camera model are from different individuals. In our
experiments, we first randomly select 100 images from each cam-
era model in the Dresden image dataset and collect them as the
test samples. Then, the rest of the images that we do not select in
the first step will be divided into the training set and validation set
at a 7:3 ratio. The detailed information about the camera models
is shown in Table 1. Compared with the case in which the samples
in the training and test set are all from the same individual of each
camera model, this approach for dataset division is more difficult
but can ensure that the used samples are mutually exclusive.

In our experiments, we extract CFA features (Wang et al., 2018)
on all samples because a number of previous studies have reported
that this method is effective and has been widely used in tradi-
tional forensic methods (Alattar et al., 2015; Gao et al., 2012; Liu
et al,, 2018). Because the image size of the 27 camera models is
different, we extract the CFA from the 256x 256 subimage cropped
from the centre. We conduct all our experiments in MATLAB on a
CPU with 8 processors and 8 GB RAM.

Our proposed EDCO method is compared with the following
source camera model identification methods on the open set in the
experiments:

1. Combined classification framework prior to applying data clus-
tering (CCF_B) (Wang et al., 2009);

2. Source camera identification with unknown models (SCIU)
(Huang et al., 2015);

3. Mayer et al. similarity (Mayer et al., 2020; Mayer and Stamm,
2018);

In order to illustrate the effectiveness of the proposed algorithm
in data clustering preprocessing, two self-comparison experiments
are also set in this paper:
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Table 1 Table 2
Camera models used in the experiments. Overall accuracy (%) performance comparison of the approach.
No. Camera Model Abbr. Number Methods \Metrics KACC UACC 0ACC
1 Kodak_M1063 K1 2391 CCF_A 54.2 92.6 91.3
2 Olympus_mju1050SW 01 1040 CCF_B 50.7 89.8 88.4
3 Praktica_DCZ5.9 PR1 1019 SCIU 28.9 96.5 94.4
4 Panasonic_DMCFZ50 PA1 931 EDCO_B 69.5 96.3 95.3
5 Casio_EXZ150 CA1 925 EDCO 83.6 96.7 96.2
6 Nikon_CoolPixS710 N1 925
7 Ricoh_GX100 R1 854
8 Nikon_D200 N2 752
9 Sony_DSCT77 So1 725 3. The overall camera model accuracy (OACC) is the ratio of the
10 Samsung_L74wide S1 686 total number of correctly identified images to the total num-
n samsung_NV15 S2 645 ber of images and is used to measure the overall identification
12 Pentax_OptioA40 P1 638
13 FujiFilm_FinePix]50 F1 630 accuracy.
14 Rollei_RCP7325XS RO1 589 . . .
15 Canon. Ixus70 a 567 OACC — No. of correctly identified images )
16 Sony_DSCH50 502 541 No. of all images identified
17 Sony_DSCW170 S03 405
18 Agfa_Sensor530s Al 372
19 Nikon_D70 N3 369 4.3. Results and discussion
20 Nikon_D70s N4 367
21 Agfa_DC830i A2 363 4.3.1. Study of EDCO
22 Agfa_DC733s A3 281 K
23 Canon_Ixus55 2 204 Experiment I: To test and evaluate our proposed method, we
24 Pentax_OptioW60 P2 192 design experiments based on the Dresden dataset as follows. Each
25 Canon_PowerShotA640 a3 188 time, we pick a model from dataset (which is treated as the
26 Agfa_Sensor505x A4 172 "known” model) for training our classifier. Then, we use the re-
27 Agfa_DC504 A5 169

1. CCF_A: First, use the clustering algorithm to cluster the camera
models of each original category into K subcategories, and then
applied Combined classification framework(CCF_B) (Wang et al.,
2009) to gets the decision model;

2. EDCO_B: Instead of using data clustering preprocessing to sub-
divide the camera models, the decision models are constructed
by using hypersphere envelope according to the features of
each camera model.

All the above methods are implemented for the Dresden image
database. In addition, CCF_B and EDCO_B are compared in the ex-
periments to demonstrate the effectiveness of the first algorithm
in our proposed EDCO method.

4.2. Evaluation metrics

To evaluate the performance of the proposed EDCO method, we
use the following metrics (Huang et al., 2015):

1. The known camera model accuracy (KACC) is the ratio of the
number of the correctly identified images in the known camera
models to the total number of images from the known cam-
era models and is used to evaluate the ability of our proposed
EDCO method to recall the known source images. Specifically,
we define the number of correctly identified known source im-
ages as NCK and the number of the images identified from
known models as NK.

KACC = NCK/NK (7)

2. The unknown camera model accuracy (UACC) is the ratio of the
number of correctly identified images in the unknown camera
models to the total number of images from the unknown cam-
era models and reflects the ability of known - unknown separa-
tion of our proposed EDCO method. Specifically, we define the
number of correctly identified unknown source images as NCU
and the number of images identified from unknown models as
NU.

UACC = NCU/NU (8)

maining 26 other models in the dataset as "unknown” models.
The KACC, UACC, and OACC values obtained using EDCO and other
methods are given in Figs. 5-7 for comparison.

An examination of the experiment results presented in
Fig. 5 shows that EDCO is significantly superior to the other meth-
ods. The EDCO_B method is the second best, with an average ac-
curacy rate 18.0% lower than that of EDCO. The SCIU method has
the worst stability and the lowest accuracy on average, as reflected
by the fact that the KACC of the SCIU method can reach 100.0%
when K1 is used as the known source camera model, while the
KACC of the SCIU method reaches only 8.0% when A4 is used as
the known source camera model. The performance of the CCF_A
method is generally better than that of the CCF_B method. Sim-
ilarly, the EDCO method is also superior to the EDCO_B method,
which is attributed to the application of Algorithm 1 that de-
scribes the hypersurface envelope in more detail. However, CCF_B
and EDCO_B need to exclude the possible influence of the camera
model from unknown sources, so the hypersurface envelope radius
should be as small as possible, resulting in the drawback of a rel-
atively low KACC. Generally, the EDCO method has a strong recall
capability for the known source camera models, with an average
KACC of 83.6%. The KACC values of all methods are very low on N4
and N5 because these two models of cameras have negligible dif-
ferences in brand and hardware structure. Therefore, some schol-
ars regard them as the same model in the experimental process
(Janior et al., 2019).

As shown in Fig. 6, we can see that both EDCO and SCIU have
excellent performance for the accuracy of unknown source model
recognition, while EDCO_B is slightly inferior. The CCF_B method
has the lowest accuracy of 89.8% on the UACC, and the CCF_A
method is slightly better, with an accuracy of 92.6%. As shown in
Fig. 7, we find that the EDCO method proposed in this paper has
the best OACC performance at 96.2%, followed by EDCO_B, SCIU,
and CCF_A, and the CCF_B method has the worst performance. Ac-
cording to the experimental results shown in Table 2, compared
with other methods, EDCO shows great improvement in the recog-
nition rate of known source camera models because EDCO includes
more detailed hypersurface envelope characterization of the known
class samples. The experimental results of EDCO_B and CCF_B are
worse than those of EDCO and CCF_A, respectively, providing addi-
tional evidence for the effectiveness of Algorithm 1.
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Fig. 5. The known camera model accuracy (%) when there is only one known camera model in the training set.
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Fig. 6. Unknown camera model accuracy (%) when there is only one known camera model in the training set.
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Fig. 7. Overall camera model accuracy (%) when there is only one known camera model in the training set.

Experiment II: To compare the approach adapted from Mayer
et al. similarity Mayer et al. (2020); Mayer and Stamm (2018), we
assessed the performance of our proposed EDCO method for deter-
mining whether two images are captured by different or the same
camera models.

Fig. 8 shows the rates of correctly detecting two images as
sourced from different camera models:

1. Known vs Known: both images captured by the camera models
known to the test model.

2. Known vs Unknown: one image captured by a known source
camera model and the other by an unknown source camera
model.

From the experimental results, we can find that the Mayer et al.
similarity method can achieve high accuracy for some image pairs,
including O1 and PR1, O1 and PA1,P1 and N2, etc. However, for
some image pairs, the Mayer et al. similarity method has low
recognition accuracy, for example, only 47.0% accuracy between
01 and S1. Overall, the average accuracy of the EDCO method is
the better than the Mayer et al. similarity method. However, in
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Accuracy K1 01 PR1 PA1 P1 N1 R1 N2 SO1 S1
K1 88.1 98.6 92.0 95.5 88.2 97.5 97.1 98.7 87.1 SN 90.0 MUBHN 5.2 EUSEEN 93.0 EERGN 02.2 RS
o1 100.0 94.8 100.0 95.7 79.4 95.0 100.0 952 97.0 96.5 100.0 99.5 568 86.5 47.0 875
PR1 91.5 99.0 99.0 984 88.0 925 86.1 99.5 822 97.6 910 94.0 884 95.6
PA1 85.1 97.5 89.1 98.0 100.0 100.0 89.0 947 92.1 892 77.0 993
P1 95.1 994 97.0 99.8 100.0 992 78.0 933 67.1 974

I\élix:‘)"iel::ilt;l. EDCO N;?r)rfl;ra:t;l. EDCO The Known Model Abbr.
92.0 97.1 86.7 96.1 The Unknown Model Abbr.

Fig. 8. Overall accuracy (%) performance comparison: Mayer et al. similarity and EDCO.

Table 3 Table 4

Overall accuracy (%) on the VISION dataset. Overall accuracy (%) on the Kaggle dataset.
KNOWN MODEL KACC UACC 0ACC KNOWN MODEL KACC UACC 0ACC
Samsung_GalaxyS3Mini 85.0 99.7 98.3 HTC_1_M7 78.0 90.8 89.5
Apple_iPhone4s 90.0 93.9 93.5 iPhone_4s 89.0 89.3 89.3
Huawei_P9 77.5 98.9 96.8 iPhone_6 80.5 95.0 93.5
LG_D290 82.5 99.7 98.0 LG_Nexus_5x 90.2 88.3 88.5
Lenovo_P70A 72.5 98.6 96.0 Droid_Maxx 62.2 94.2 91.0
Sony_XperiaZ1Compact 87.5 94.4 93.8 Moto_Nexus_6 62.2 97.7 94.1
Microsoft_Lumia640LTE 90.0 88.1 88.3 Moto_X 65.9 82.1 80.5
OnePlus_A3000 75.0 97.8 95.5 Galaxy_Note3 70.7 99.6 96.7
Samsung_GalaxyS5 100.0 100.0 100.0 Galaxy_S4 36.6 100.0 93.7
Huawei_P8 95.0 90.6 91.0 Sony_NEX_7 91.5 100.0 99.1
AVERAGE 85.5 96.1 95.1 AVERAGE 72.7 93.7 91.6

terms of the recognition accuracy of some image pairs, the Mayer
et al. similarity method achieves the highest recognition accuracy
of 100% (6 times), followed by EDCO (2 times).

Experiment III: In order to prove the universality of the EDCO
method proposed in this paper, additional experiment is carried
out on the VISION dataset (Shullani et al., 2017), which contains
more than 35,000 images and videos captured using 35 different
portable devices of 11 major brands. We select 200 high-quality
images from each of the 10 brands and set them into training sets
and verification sets at a ratio of 7:3. According to the data shown
in Table 3, it can be seen that the EDCO method proposed in this
paper still achieves a good effect on the Vision dataset, in which
the average accuracy of KACC, UACC and OACC are marked in bold
font.

In addition, we test the proposed method EDCO on the dataset
of IEEE’s Signal Processing Society-camera Model Identification
Kaggle Competition (Stamm et al., 2018). The Kaggle dataset con-
stitutes of 275 images each from 10 different smartphone camera
models, including point-and-shoot cameras, cell phone cameras,
and digital single-lens reflex cameras. All images are captured and
stored as JPEGs using the default settings. The Kaggle dataset is di-
vided into training set and verification set in a ratio of 7:3 for ex-
periments. According to the data shown in Table 4, it can be seen
that the EDCO method proposed in this paper still achieves a good
effect on the Kaggle dataset.

4.3.2. Ablation study

As discussed above, the EDCO method shows some significant
advancements toward source camera identification on the open
set when the experimental conditions are extremely harsh (there
is only one class of camera models from known sources and 26
classes of camera models from unknown sources). In this section,
we will compare the other distributions of the dataset and make a
systematic comparison with the recent state-of-the-art methods.

100

60

KACC(%)

—e— EDCO
—#— EDCO_B
~#— SCIU
CCF_A
—— CCF_B

20

1 9 18 26
Number of Known Models

Fig. 9. Known camera model accuracy (%) values for the compared methods.

As shown in Fig. 9, with the increase in the number of known
camera models, the KACC values increase for all the methods.
When the number of known models in the training set is first in-
creased, the performance of the SCIU method is greatly improved.
Moreover, since CCF_A and CCF_B need more known source cam-
era models for training, their KACC values improve relatively slowly
with the increase in the number of known models. The EDCO and
EDCO_B methods are relatively robustm and EDCO is superior to
other methods in both average accuracy and method stability.

An examination of the experimental results presented in Fig. 10
shows that the UACC values for all methods decrease with an in-
creasing number of known source camera models; the reason is
that the training set has more positive class samples with an in-
crease in the number of known models and sample size, so the
description of the boundary of the positive class samples is more
abundant. At the same time, the number of samples from un-
known sources decreases, and the proportion of errors from un-
known camera models in the total number of samples from un-
known sources increases.
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Fig. 10. Unknown camera model accuracy (%) values for the compared methods.
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Fig. 11. Overall camera model accuracy (%) values of the compared methods.

In Fig. 11, we can see that with the increase in the number
of camera models from known sources, both the EDCO and SCIU
methods are stable in terms of OACC, but the overall recognition
accuracy of the proposed EDCO method is slightly higher.

5. Conclusion

In this paper, we propose a novel EDCO method for camera
model identification on the open set. That is, given an image cap-
tured by camera models that are unknown for the existing clas-
sifier, EDCO is able to efficiently and effective identify the image.
Furthermore, EDCO can update the classifier with a new-found
model without retraining with the whole dataset and then link
the input images to the corresponding class with high accuracy,
as demonstrated by our experiments.

Future work will focus on two directions. First, the source of the
unknown samples that have been separated can be further classi-
fied; however, this requires intense efforts because the number of
specific categories of the unknown source camera models is un-
known. Second, the flexibility of the algorithm can be further im-
proved through data-adaptive processing.
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