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Federated learning is gaining attention owing to its capability to protect data privacy in distributed environments.
However, its decentralized architecture makes it susceptible to backdoor attacks. Although various backdoor in-
jection methods have been proposed, achieving trigger stealthiness and backdoor attack persistence remains
challenging. We address such issues by proposing DualVeil, a novel attack framework that jointly optimizes per-
sistent parameter maximization optimization and triggers invisibility minimization optimization. Specifically,
persistent parameter maximization optimization enhances attack persistence using historical gradients and stable
parameters to develop constrained updates within the parameter hypersphere. Meanwhile, the trigger invisibil-
ity minimization optimization module refines the trigger mechanism via feedback-guided optimization, thereby
reducing its perturbation. Extensive experiments demonstrate that DualVeil can effectively inject a covert back-
door mapping into the global model without compromising its main-task performance. Comparative studies of
the state-of-the-art backdoor attacks across five aggregation schemes further validate the superior attack efficacy

of DualVeil. Our code is available at https://github.com/Maozhen-Zhang/DualVeil.git.

1. Introduction

Federated learning (FL), renowned for its distributed and privacy-
preserving nature, enables collaborative model training while maintain-
ing data locality [1-3]. FL paradigm has been successfully applied to di-
verse domains, such as autonomous driving [4], intelligent healthcare
[5], and financial fraud detection [6]. However, the same decentral-
ized and privacy-preserving characteristics that underpin the success of
FL introduce inherent security vulnerabilities. In particular, malicious
clients can exploit the lack of centralized visibility to perform adver-
sarial manipulations during local training, resulting in threats such as
backdoor attacks that compromise the integrity of the global model.

Backdoor attacks stealthily implant specific input-output mappings
into a trained model [7-19]. During training, attackers embed a trigger
pattern into selected samples and assign them to a target label, establish-
ing a covert association between the trigger and the malicious output.
Once deployed, the trigger functions as an activation signal that induces
malicious behavior when present, while the model functions normally
on benign inputs. When extended to the federated setting, such attacks
render the aggregated global model unsafe, as the hidden malicious be-
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havior can propagate through global updates without direct server su-
pervision.

In recent studies, despite the successful demonstration of backdoor
injection in FL models, two fundamental challenges remain: extending
the backdoor lifespan and enhancing the stealthiness of backdoor trig-
gers. Zhang et al. [20] addressed these issues by proposing Neurotoxin,
which prolongs backdoor persistence by selectively updating the top
k% gradients of local models. Similarly, F3BA [21] adopts distributed
optimization to adaptive triggers and fine tunes model parameters, im-
proving attack success rates. However, such methods heavily rely on
visually conspicuous patch-based triggers, making them susceptible to
manual inspection and defensive sanitization during backdoor activa-
tion.

Recently, Nguyen et al. [22] proposed IBA, an invisible backdoor at-
tack that leverages a UNet-based generator to enerate subtle input per-
turbations as triggers, overcoming the aforementioned limitation. IBA
produces distinct triggers for each image to increases trigger diversity
and ties backdoor activation closely to the generator. Nevertheless, the
efficacy of backdoor attacks in FL is strongly influenced by client popu-
lation and attacker data volume. In federated settings with many client
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Fig. 1. Clients upload their locally trained model weights to the server, which subsequently updates the global model and redistributes the updated weights to local
clients. In this process, the green region represents the local training conducted by benign clients, while the red region represents that of malicious clients. Within the
red region, labels (a), (b), and (c) indicate the specific stages where the DualVeil pipeline operates.

participates but limited per-client data, attackers encounter consider-
able obstacles in injecting backdoors. Herein, we focus on developing
invisible backdoor attacks with long-term persistence for scenarios that
involve numerous terminal nodes, each possessing limited local data.

The background of this study is depicted in Fig. 1, where a small sub-
set of clients are malicious and only upload model parameters to the cen-
tral server. Under this threat model, the primary objectives of this study
are threefold: (1) achieving a high success rate of attacks, (2) ensuring
the invisibility of backdoor triggers, and (3) extending the persistence
of backdoors in the global model. To this end, we propose DualVeil,
a dual-optimization backdoor attack framework. DualVeil incorporates
an internal minimization constraint that generates imperceptible trig-
gers to enable stealthy activation. Meanwhile, a parameter maximiza-
tion mechanism reinforces the persistence of injected backdoor within
the aggregated global model. In addition, DualVeil facilitates collusion
among malicious clients during aggregation, enabling attackers to ex-
ploit shared gradient information to analyze vulnerabilities and further
enhance attack efficacy, as illustrated in Fig. 1.

In summary, our main contributions are threefold:

1. We introduce DualVeil, an optimization-driven framework that com-
bines parameter maximization with trigger invisibility minimization
to produce imperceptible backdoors with high persistence while pre-
serving the accuracy of the main task,

2. DualVeil coordinates collusion among malicious clients to overcome
challenges posed by large client pools and limited attacker data,

3. Extensive experiments demonstrate the effectiveness of DualVeil in
challenging scenarios, such aswith many local clients, a small frac-
tion of malicious participants, and limited data per client. More-
over, we evaluate its robustness against popular defense mecha-
nisms, demonstrating that DualVeil exhibits superior attack strength,
stealth, and persistence.

2. Related work
2.1. Defense under federated learning

Federated learning [1,23], as a distributed architecture, faces inher-
ent security from potentially malicious clients. To mitigate these chal-

lenges, a variety of defense mechanisms have been proposed, lever-
aging the characteristics of distributed training. Among these, Deep-
sight [24] mitigates backdoor attacks by detecting poisoned models
through the fine-grained analyses of neural network parameters and
outputs. FoolsGold [25] defends against malicious updates by dynami-
cally adjusting learning rates based on the similarity of client contribu-
tions. Similarly, RLR [26] performs statistical analysis on the directional
changes of model parameter updates, requiring only minimal modifica-
tions to the FedAvg. Mkrum [27] enhances robustness through distance-
based aggregation, selecting local models that are closest to their neigh-
bors. Nevertheless, despite their effectiveness in mitigating certain at-
tacks, these defenses remain vulnerable to our proposed DualVeil attack,
which achieves a high attack success rate while maintaining stealth. By
employing model constrained optimization, DualVeil reduces the de-
tectability of malicious models under defense scrutiny. Moreover, since
the backdoor trigger is optimized without altering the local training pro-
cess, DualVeil effectively evades detection by existing defense mecha-
nisms.

2.2. Backdoor attack

Backdoor attacks have attracted considerable attention due to the
growing deployment of deep neural networks and their inherent secu-
rity risks [28-30]. Traditional backdoor methods typically rely on man-
ually designed triggers (e.g., local patches) paired with target labels to
implant malicious mappings [13,31,32]. Because such explicit triggers
often produce perceptible differences between poisoned and clean in-
puts, research has shifted toward stealthier approaches, including in-
visible triggers [33,34] and trigger-optimization techniques [35,36]. In
this work, we further explore this direction in the federated learning
setting: by coordinating colluding malicious clients, we jointly optimize
model constraints and trigger patterns to inject Trojan backdoors while
preserving benign utility and minimizing detectability.

2.3. Backdoor attack in federated learning
Recent work has focused on optimizing trigger design to increase at-

tack success. For example, F3BA [21] and A3FL [37] obtain high success
rates by searching or learning effective trigger patterns. However, these
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Fig. 2. DualVeil framework comprises three components: (a) Persistence Optimization, which maximizes the backdoor parameters based on stable backdoor parameter
coordinates obtained, (b) Invisible Optimization, which generates local invisible triggers and injects them into the local model, and (c) Collusion Attack, which
evaluates local triggers based on the prior knowledge of the client and selects the local trigger with the best backdoor activation performance as the global trigger.

methods often introduce perceptible differences between poisoned and
clean samples. To improve stealthiness, approaches such as IBA [22]
propoe invisible triggers by crafting unique perturbations per backdoor
sample. Although IBA attains strong invisibility, its sample-specific op-
timization requires prior access to target samples at activation time,
which limits practical deployment.

Motivated by these limitations, and by the observation that stealthy
methods degrade substantially when local datasets are small or when
the number of participating clients is large, we propose generating a
single, dataset-level invisible trigger. The resulting triggered images are
visually indistinguishable from clean images while enabling effective
backdoor implantation under stricter federated constraints.

3. Method
3.1. Preliminaries

Federated Learning Setup. Consider a standard federated learning
setup [38-40] for an image classification task involving a set of par-
ticipating clients, denoted by M. Let u; represent the ith client, where
u; € N. Each client u; possesses a private local dataset D;, and the num-
ber of clients is denoted as |A'|. During the tth communication round,
client u; performs local training for serveral epochs to obtain a local
model §;,. The client then communicates with the central server, which
aggregates the received local updates to produce the global model 6, as
follows:

0, =01+ A0, —6,_1ly; €9), (@D)]

where, A denotes the server’s aggregation function, and S is the subset
of clients randomly selected by the server for participation in this round.
After aggregation, the updated global model 6, is distributed to all clients
for the next training round.

Capability of Attacker. We assume a set of malicious clients P C N
that can communicate among themselves to coordinate the attack (e.g.,
negotiate attack parameters). Each malicious client u, € P possesses a
private local dataset D, and has complete control over its local train-
ing procedure. Although attackers are aware of their own local training
details, they do not have prior knowledge regarding the server’s aggre-
gation function .4 nor the subset of clients S selected for aggregation in
each round.

Attacker’s Goal. The attackers aim to manipulate local updates by in-
jecting backdoor trigger A into the global model 8. The trigger is de-
signed in a way that, during the inference phase, the global model 6
outputs a predefined target prediction j for a triggered input %:

P=FpR), R=x+A,

where x denotes a clean input and % denotes the same input stamped
with trigger A. Concurrently, the attackers strive to preserve the model’s
utility on clean data, i.e

y=TFy(x)

The attackers pursue three objectives: (1) high attack success rate, (2)
trigger invisibility (imperceptibility), and (3) persistence of the back-
door across training rounds and aggregation.

3.2. Overview of DualVeil

DualVeil is designed to inject a backdoor into a FL framework by
leveraging collusion among malicious clients. It jointly maximizes the
persistence of backdoor-related parameters § while minimizing the vi-
sual visibility (imperceptibility) of the trigger A. DualVeil achieves this
using two complementary optimization modules: Persistence Optimiza-
tion (PO), which strengthens the longevity of the injected backdoor pa-
rameters and Invisible Optimization (IO), which refines an impercepti-
ble trigger. These modules are coordinated via interattacker communi-
cation (Collusion, CA).

Concretely, DualVeil targets two simultaneous objectives for the
backdoor attack: (1) trigger visual imperceptibility (that is, ensuring
the trigger is difficult to detect by eye), and (2) backdoor persistence
(that is, ensuring the malicious effect persists across multiple federated
training rounds). We conceptualize the backdoor as a computational re-
lationship between an input trigger and model parameters. For the first
objective, modifying the trigger to enhance visual imperceptibility can
reduce the correlation between the trigger and backdoor-related param-
eters, thereby weakening the formation of a stable backdoor mapping in
subsequent training rounds. To avoid the limits imposed by trigger ca-
pacity (for example, on CIFAR-10 a trigger occupies at most 3 x 32 x 32
pixels), DualVeil shifts part of its design focus to model parameters: dur-
ing early local training, we deliberately steer a subset of parameters to
become correlated with the trigger while keeping the trigger visually
imperceptible. By jointly constraining trigger perturbations and aligning
parameter updates with the gradient direction induced by the trigger,
DualVeil enhances backdoor persistence without sacrificing impercepti-
bility.

The overall pipeline of DualVeil is illustrated in Fig. 2, and the main
contributions are summarized below:

» Persistence Optimization (PO). PO performs targeted model poi-
soning by selectively modifying neuron parameters to increase the
persistence of the backdoor within the global model. This makes
the implanted backdoor more resistant to statistical defenses and
aggregation-induced dilution.
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¢ Invisible Optimization (I0). IO jointly optimizes the trigger A and
local model parameters by minimizing the cross-entropy loss on both
clean and poisoned samples while enforcing an imperceptibility con-
straint on A. This enables effective backdoor activation without con-
siderably declining clean-task performance.

Collusion (CA). During PO and IO, malicious clients communicate
and exchange attack-relevant information (for example, candidate
triggers, validation metrics, or gradient summaries, etc.). Such co-
ordination enhances both the optimization of backdoor persistence
and the generation and selection of imperceptible triggers.

The detailed DualVeil procedure is outlined in Algorithm 1. As Du-
alVeil does not alter the training procedure of benign clients, we only
describe the operations executed by malicious clients. At each communi-
cation round, upon receiving the global model §,_,, each malicious client
first performs Persistence Optimization , including an attacker commu-
nication step (Eq. (4)). Subsequently, Invisible Optimization refines the
trigger. A subsequent intraattacker communication step (see Eq. (13)) is
used to evaluate and select the best trigger. Finally, the malicious client
uploads its locally updated model to the server for aggregation.

Algorithm 1: DualVeil.

Input: Malicious clients u;,i € P, global model §,_,, previous
trigger A,_;, step size for backdoor parameter updates 5,
empirically set threshold for selecting backdoor
parameters s and each client i private dataset D;

Output: Local model 6, ,, A,

1 Function Main:

2 for u; in P do
3 9,-/,, < PO (6,_y, 6, s, D;);
4 0, A1, <10 (0], Dy A_y);

01,0, ~,Q|m « Eq. (13);
i = argmax;cp(Q;) //Collusion ;
At «— Af,t;
return ¢, ,,A;;

o @ N U

10 Function Persistence Optimization (PO):

11 O, <s < Ed. (2) ~(3);

13 for u; in P do

14 | & <Ea @;

16 Opackdoor < EQ. (5) ~ (6) ;

18 0], =01 — 6 - sign($pL(x, 9, B)) - Opacicqoors

19 return ¢/ ;

20 Function Invisible Optimization (10):

21 for ein E do

22 for B; in D; do

23 | A=Ay —nVs,, L0, B9
24 for e in E do

25 for B, in D; do

26 | 0= 0], — AVeL(B;, D);

27 return ¢, ,;

3.3. Persistence optimization

Previous studies [20,41] have shown that the persistence of back-
door attacks depends on whether backdoor-related parameters are over-
written by model updates associated with the main task. Building upon
this observation, we introduce a novel optimization strategy that inte-
grates parameter selection with malicious client collusion in FL. Un-
like prior approaches that are focused on single-client training and
solely rely on local data to evaluate backdoor persistence, our proposed
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method enables collaborative parameter selection among multiple ma-
licious clients. This collaboration enhances adaptability and robustness
by mitigating the limitations of isolated evaluations. Specifically, per-
sistence optimization is achieved by jointly optimizing historical sta-
ble parameters and current stable parameters,which resulting in a per-
sistently optimized model 6/. By leveraging collusion among malicious
clients, the proposed approach remains effective even in large-scale FL
scenarios that involve numerous participants.
History Stable Parameters. DualVeil identifies a set of stable param-
eter coordinates ®, whose update amplitudes remain small across the
update of the historical global model set W = {6,_,, ... 6,_;}. Specifi-
cally, during each federated communication round, we record the global
model updates within a sliding time window sized w and maintain a col-
lection of historical global models . Once the number of stored models
in W reaches a predefined limit, we maintain a collection of historical
global models in W. The parameter variations across all historical mod-
els are evaluated before local training begins. Let ® denote the coordi-
nate indices of the global model parameters 6, where 6, , represents the
kth neuron parameter in the /th layer of the model. For each parameter
coordinate (/, k), 0, sy and 6, , denote the mean and standard devia-
tion of 6, ,, respectively, which is computed over all models within W.
For the convenience of reading, we omit the subscripts / and k in the
following derivations. The corresponding formulation is as follows:
_ Z,W )
T
W)
0, =1/1WIy| D0 - 6,),
t

@

where |W)| denotes the number of models contained in the historical
model set W. Based on the standard deviation of each global model pa-
rameter coordinate computed above, we identify the parameter coordi-
nates whose update magnitudes remain within a small deviation range,
as formulated below:

0y, <s = L5 1) <), 3

where @y, ., denotes the result of the indicator function 1(-) applied
to 6, with a threshold s, which is an empirically set threshold.
This threshold s is used to identify parameters whose variations remain
within a stable range across the historical global models, which is repre-
sented by Op, s+ Thus, ©,, thus represents the set of historically stable
parameters within the window w. Subsequently, we shift our focus to
the stable parameters in the current round of updates.

Current Stable Parameters. We consider the gradient g; of the local
model computed on the local dataset of each malicious client u;. The
gradient g; reflects the magnitude of parameter updates contributed by
a single client. DualVeil leverages collusion among malicious clients to
jointly evaluate smaller gradient regions across their models to miti-
gate the influence of varying local data volumes. A smaller gradient
indicates that the corresponding parameter has lower importance to the
main task, and thus, it can be a reference to identify the current stable
parameter coordinates ©, associated with the backdoor parameters. In
the rth communication round, the average update gradient g, , 4, of the
global model parameters 6,_; is computed as follows:

P

G S 4
Suan = 2 ] @
where P denotes the set of malicious clients and |P| denotes its size.
Eq. (4) computes the average gradient g, for the (/, k)th parame-
ter across all malicious clients. We then use this average gradient as a
threshold to identify the coordinates of model parameters with small
gradients:

eg,sg, = 1(g k) < 8rp) ()

where ©, <g, represents the coordinates of model parameters with
smaller gradient update magnitudes in the current round training. Upon



M. Zhang et al.

obtaining historical stable parameter coordinates ®,_, and the current
stable parameter coordinates ®, <g;, DualVeil leverages the update
direction of the previous trigger sensitive parameters A,_; to perform
maximization-constrained optimization on the local malicious model.
Persistence Parameter Optimization. Persistence parameter optimiza-
tion utilizes the stable parameter coordinates ©y,, ; and ©, .z, obtained
from the previous two steps as coordinate constraints to maximize the
optimization of backdoor parameters. During federated aggregation, up-
dates to the global model minimally impact on the historically stable
parameters that correspond to Op, s+ Similarly, during local training,
the parameters associated with eg, <z, undergo relatively minor changes
during local training. Using the local dataset D;, we minimize the inter-
ference with aligning the corrdinate poisitions of ©y, ., and ©, 5, to
derive the coordinate set ®p,crdoor» Which maximizes the persistence of
the backdoor parameters. The formulation can be given as:

Obackdoor = Op, <5 A O, <z, )

where A denotes the logical AND operator, indicating that only parame-
ters satisfying both the conditions are selected. Upon obtaining the can-
didate coordinate positions ©,.;..-» We compute the parameter update
direction for the local model parameters using images stamped with the
trigger:

sign(ng L(x,9,0,_1)

where L represents the loss function for the backdoor task. This update
direction is a constraint for optimizing the backdoor parameters. We in-
troduce an optimization control parameter § to control the update mag-
nitude. The change in backdoor parameters corresponding to ©,.i4oor
can be formulated as follows:

0, =0,_; =05 sign(fg,_ L(X,9,8_1) Opacrdoors )
where A,_; denotes the trigger optimized in the (+ — 1)th communica-
tion round, j denotes the backdoor target label, and V,, £ represents
the gradient of the model parameters. The function sign(-) denotes the
sign operation, and § denotes the step size for updating the backdoor
parameters. The update is performed on a hypersphere centered at the
current model parameters 6,_,.

3.4. Invisible optimization

We design an internal minimization process that iteratively updates
the trigger by reducing the discrepancy between clean and poisoned
samples, enabling the derivation of an imperceptible trigger A. Similar
to the persistence optimizer, this optimization is performed on the local
dataset D;, ensuring that the trigger adapts to the client’s data distribu-
tion. Specifically, the previous trigger A,_; is optimized with respect to
either the previous global model 6,_, or the persistence-optimized model
6/, producing the updated trigger A, depending on whether the current
federated round employs persistence optimization. The optimized trig-
ger A, is subsequently embedded into the local model 6, ,, and the resul-
tant backdoored model is uploaded to the server during communication
round 7.

Trigger Optimization. At the beginning of the attack, each mali-
cious client randomly initializes its trigger A,; during the preparation
phase, before federated training. In the rth communication round, mali-
cious clients collaboratively perform invisible optimization on the pre-
viously shared trigger A,_,, generating the updated trigger A, , for local
training.

A=Ay =X Vy, LD, §,0;) + L1(x, ), (8
where A;; denotes the trigger optimized by client u; during the rth com-
munication round, # refers to the learning rate fortrigger optimization,
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and V,, L represents the gradient of the loss with respect to the trig-
ger. L denotes the ¢, loss that measures the perceptual difference be-
tween the clean image x and the poisoned sample %. The loss is defined
as follows:

Ly= wa ZZ'X’J %l €©)

where H, W denote the height and width of the image, respectively.
Backdoor Inject. In this stage, each malicious client constructs poi-
soned (backdoor) training samples from its local dataset D;. We parti-
tion D; into mini-batches B s where j = 1,2,...,|D;|/b and b denotes the
batch size. For each batch B ;, a fraction r (the poisoning rate) of samples
are selected and stamped with the trigger to from the poisoned batch
Bj."’s". Let S; C B, be the set of selected sample swith |.S;| = |r-|B]].
Then

BY” = (B;\'S;) U {x+AD|xeS;),

where A denotes the trigger and y denotes the backdoor target label.
The poisoned batches B°*° are used during local training to inject the
backdoor into the model. The process of stamping the trigger onto a
clean image is given by:

X = clip(x +4,;,, min(x), max(x)), (10)

where clip(-) enforces valid pixel bounds (e.g. [0, 1] or [0,255] based on
image normalization).

Each malicious client updates its local parameters by minimizing the
training loss on the poisoned batch to inject the backdoor while preserv-
ing the main-task accuracy. Simply,

min L(BY*; 0,,), an

and a single gradient-descent update can be expressed as

00 = 0], — AVoL(B); 6],), 12)

where 4 denotes the learning rate for model updates, and H:J denotes the
initialization used for the local update (either the persistence optimized
local model or the previous global model 6,_,, depending on whether
persistence optimization is applied and whether the historical window
W has reached size w).

3.5. Collusion attack

The collusion process of DualVeil comprises two stages. The first stage
occurs during the malicious client gradient aggregation step in Eq. (4).
The second stage takes place immediately before server-side aggrega-
tion in the current communication round 7. All malicious clients u;,i € P
communicate before the global model aggregation to improve attack
effectiveness. Each client shares the locally obtained candidate trigger
A;, with the malicious clients set P, and an optimal trigger for the cur-
rent round is selected from these candidates. Speciffically, each mali-
cious client u; evaluates each candidate trigger A;,,j € P on its local
dataset D; and then shares the evaluation results with the other mali-
cious clients. Each client contributes to the attack success rate of each
candidate trigger on its local data. These values are accumulated across
the malicious set to form an aggregate score Q, for each candidate p.

P
0,= Y eval(D;A,;.0,).p=12,....|P|, 13)
i

where eval(-) returns the backdoor task accuracy on a specified dataset

and A, denotes the model used for evaluation in round ¢. The candidate

with the highest aggregate score is selected as the global trigger for

round #:

i=arg max(Q;),
ieP (1 4)

Ar «— A?,t’
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Table 1
Detailed settings for federated learning.
Dataset Model Features batch sizeb  Ir Dirichlet «  Epoch
CIFAR-10 VGG11 3x 32 x 32 64 0.01 0.9 2
CIFAR-10 ResNet18 3x32x32 64 0.01 0.9 2
TinylmageNet ResNet18 3x 64 x 64 64 0.01 0.9 2

where 7 indexes the trigger that achieves the maximal accumulated suc-
cess across malicious clients and A;, is selected as the global trigger for
this round.

4. Experiments
4.1. Experimental setup

The Detail of Federated Learning. In our federated learning setup, a
total of || = 1000 clients independently train their local models for a
fixed number of epochs using their respective local dataset, and sub-
sequnetly communicate with the server. During each communication
round, the server randomly selects |S| = 10 client model updates from
the 1000 clients to aggregate the global model. The aggregation step em-
ploys an aggregate learning rate Ir,,, = 0.5 to control the update mag-
nitutde of the global model. To evaluate performance under small-scale
scenarios, we also conduct experiments with only |N'| = 20 clinets. De-
tailed experimental settings are summarized in Table 1.

Datasets. We consider two widely used benchmark datasets for image
classification: 10-class color image dataset CIFAR-10 [42] and 200-class
dataset TinylmageNet [43]. The CIFAR-10 dataset consistes of 50,000
training images and 10,000 testing images. with each image having a
size of 32 x 32. TinyImageNet contains 100,000 images of 200 classes
(500 for each class) downsized to 64 x 64 colored images. Each class
has 500 training images, 50 validation images and 50 test images. For
both datasets, we adopt a setting of non-IID data distribution. Unless
otherwise specified, we use Dirichlet sampling with a = 0.9 to simulate
non-IID distributions. Among them, the degree of non-IID increases as
a decreases.

Models and Training Rounds. We conduct experiments using VGG11
and ResNetl8 on the two datasets. Specifically, both VGG11 and
ResNet18 are evaluated on CIFAR-10, while only ResNet18 is used
for TinylmageNet For experiments with 20 clients, models are trained
from scratch for 400 federated communication rounds on CIFAR-10 and
100 rounds on TinylmageNet, and the results are recorded. For exper-
iments with 1000 clients, we continue training a pre-trained models:
the VGG11(pre-trained for 600 rounds) is further trained for 1400 addi-
tional rounds, totaling 2000 rounds. Similarly, the ResNet18 model (pre-
trained for 1900 rounds) is further trained for 600 additional rounds,
reaching a total of 2500 rounds.

For fair comparison, all comparative methods are evaluated under

the same experimental settings: they use identical pre-training sched-
ules, local-training hyperparameters, data partitions, and aggregation
protocols. Specifically, for local training, to maintain attack consistency,
malicious clients are trained with a learning rate of /r, =.002 for 5
epochs, while benign clients are trained with /r = 0.01 for 2 epochs. If a
baseline requires any special configuration, we explicitly describe it in
the corresponding experimental section.
Baseline and Attack Setting. We compare DualVeil against five rep-
resentative backdoor attacks: DBA [44], CerP [45], Neurotoxin [20],
F3BA [21], and IBA [22]. For DBA, the trigger is partitioned into four
complementary patches so that every group of four colluding malicious
clients can assemble a complete trigger. For IBA, we adopt a UNet as
the trigger generator, which is trained locally on a malicious client to
produce sample specific invisible triggers.

For DualVeil, to minimize the impact of Persistence (parameter)
Optimization on clean accuracy, we perform only 200 federated com-
munication rounds dedicated to parameter optimization. The histori-

cal global-model window size is set to w = 10. Parameter-selection and
update-control hyperparameters are setas s = 5 x 107 and 6 = 1 x 1074,
respectively. During trigger optimization, the trigger learning rate is
n = 0.01, and the perturbation budget for the trigger is ¢ = 8/255.
Moreover, during local training, the trigger is applied to 5 images per
batch, with a batch size of b = 64. For ease of comparison, in the exper-
iments reported in Tables 2 and 3, malicious clients use a learning rate
of Ir, = .002 to train for e = 5 epochs. In other experiments, unless oth-
erwise specified, both malicious and benign clients perform local train-
ing with the same learning rate /r = 0.01 and number of epochs e = 2.
We emphasize that for federated learning with 20 clients, the model
is trained from scratch. In contrast, for federated learning with 1000
clients, training is conducted on a pretrained model obtained after 1900
epochs in the federated learning setting. In this pretrained model, the
configurations are the same as previously described, and since malicious
clients do not need to inject backdoors, their local training follows the
same settings as benign clients, using a learning rate of /r = 0.01 and
e = 2 epochs.
Defense Method in Federated Learning. To evaluate the robustness
of DualVeil, we consider five representative aggregation based defense
mechanisms: FedAvg [1], Deepsight [24], FoolsGold [25], Mkrum [27],
and RLR [26]. Each of these defenses employs distinct strategies to miti-
gate malicious updates in federated learning, as described in Section 2.1.
Below, we provide the implementation details of these aggregation algo-
rithms. In Deepsight, 256 noise images are randomly generated to sim-
ulate real inputs. The neuro activation differences between the global
model and each local model are then evaluated to identify and filter out
potentially malicious updates. In RLR, the symbolic threshold is set to
r = 2. Specifically, the parameter directions (denoted as +1 or —1) for
the same coordinate across clients are cumulatively summed. If the final
sum exceed 2, the output direction is set to +1, otherwise, it is set to —1.
In Mkrum, the server aggregates the global models of the first |.S| — f
clients with the smallest #,-norm distances, where |.S| is the number of
selected clients in each FedAvg communication round and f denotes the
maximum number of malicious clients that Mkrum can tolerate.
Metric. The effectiveness of the proposed attack method is evaluated in
terms of Accuracy (Acc) and Attack Success Rate (Asr). Accuracy mea-
sures is the proportion of clean samples that are correctly classified into
their true categories in the test dataset. Asr represents the proportion of
non-target samples that are misclassified into the specified target cate-
gory after the trigger is added. Formally, Acc and the Acc and Asr are
computed as follows:

ZDM’ ]l(r(xclean)’ y)

Acc = X 100%,
|Dtest| (15)
Dfe:r/(x.ﬁ) 1(F X + A). P
Asr = Z ( (xclean )’ y) X 100%’
|Dtest/(x4,ﬁ) |

where 1(-) denotes the indicator funciton and 7 denotes mapping of
the Deep Nueral Network (DNN) from input to output. Here, x,,,,, de-
notes a clean input images, A is the backdoor trigger, y is the true label
of an input, and § denotes the backdoor target for the triggered input
Xclean T A. Let | Dy, | be the test dataset. We denote by D, /(. 5 the sub-
set of the test dataset obtained by excluding samples corresponding to
the pair (x, ) (i.e., samples of the backdoor target class used for evalua-
tion). In addition to reporting Acc and Asr, we evaluate the persistence
of the backdoor after the attack is stopped. The persistence is quanti-
fied by monitoring the ASR over subsequent training epochs; the decay
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Table 2
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Performance comparison between DualVeil and five state-of-the-art attack methods under 20 clients. Malicious clients locally train for 5 epochs with Ir, = .002,
while benign clients train for 2 epochs with /r = 0.01. All models are trained from scratch for 400 rounds on CIFAR10 and 100 rounds on TinyImageNet.

Datasets Models Defenses NoAtt DBA CerP Neurotoxin F3BA IBA DualVeil
Acc Acc Asr Acc Asr Acc Asr Acc Asr Acc Asr Acc Asr
CIFAR-10 VGG11 FedAvg 82.69 82.62 96.36 81.39 97.44 81.86 9273 82.62  99.97 81.18 93.11 82.62  96.48
Deepsight 82.07 8232 9838 7756 97.08 80.49 97.81 82.24  100.00 80.34 94.02 81.77 92.76
Foolsgold 82.47 82.67 96.58  81.21 97.78  82.04 95.28  83.22 100.00 80.24 93.78 8292  98.67
Mkrum 78.22 80.96 96.17 80.19 96.92 80.11 95.30 81.15 99.93 78.01 88.51 80.88 98.97
RLR 80.52 82.14 96.37 81.85 95.41 82.34 94.03 8253 100.00 80.69 96.97 8190 98.30
ResNetl8  FedAvg 77.97 75.78 9776  76.10 98.68 78.05 97.81 77.39 100.00 7495 9424 76.18 99.21
Deppsight ~ 77.81 77.45 98.73 76.20 8337 77.73 97.06 77.23 100.00 74.09 98.36 77.58  99.25
Foolsgold 76.83 77.05  98.67  76.61 91.13 7796 97.27 77.99 100.00 74.47 9886 77.22  99.70
Mkrum 73.67 71.69 9897 7369 98.14 7485 9748 7533 02.63 7472 7756  75.61 99.56
RLR 77.26 76.20 97.53 76.52 98.54 77.92 96.16 77.46 100.00 72.33 98.42 76.85 98.82
Tiny-ImageNet ~ ResNetl8  FedAvg 41.24 39.40 2566 3548 92,60 38.18 2245 39.78  33.70 36.20 70.05 3842 79.85
Deppsight ~ 39.32 38.54 1445 3278 9493 3898 2424 3872 12.36 37.32 69.12 3824 74.01
Foolsgold 38.61 36.72 19.15 33.30 92.74 38.34 21.66 37.34 21.42 36.92 82.35 38.46 79.65
Mkrum 33.24 33.44 6838 3372 00.28  35.66 19.93 34.70  00.26 27.32  66.87 3392  93.48
RLR 34.40 3294 5867 3414 86.09 36.88 13.76  38.04  34.07 35.16 75.13  34.06  87.49

Table 3

Performance comparison between DualVeil and five state-of-the-art attack methods under 1000 clients. Malicious clients locally train for 5 epochs with
Ir, = .002, while benign clients train for 2 epochs with /r = 0.01. On VGG11, training continues from a pre-trained model after 600 rounds to 2000 rounds,
and on ResNet18, from 1900 rounds to 2500 rounds. Compared with Table 2, the only differences lie in the increased number of clients and the use of models
pre-trained for 1900 rounds under the same settings, which highlights the performance of DualVeil in large-scale federated learning.

Datasets Models Defenses NoAtt DBA CerP Neurotoxin F3BA IBA DualVeil
Acc Acc Asr Acc Asr Acc Asr Acc Asr Acc Asr Acc Asr
CIFAR-10 VGG11 FedAvg 79.93 77.06 90.33 78.27 85.93 79.52 83.15 78.72 98.77 79.11 57.14 79.51 90.94
Deppsight 79.30 79.33 91.03 79.18 84.62 84.47 87.62 78.81 99.30 79.04 50.25 79.85 86.93
Foolsgold 78.15 78.93 84.44 78.16 86.78 83.46 88.95 79.43 98.83 79.34 14.50 78.61 84.96
Mkrum 79.97 79.06 85.86 79.14 86.76 79.31 81.55 79.42 98.06 79.08 45.17 79.20 89.62
RLR 78.00 79.06 88.97 79.20 84.73 80.16 80.43 78.21 98.37 79.32 48.23 79.35 90.76
ResNet18 FedAvg 77.72 76.86 87.46 76.33 95.00 77.32 83.24 69.98 94.68 77.76 65.37 76.95 96.66
Deppsight 77.66 76.56 88.78 76.41 94.17 77.05 82.54 69.35 80.53 76.74 57.90 76.89 97.36
Foolsgold 76.83 77.05 26.93 76.97 77.64 77.07 79.81 69.06 81.35 76.86 26.98 77.49 89.16
Mkrum 77.36 77.31 24.14 76.99 67.15 77.07 77.07 77.03 10.50 76.78 56.64 77.42 94.88
RLR 77.57 76.94 77.50 77.04 93.55 77.12 80.81 71.28 91.24 77.52 51.74 77.06 96.56
Tiny-ImageNet ResNet18 FedAvg 34.60 34.22 88.88 34.38 87.51 34.26 91.87 28.30 97.10 33.50 25.90 34.50 96.46
Deppsight 33.96 33.28 88.44 33.38 85.92 33.50 90.53 32.82 99.59 33.78 40.50 33.58 97.80
Foolsgold 33.92 33.66 87.59 33.90 00.58 33.16 91.33 32.42 99.61 34.48 21.04 35.28 97.28
Mkrum 31.60 34.94 93.82 30.84 95.31 31.54 94.55 31.10 07.73 33.88 36.06 35.58 98.79
RLR 33.90 33.54 90.81 33.28 92.16 33.24 89.10 33.46 99.95 32.82 27.31 33.24 98.23
Table 4
Performance comparison (mean + std) of different attacks under varying numbers of clients.
Clients Models DBA CerP Neurotoxin F3BA IBA DualVeil
Acc Asr Acc Asr Acc Asr Acc Asr Acc Asr Acc Asr
20 VGG11 77.53 98.27 77.22 98.14 77.46 97.34 77.54 99.77 77.54 95.15 77.67 98.36
(+0.27) (+0.04) (0.42) (+0.23) (+1.44) (+0.26) (0.31) (+0.39) (+0.29) (+5.67) (+0.18) (+0.16)
ResNet18 75.84 95.85 75.67 98.27 72.28 89.72 65.07 97.67 75.38 68.18 76.23 98.16
(+0.60) (x0.79) (x0.70) (+0.88) (+1.87) (+2.31) (+6.53) (+1.28) (+0.06) (£30.49)  (£0.94) (+1.57)
1000 VGG11 81.85 95.79 82.24 95.93 82.78 94.61 82.19 97.45 82.05 82.13 82.86 95.77
(+1.06) (+1.82) (+0.07) (£1.67) (+0.11) (+0.65) (+0.22) (+1.68) (+0.99) (£21.39)  (x0.37) (+2.44)
ResNet18 73.22 92.05 77.48 88.09 79.36 87.82 78.86 96.18 76.96 80.15 78.56 93.87
(+£9.20) (£3.27) (+0.45) (+£2.44) (+0.74) (£1.20) (+0.30) (+2.80) (£3.07) (£4.96) (+0.68) (£0.61)

of the backdoor is characterized both by the reduction in ASR and by
the number of epochs (or rounds) during which the backdoor remains
effective above a chosen threshold.

4.2. Experimental results

Compared Attack Baselines. In Tables 2 and 3, we comprehensively
compare DualVeil with five representative backdoor attacks under vari-
ous aggregation strategies. Table 2 reports results for the small-scale set-

ting with 20 clients, among which 20% are malicious. In each commu-
nication round, the server randomly selects 10 clients for aggregation.
Under this setting, all attacks achieve over 90% Asr on the CIFAR-10,
which is largely attributable to the relatively abundant local data held
by each client that mitigates the decentralization effect. Additionally,
in Table 4, we conduct multiple runs for different attacks under the Fe-
dAvg baseline, reporting the mean and standard deviation over three
independent trials for each method and corresponding model architec-
ture.
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Fig. 3. Different attacks on the performance of FedAvg in each federated learning communication round. The performance of different attack method in FedAvg
with each federated learning communication round. The malicious clients local train with /r, = .002 for 5 epochs and use constraints ¢ = 8/255 to generate invisible

trigger A.
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Fig. 4. DualVeil performance with an invisible trigger A under a constraint of ¢ = 4/255 is evaluated under different defense mechanisms. Unlike the settings in
Fig. 3, here we report the results obtained when both malicious and benign clients perform local training with a learning rate of /r = 0.01 for 2 epochs.

Notably, F3BA attains a particularly high Asr on CIFAR-10 by di-
rectly optimizing a fixed 3 x 3 patch as the trigger. However, such ex-
plicit trigger patterns are easily perceptible and therefore risk compro-
mising stealth in practice.

In contrast, Table 3 presents a more challenging setting with 1000
clients, where 20% are malicious and only 10 clients are randomly se-
lected per round. In this large-scale and highly decentralized regime,
where each client holds far less data, the effectiveness of backdoor at-
tacks generally degrades, as reflected by reduced Asr values.

Despite the increased difficulty, DualVeil consistently demonstrates
strong attack performance across different model architectures and fed-
erated settings. Specifically, on CIFAR-10 with VGG11, DualVeil at-
tains Asr values ranging from 84.96% to 98.97%, while with ResNet18,
the range is 89.16% to 99.70%. This robustness arises from the
optimization-driven stealthy trigger mechanism, which allows DualVeil
to preserve high effectiveness and adaptability under diverse federated
configurations.

Attack Performance Per Communication Round. Fig. 3 illustrates the
performance of both the backdoor and main tasks during each communi-
cation round of federated learning under different attack methods. The
results are evaluated in a setting with 20 clients, where malicious clients
perform local training with a learning rate of /r, = .002 for 5 epochs,
and benign clients use a learning rate of /r = 0.001 for 2 epochs. The
perturbation constraint e = 8/255 is applied to generate the impercep-
tible trigger A. As shown, DualVeil, F3BA, and CerP all achieve strong
backdoor performance. However, compared to DualVeil, F3BA slightly
impacts the main task after the attack converges, while CerP exhibits
slower backdoor convergence. These results further highlight the supe-
riority of DualVeil in backdoor attacks.

As shown in Fig. 4, under DualVeil with a trigger constraint of
€ =4/255, Acc and Asr are evaluated across different aggregation al-
gorithms. In this setting, malicious clients are trained for 2 epochs with
alearning rate of /r, = .01. This configuration differs from that in Fig. 3,
where ¢ = 8/255 was used. On one hand, the smaller trigger constraint
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Fig. 5. The persistence of backdoor tasks. The malicious client stops attacking after 200 rounds and conducts normal training like a benign client (using clean
data). In each attack method, the malicious clients train the local model for epochs e = 5 with a learning rate /r, = .002. Additionally, DualVeil applies a constrain of

€ = 8/255 to the trigger.

reduces the strength of the trigger; on the other hand, the fewer local
training epochs for malicious clients result in slower convergence of the
backdoor attack.

We conclude that metrics related to DualVeil’s Asr depend on the

trigger constraint ¢ and the number of local training epochs performed
by malicious clients. However, these factors also affect the stealthiness
of the trigger samples and the concealment of the backdoor within the
model.
Backdoor Task Persistence. In this experiment, we evaluate the per-
sistence of backdoor behaviors induced by DualVeil. We start from a
pre-trained model that has been trained for 1900 federated rounds. We
then perform 200 rounds of backdoor attacks and subsequently continue
training under benign (normal) conditions.

As shown in Fig. 5, after the attack is stopped the federated training
proceeds. By round 3,000, among the six attack methods considered,
DualVeil exhibits the smallest degradation in attack performance and
maintains the highest Asr in the global model.

Table 5 reports the attack performance of the six methods both at
the end of the attack phase and after continued benign training. Af-
ter 800 rounds of benign training following the attack, DualVeil’s ASR
drops from 95.76% to 70.41%, a reduction of 25.45%. By contrast, al-
though CerP and F3BA achieve relatively high ASRs immediately after
the attack (e.g., 87.21% and 84.96%, respectively), their ASRs decrease
by 37.66% and 55.66% during subsequent benign training.

These results demonstrate that collusion enabled parameter selection
effectively identifies backdoor relevant parameters that are less tied to
the main task. By maximizing and reinforcing such parameters, DualVeil
substantially extends the persistence of the backdoor behavior, making
the attack more durable under continued benign training.

These results demonstrate that the collusion based parameter selec-
tion effectively identifies backdoor relevant parameters that are less as-
sociated with the main task. By maximizing and reinforcing these pa-
rameters, DualVeil substantially extends the persistence of the backdoor
behavior, making the attack more durable under continued benign train-
ing.

Invisible Trigger. In this section, we visualize and evaluate the effec-
tiveness and stealthiness of the generated triggers. As shown in Fig. 7,

Table 5
2100 rounds and 3000 rounds of Asr (backdoor attack started in 1900
rounds, and training resumed normally after stopping the attack in

2100 rounds).
Dataset Method Attack End rounds ~ Training End Round
2100 round 3000 round
CIFAR-10  CerP 87.21% 49.55%
BDA 61.34% 16.63%
Neurotoxin 61.17% 25.84%
IBA 21.82% 6.04%
F3BA 84.96% 29.30%
DualVeil 95.76% 70.41%

we present a visual comparison between clean and poisoned samples on
the Tiny-ImageNet dataset. The first and third rows show the clean sam-
ples, while the second and fourth rows display the corresponding poi-
soned samples with the embedded triggers. The triggers generated by
DualVeil are visually indistinguishable from the clean samples, clearly
demonstrating their stealthiness.

To further investigate imperceptibility of the triggers. Fig. 8 visu-
alizes the results on the CIFAR-10 dataset under a tighter perturbation
constraint of ¢ = 4/255. For each example, we sequentially present (from
left to right) the clean image, its corresponding Grad-CAM heatmap, the
poisoned image, and the Grad-CAM of the poisoned sample. The visual
differences between the clean and poisoned images are visually neg-
ligible, confirming that the trigger introduces minimal perceptual dis-
tortion. Moreover, the Grad-CAM results reveal a distinct shift in the
model’s attention regions after trigger insertion , activating unrelated
spatial regions and thereby successfully triggering the backdoor behav-
ior.

Fig. 6 visualizes clean images and backdoored images generated by
various attacks. For CerP, we use a trigger with the same shape as the ini-
tial DBA trigger for visualization purposes. The initial trigger for F3BA
is similar to that of Neurotoxin, but after several rounds of optimization
the patch evolves into random noise. In the case of IBA, the trigger is
generated by training a separate UNet for each local client, which is con-
strained by the amount of local data available. As a result, the trigger
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Fig. 6. Table visualizes clean samples and backdoored samples under various attack methods.

Fig. 8. Visualization results of DualVeil t rigger A at constrain e = 4/255.

for each image varies slightly. Our proposed attack introduces subtle,
visually imperceptible perturbations while ensuring a high attack suc-
cess rate. Table 6 presents quantitative evaluations of poisoned samples
generated by different attack methods in terms of SSIM (Structural Simi-
larity Index) and PSNR (Peak Signal-to-Noise Ratio). SSIM measures the
perceptual similarity between the original and poisoned images, while
PSNR quantifies overall image fidelity. Our method achieves higher im-
age fidelity and lower perceptual distortion, demonstrating the effec-
tiveness and stealthiness of the proposed trigger design.

Ablation Experiments. To evaluate the contribution of the ronePer-
sistence Optimization (PO) to extending the persistence of the back-
door, we evaluate the backdoor task persistence under two hyperpa-
rameter settings. Fig. 9 corresponds to malicious clients training for 5

10

Table 6
SSIM and PSNR comparison of poisoned samples generated by different back-
door attack methods.

Metrics DBA CerP NeurotoXin F3BA IBA DualVeil
SSIM 0.9219 0.9219 0.9455 0.9594 0.9432 0.9485
PSNR 26.6524 26.6500 28.8274 28.2587 31.2850 32.1910
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Fig. 9. The impact of with or without a PO on the persistence of backdoor tasks
in the global model. Malicious clients start DualVeil attack at 1900 round, using
Ir, = .002 for 5 epochs of training. Stop attacking after 200 rounds and use clean
data for normal training to 3000 round.
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Fig. 10. The impact of with or without a PO on the persistence of backdoor
tasks in the global model. Malicious clients start DualVeil attack at 1900 round,
using Ir, = .01 for 2 epochs of training. Stop attacking after 200 rounds and use
clean data for normal training to 3000 round.

local epochs with a learning rate of /r, = .002, while Fig. 10 corresponds
to training for 2 local epochs with /r, = .01.

From Fig. 9, at the end of the attack phase (round 2100), the Asr
increases from 68.18% to 95.76%, an improvement of 27.58%, whereas the
main task accuacy (Acc) decreases only slightly from 76.82% to 75.50%
(a decrease of 1.32%). After continued benign training until round 3000,
the main task accuracy remains stable (about 77.26%) with or without
ronePO, while the Asr rised from 49.04% to 70.41% (an improvement of
21.37%)
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Fig. 11. Impact of hyper-parameters § and s in DualVeil.

In Fig. 10, at round 2100 the Asr rises from 85.35% to 89.17%, an in-
crease of 3.82%, while the accuracy decreases by 4.35%. By round 3000,
the Asr decreases from 70.41% to 55.36%, a drop of 15.05%, whereas the
attack accuracy changes only slightly from 77.02% to 77.44%, showing
minimal difference. The orange shaded area in Fig. 10 highlights that, af-
ter stopping the attack at the round 2100, the performance gap between
runs with and without parameter injection gradually became evident.
This observation further underscores the contribution of the ronePO in
enhancing attack accuracy and prolonging the backdoor persistence.

Through the above comparison, we find that at the round 2100, the
influence of the ronePO on Asr is more pronounced in this setting. This
can be attributed to the fact that malicious clients perform more lo-
cal training, which increases the disparity between the global and local
models, thereby reducing the effectiveness of backdoor attacks that rely
solely on optimized triggers.

Moreover, our empirical results indicate that the persistence of the
backdoor task continues to extend even after the Parameter Optimiza-
tion phase has ceased. As training progresses, the impact of parameter
optimization on the main task’s performance becomes nearly negligible.
Hyper-Parameters. In the section, we evaluate the hyper-parameters
of the ronePO. Fig. 11 show DualVeil performance under variations of
the hyper-parameter while holding either s or 6 fixed. We observe that
small changes in 6 have a limited effect on extending longevity of the
backdoor: as the number of federated communication rounds increases,
updates constrained to the §-sphere do not substantially prolong back-
door lifetime. However, § has a more pronounced effect on Asr. For
example, in Fig. 11a during the update between the 1900 and the 2100
round, larger values of § increase DualVeil’s Asr, consistent with the
intuition that parameter updates on the 5-sphere can move model pa-
rameters in direction that reinforce the backdoor. Note that excessively
large 6 may also increase the detectability of the backdoored model by
defense mechanisms.

In contrast, Fig. 11b highlights the important of the parameter se-

lection threshold s for extending backdoor persistence. Larger threshold
values tend to further enhance persistence. Our Empirical results indi-
cate only a small difference between s = 5e~* and s = le~* was minimal,
suggesting that choosing s = Se~* is sufficient for identifying neuron pa-
rameters that are insensitive to the main task.
Trigger and Backdoor Activation. Because the trigger is obtained by
optimizing a loss function, we are concerned that it might capture class-
specific features rather than model-specific vulnerabilities. This would
contradict the desired behavior of backdoor, which should be effec-
tive primarily on the backdoored model and not generalize across unre-
alated. To examine this, we evaluate the generalizability of the learned
trigger under two federated learning settings with 20 and 1000 clients,
respectively. In both setting, 20% of the clients are malicious. In these
experiments the malicious clients participate in the local training but
do not contribute malicious updates to the server aggregation (they re-
ceive the distributed global model but refrain from uploading poisoned
updates), which isolates the trigger’s effect from model poisoning.
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Table 7
Acc and Asr in a 20-client federated learning setting on CIFAR-
10, where malicious clients are excluded from model aggrega-

tion.
Clients ~ Models 0 round 100 round
Acc Asr Acc Asr
20 ResNet1l8  10.00%  00.00%  75.65%  02.31%
VGG11 10.00%  00.63%  81.43%  02.01%
Table 8

Acc and Asr in a 1000-client federated learning setting on
CIFAR-10, where malicious clients are excluded from model ag-

gregation.
Clients ~ Models 1900 round 2000 round
Acc Asr Acc Asr
1000 ResNet18 74.09% 03.33% 75.01% 02.52%
VGG11 71.09% 00.38% 74.05% 02.88%
. voppss 24 | P10
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Fig. 12. Impact of the malicious clients number in DualVeil.

This setup allows us to distinguish whether the trigger exploits model
specififc vulnerabilities or merely encodes class-specific patterns. As
shown in Tables 7 and 8, across 100 communication rounds the attack
success rate remains low when malicious updates are not aggregated,
indicating that the learned trigger does not generalize across models
and is not simply a class based exploit. Morevoer, As shown in Fig. 10
, when only 10 malicious clients are present among 1000 participants,
the backdoor attack still attains an ASR exceeding 46%, demonstrating
that DualVeil can successfully inject backdoors even when the fraction
of malicious clients is very small.

The Impact of the Number of Malicious Clients. In Fig. 12, we in-
vestigate the effect of varying the number of malicious clients on the
attack performance. Specifically, we limit the number of participating
malicious clients to |P| = {10, 50, 100, 150, 200,250} out of a total of 1000
clients. We record the backdoor Asr at round 2500. The results show that
even with only 10 malicious clients, the backdoor task can still be suc-
cessfully injected, achieving an Asr of 46.3%. This finding demonstrates
that DualVeil remains effective in injecting persistent backdoors into the
global model even when the proportion of malicious clients is extremely
small.

The Implact of the Non-L.I.D. We further analyze the influence of non-
LI.D. data distributions on the performance of DualVeil, as illustrated in
Fig. 13. Using Dirichlet sampling to simulate data heterogeneity among
1000 clients, we observe that when Dirichlet concentration parameter
« is sufficiently small, some randomly selected clients may receive no
data samples. Although this reduces the number of clients effectively
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Fig. 13. Impact of dirichlet parameters a in DualVeil.

participating in training, it provides a realistic representation of highly
non-L.I.D. federated settings.

Computational and Communication Cost Analysis DualVeil intro-
duces additional local computation compared with methods that use
handcrafted triggers (e.g., DBA, Cerp, NeurotoXin), since it requires per-
client trigger optimization. This extra cost is borne only by malicious
clients and therefore does not increase the computational burden on be-
nign participants or the central server. In terms of resource footprint,
DualVeil is comparable to other optimization-based backdoor attacks
such as F3BA and IBA. However, unlike IBA, which relies on a trainable
generator (for example, a U-Net) to synthesize triggers, DualVeil opti-
mizes a parameterized trigger in the form of a single image. As a result,
DualVeil avoids the memory and computation overhead associated with
training an auxiliary generator, reducing both space and compute re-
quirements. Concretely, the computational cost of DualVeil scales with
the size of the parameterized trigger (for example, CIFAR-10 triggers
have size 3 x 32 x 32 ), and in our implementation the per-step gradient
updates operate directly on these image parameters. Overall, while Du-
alVeil requires more local computation than handcrafted-trigger meth-
ods, its overhead is modest and comparable to other optimization-based
attacks, and it benefits from a simpler optimization target compared
with generator-based approaches.

For communication cost, DualVeil does not change the transmission
of model parameters between clients and the server compared to Fe-
dAvg; model uploads and downloads follow the same protocol and incur
the same bandwidth cost. The additional communication overhead in-
troduced by DualVeil stems solely from the exchange related to the col-
lusive trigger selection: malicious clients publish their locally optimized
triggers (each trigger is a single image) and evaluate triggers received
from other malicious clients, then vote to select the best trigger. Since
a trigger is the size of a single image, this overhead is negligible com-
pared to model updates (which are typically on the order of megabytes).
Therefore, the incremental communication cost of DualVeil is minimal
and does not materially affect the overall communication budget of the
federated training process.

5. Conclusion

In this paper, we present DualVeil, a backdoor attack framework
for federated learning that achieves both persistence and invisibility
through dual optimization. DualVeil decouples the correlation between
the main task and backdoor parameters while minimizing the visual
detectability of the trigger, thereby producing stealthy yet highly effec-
tive backdoors. Extensive experiments demonstrate the limitations of
existing defense mechanisms in federated learning, particularly under
scenarios involving a large number of benign clients and only a few
malicious ones. For future work, unlike this study, which focuses on
the impacts of parameter and trigger injection attacks, researchers are
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encouraged to investigate advanced defense strategies, roneincluding
pre-aggregation filtering and post-aggregation mitigation. In addition,
potential countermeasures specifically designed to detect or disrupt the
dual optimization and client-collusion mechanisms in DualVeil could
provide valuable directions for strengthening federated learning secu-
rity. Furthermore, future efforts could improve the scalability and effi-
ciency of defense mechanisms in large-scale federated systems.
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