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ATSTA: Efficient Audio Backdoor Attack Based on
Alternating Training With Limited Knowledge

Bo Wang ¥, Member, IEEE, Yiming Yan

Abstract—As Deep Neural Networks (DNNs) have matured
within audio recognition systems, the popularity of these systems
has raised concerns about their security. Recently, several works
revealed that these models are vulnerable to backdoor attacks.
However, there are relatively few existing clean-label audio back-
door attack methods, and all of them require high poisoning rates to
achieve high performance. In addition, most of the audio backdoor
attacks require the attacker to have sufficient knowledge, limiting
the scope of their real-world applications. To address these issues,
in this paper, we propose a stealthy and efficient backdoor attack
method called Alternating Training and Speech Transfer Attack
(ATSTA). ATSTA enhances the attacker’s knowledge by construct-
ing a surrogate dataset and a surrogate model, then generates
stealthy and efficient triggers by alternately training the surrogate
model and optimizing the triggers. ATSTA has an average attack
success rate of more than 99% on three victim datasets, which
demonstrates the effectiveness of our approach and its robustness
against State-of-the-Art (SOTA) defenses.

Index Terms—Al Security, audio recognition, backdoor attack,
transfer learning.

1. INTRODUCTION

ITH the development of Artificial Intelligence (Al) tech-
W nologies, the capabilities of audio recognition have been
growing steadily. Taking Apple Siri as an example, this mode of
human-computer interaction based on speech greatly facilitates
user interactions [ 1]. However, high-performance audio recogni-
tion models require a large amount of training data and comput-
ing resources, making it difficult for users with limited resources.
Therefore, many users choose to train audio recognition models
by leveraging third-party services, including publicly available
datasets, models, and third-party training platforms. However,
recent studies have shown that third-party services may pose
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potential security risks [2]. Among them, backdoor attacks are
one of the most typical threats [3]. Attackers insert hidden
backdoors into the victim models by implanting triggers into the
training audio samples of the victim models. While maintaining
the model’s performance on benign inputs, the audio samples
containing triggers are incorrectly categorized into the attacker’s
desired categories [4].

Backdoor attacks first appeared in the image domain [5] and
have been gradually applied to the audio domain in recent years.
Based on the attack target, backdoor attacks can be categorized
into model poisoning attacks and data poisoning attacks. Among
them, model poisoning attacks usually occur in distributed
training scenarios represented by Federated Learning [6], where
the attacker injects malicious model updates during the model
updating process, making the global model implanted with a
backdoor. Considering that attackers usually do not have the
ability to manipulate models in a single machine environment,
this paper focuses on data poisoning attacks. Backdoor attacks
based on data poisoning can be classified into two categories:
“dirty label” and “clean label” based on label manipulation.
In dirty label backdoor attacks, the attacker tampers with the
training samples and modifies their labels to the target category
of the attack, where the act of modifying the labels exacerbates
the risk of detection by manual screening. In contrast, clean label
backdoor attacks only tamper with the training samples of the
target category to circumvent the checking of labels. However,
most existing clean label backdoor attacks face the challenge
of low attack efficiency, and more poisoned samples need to
be added to the training samples or drastic modifications to the
training samples to make the classifiers learn the triggers.

In addition, backdoor attacks can be divided into sample-
specific and sample-agnostic triggers based on their trigger
type. In the audio domain, the sample-specific trigger assigns
a customized trigger to each audio sample, which enhances
the stealthiness of the attack. However, this attack requires the
attacker to obtain the input of the model to generate the trigger
in advance, which limits the application scenarios of the attack.
In contrast, the sample-agnostic trigger aims to design a generic
trigger that applies to all audio samples under a certain task,
which is more threatening in the real world.

In this paper, we propose a speech backdoor attack method
called Alternating Training and Speech Transfer Attack (AT-
STA). Itaims to design an efficient audio sample-agnostic trigger
that can launch an attack under limited attacker knowledge
conditions (the attacker can only access the target class samples
in the training dataset without accessing other samples or the
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victim model), and achieve high attack performance. ATSTA
aims to generate a sample-agnostic trigger that maximizes the
effectiveness of the attack by alternately optimizing the
surrogate model and the trigger generator on the surrogate
dataset collected by the attacker. During surrogate model opti-
mization, ATSTA incorporates backdoor samples into the train-
ing process. During the trigger optimization process, it updates
the trigger generator to maximize the attack success rate on the
surrogate model. In addition, we enhance trigger imperceptibil-
ity by constraining the shape of the triggers using loss functions
and embedding the triggers at the location of the maximum peak
of the audio samples. Subsequently, the generated triggers are
migrated to the amplitude-maximizing positions of the target
class samples in the attacker’s possession, and the injection
strength of the triggers is adjusted according to the audio strength
of the samples to launch an efficient and stealthy backdoor attack
on the victim model.
The main contributions of this paper are as follows:
® We propose an efficient and practical audio backdoor attack
method called “Alternating Training and Speech Transfer
Attack”, which can be launched under the condition of
limited knowledge of the attacker.
® We formalize trigger generation as an optimization prob-
lem and implement an efficient backdoor attack by al-
ternately training surrogate models and triggers on the
surrogate dataset. In a scenario with a 20% poisoning rate,
ATSTA can still achieve attack success rates of over 99%.
e We design a trigger optimization strategy based on loss
constraints in the trigger optimization phase and an adap-
tive data poisoning strategy based on maximal peak mask-
ing in the trigger injection phase to enhance the trigger
imperceptibility.

II. RELATED WORKS

A. Audio Recognition System

Audio Recognition System (ARS) is an important means
of human-computer interaction designed to process human
audio input through algorithms or models to extract infor-
mation needed by users for subsequent processing. Depend-
ing on the object to be recognized, it can be divided into
Speech Recognition System [7], [8] and Speaker Recognition
System [9], [10], [11]. The former extracts semantic features
from the audio input and converts them into text, while the latter
extracts personal voice features from the speech input to recog-
nize the corresponding speaker from a set of predefined speakers.
Early ARSs were mainly based on Gaussian Mixture Models
(GMMs) [12] and Hidden Markov Models (HMMs) [13], [14].
With the application of DNNs techniques, recent ARSs have
achieved advanced performance.

1) Speech Recognition System: Hinton etal. [15] first applied
DNNs to the domain of speech recognition by using Feedforward
Neural Networks instead of GMM:s in conjunction with HMMs
for acoustic modeling and achieved advanced performance in the
TIMIT phoneme recognition task [16]. Graves et al. [17] inves-
tigated the application of Recurrent Neural Networks (RNNs)
in the domain of speech recognition based on the advantages
of RNNs in sequence data processing. In addition, inspired by

ResNet [18], Vygon et al. [19] combined the ternary loss-based
embedding representation with a K-Nearest Neighbors variant
for classification, and designed a keyword recognition model
based on ResNet, which improved the accuracy on the task of
speech keyword categorization more substantially.

2) Speaker Recognition System: Reynolds et al. [20] first
proposed an effective method for speaker verification based
on GMMs. By using adaptation techniques to personalize the
speaker model during the training process, the accuracy of the
speaker verification task is significantly improved, and excellent
performance is demonstrated in the NIST speaker verification
task. Snyder et al. [21] proposed the X-vectors method, which
aims to extract speaker embedding vectors (X-vectors) with
stronger discriminative power by constructing a multilayered
DNN structure to deeply encode the speech features. Chang
et al. [22] proposed an end-to-end speaker verification method
based on the Transformer model. This method effectively cap-
tures long-term dependencies in speech signals through the
self-attention mechanism, avoiding the limitations of manual
feature extraction in traditional methods.

B. Backdoor Attack

With the advancement of backdoor attacks in the visual do-
main, backdoor attacks against the audio recognition domain
have been on the rise. The triggers of backdoor attacks can be
categorized into sample-agnostic and sample-specific according
to their types. Among them, the former uses a fixed audio clip as
a generic trigger applicable to all audio samples under a certain
task; while the latter assigns a customized trigger to each audio
sample.

1) Sample-Agnostic Trigger Attacks: Liu etal. [23] achieved
the first backdoor attack against the speech recognition task by
adding noise and modifying labels in a digital pronunciation
dataset. Zhai et al. [24] achieved the first backdoor attack against
a speaker verification system by assigning different triggers to
training samples in different clusters. Koffas et al. [25] realized a
human imperceptible speech backdoor attack by choosing noise
signals in ultrasonic frequency band as triggers. In [26] and [27],
the attacker realized another covert backdoor attack by changing
the natural characteristics of speech or adding sounds from the
natural environment, such as bird chirps and whistles, as the
trigger mode.

Despite the initial success of these sample-agnostic trigger
attacks, they exhibit multiple inherent limitations. First, most
traditional generic triggers suffer from labeling inconsistency,
which makes poisoned samples easy to detect by manual screen-
ing. Second, these attacks require the attacker to have access
to the entire victim dataset, increasing the knowledge require-
ment for the attacker. In addition, these attacks lack dynamism,
because the triggers need to be placed at specific locations in
the audio samples, increasing the difficulty of deployment for
attackers in the real world.

Recently, Lan et al. [28] proposed a speech backdoor attack
called FlowMur. This method presents the first dynamic back-
door attack with limited knowledge scenario of the attacker,
which is dynamic, stealthy and practical. The attacker can
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achieve a clean label backdoor attack by optimizing a sample-
agnostic trigger on the surrogate dataset and applying it to the
target class of the victim model. In addition, the triggers opti-
mized by this method are position-independent, enabling them to
physically attack the victim system in real-world scenarios and
greatly improving the practicality of the method. Nevertheless,
FlowMur requires at least 70% poisoning rate of the target class
to achieve a high attack success rate, which increases its risk of
detection.

2) Sample-Specific Trigger Attacks: Kong et al. [29] first
introduced the concept of Adversarial Audio, which interferes
with the model’s prediction by adding small perturbations or
noise to the original audio samples. By using well-designed
adversarial perturbations as trigger patterns, the attacker can
introduce a backdoor in the training process of the model. Ye
et al. [30] proposed an optimization-based trigger generation
strategy by deploying a trigger generation model to dynamically
generate triggers based on samples. Cai et al. [31] exploited
the sound masking effect by enhancing the pitch of samples
to mask the short trigger signals with high energy in order to
improve the stealthiness of the attack. In addition, they used
the timbre of the audio samples as triggers, obtained the trigger
timbre by additionally training a speech transition model based
on StarGANv2-VC [32], and trained the backdoor model.

These sample-specific trigger backdoor attacks have the ad-
vantages of good attack effect and high stealthiness compared
with the sample-agnostic trigger backdoor attacks. Such triggers
based on timbre are highly stealthy [31], especially when users
are not aware of the original audio, as the triggers will be much
more difficult for humans to detect. However, the design of
sample-specific trigger attacks requires strong knowledge of the
attacker, namely the attacker needs to gain access to the entire
victim dataset, which restricts their application in real-world
scenarios.

III. PRELIMINARIES
A. Threat Model

1) Attacker’s Goals: In this paper, we focus on backdoor
attacks based on data poisoning against ARS. The attacker aims
to train a backdoored target model through stealthy manipulation
of the victim dataset. The infected model must maintain normal
performance on benign samples while misclassifying poisoned
samples with trigger into a specific category predefined by the at-
tacker. Stealth is critical to the attack. The trigger pattern should
be imperceptible to human inspection, and the poisoning rate
should be minimized to reduce detection risks. These constraints
align with the practical attack scenario we investigate.

2) Attacker’s Knowledge and Capability: We impose strict
constraints on the attacker’s knowledge, distinguishing our sce-
nario from traditional backdoor attacks. Traditional attacks typ-
ically require adversaries to obtain the entire victim dataset, a
condition that is rarely feasible in the real world and demands
excessive prior knowledge. By contrast, our setting assumes the
attacker only accesses samples belonging to a specific target
class within the victim dataset, with no knowledge of other sam-
ples or the structure of the victim model itself. This assumption
is consistent with that adopted by Lan et al. [28].

The attacker must possess public information about the victim
model’s learning task. For instance, if the victim model is an
ARS, the attacker needs awareness that the model is specialized
inrecognizing audio. This requirement aligns with SOTA attacks
in the image domain [33]. With such task knowledge, the attacker
can select a target class from its accessible samples and collect
auxiliary training data relevant to the victim’s task.

Regarding capability, the attacker can only tamper with sam-
ples of the target class. To avoid detection, the attacker refrains
from modifying the labels of these samples. Using the poisoned
target class samples and collected auxiliary data, the attacker
constructs a surrogate dataset. This dataset overlaps with the
victim dataset solely in target class samples, and all other sam-
ples remain distinct. The surrogate dataset is then used to train
a surrogate backdoor model, which facilitates the subsequent
attack on the victim ARS. Notably, the surrogate model and the
victim model may differ in architecture.

B. The Main Pipeline of Clean-Label Backdoor Attacks

For the ARS based on DNN, let fy : X — C denote the
mapping from the data space X to the category space C, where
the parameter ¢ can be learned through a training process.
Suppose D = {(x;,y;)}¥; denotes the audio dataset with N
clean samples, where x; € X denotes the time series of the
samples. And y; € C = {0, 1,...,C} denotes that the dataset
has C' categories. The process of training this system using
dataset D is shown in (1).

0" =argmin > L(folx).y), 8

(z,y)€D

where £ denotes the loss function, = and y correspond to the
audio waveforms and their labels in dataset D.

In the backdoor attack, the attacker retains most of the original
training set to obtain the benign subset B, and modifies the
P = p- N clean samples extracted from the original training
set to obtain the poisoned subset P := {Gs(x;),y: } 7 ;. Where
p denotes the poisoning rate, Gs(z) and y; are the poisoned
sample generator and target label defined by the attacker. For
example, Gs(z) = x + 0 denotes the poisoned sample genera-
tion method based on additive triggers [34]. Subsequently, the
benign subset is merged with the poisoned subset to create
the poisoned dataset D:=BU P, which is used to train the
backdoor model. In particular, in the clean label backdoor attack,
the attacker collects only P, = p - M clean samples from the
target class k € C to form a subset S k where M denotes the
total number of clean samples of the target class. The role of
the subset S¥ is to form the poisoned subset PF :=
{Gs(x;), k} ¥, . Denoting all clean samples in the original train-
ing set D except for subset S* as B := D\ S¥, the poisoned
training set can be denoted as D :=BUPk. Subsequently, the
poisoned dataset D is transferred to the victim to train the
backdoor model, which can be expressed as (2).

0; =argmin Y L(fo(z),y), ©)
0 (z,y)eﬁ

where x and y correspond to the audio waveforms and their
labels in the poisoned dataset D.
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Fig. 1. Overview of ATSTA.

C. The Motivation of ATSTA

For backdoor attacks, the attacker’s main goal is to design
trigger patterns that combine effectiveness, stealth, and persis-
tence. As mentioned in Section II-B, sample-specific triggers
are more effective, but require strong knowledge on the part of
the attacker. Transfer learning [35], [36], as a machine learning
method, aims to improve the learning of new tasks by migrating
knowledge from relevant tasks that have already been learned,
in order to solve the data dependency problem of deep learn-
ing [37]. We argue that triggers for backdoor attacks designed for
the same learning task are transferable. Therefore, we propose to
train backdoor models by training on a large number of related
task datasets and transferring the trigger to the victim dataset for
backdoor attacks. In addition, a high-performance classification
task based on DNN is achieved by optimizing the loss function,
which allows the model to learn the features of audio samples
by updating the parameters in each iteration to achieve accurate
classification of the samples. Inspired by this optimization idea,
we believe that optimization through multiple iterations helps
the model learn data features better and improves generalization
ability and stability. So we formalize trigger generation as an
optimization problem. We maximize the poisoning effect of the
trigger by alternating between training the model and optimizing
the trigger during the process of training the surrogate model.
We refer to the proposed method as ATSTA, which obtains an
efficient speech trigger by alternating training and transfers it
to the victim model for backdoor attack, the technical details of
which are described in Section I'V.

IV. METHODOLOGY
A. Overview of Our Method

Our proposed ATSTA takes into account the lack of
knowledge of the attacker in real-world scenarios. As shown

in Fig. 1, the ATSTA consists of four main parts: “Surrogate
Dataset Acquisition”, “Trigger Design”, “Alternating Training”
and “Transfer Attack”. Among them, the “Surrogate Dataset
Acquisition” part is used to enhance the attacker’s knowledge
and train the trigger based on it. In the “Trigger Design” section,
we propose a maximum peak based trigger injection strategy
and a trigger optimization strategy based on loss constraints to
achieve covert trigger injection. In the “Alternating Training”
section, we inject the initialized trigger into the surrogate model
and alternate training the model while optimizing the trigger.
In this process, we restrict the shape of the trigger to enhance
the stealthiness of the attack. Finally, in the “Transfer Attack”
section, we use the final optimized trigger to attack the victim
model in order to realize the backdoor attack under the scenario
of attacker’s lack of knowledge.

B. Surrogate Dataset Acquisition

According to the assumption on the attacker’s knowledge in
Section III-A2, the adversary can only access a certain class in
the victim’s dataset D. Therefore, the attacker may designate
this class as the target class of the backdoor attack, and denote
the dataset corresponding to this target class as D;. To solve the
problem of insufficient knowledge, the adversary will collect
samples related to the learning task of the victim model from
the Internet and other sources to build the auxiliary dataset
Dgy,. For example, if the task of the victim model is the
recognition of keywords in English speech, the adversary can
collect samples of commonly-used English audio samples, such
as “yes”, “no” and other keywords. Subsequently, the adversary
combines the auxiliary dataset D, with the target class dataset
D; to obtain the surrogate dataset Dy, := Dgyp U Dy, on
which the surrogate model fp_, () is trained and the triggers are
optimized.
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C. Trigger Design

In this section, we present the trigger design scheme,
which consists of two parts, trigger injection and trigger
optimization, for maximizing the stealthiness of the trigger.
In the trigger injection part, we propose a Maximum Peak
Masking Trigger Injection Strategy to enhance the stealth-
iness of the triggers. In the trigger optimization part, we
design a trigger optimization strategy based on loss con-
straints, which restricts the shape of the trigger by mul-
tiple loss functions to ensure its imperceptibility to the
human.

1) Maximum Peak Masking Trigger Injection Strategy: Ma
et al. [38] proposed an image hiding method based on transform
domain, but it is difficult to directly apply to the audio domain.
Micheyl et al. [39] and Zwicker et al. [40] showed that the human
auditory system has a limited ability to distinguish overlapping
sounds, which means that in complex mixtures of sounds, subtle
transformations can be masked by other sounds. Based on this,
we propose the Maximum Waveform Masking Trigger Injection
Strategy, which enhances the stealthiness of backdoor attacks by
covertly implanting triggers using sound masking.

As a mechanical wave, sound waves have peaks and valleys.
Among them, the signal energy at the peak is more concen-
trated, which provides a natural condition for sound masking.
In addition, the envelope shape of the speech signal shows a
peaked trend. Therefore, we set the initial shape of the trigger
to a single-peak shape, and align the peak of the trigger with
the peak of the largest amplitude in the speech samples during
the trigger injection process to achieve the most stealthy attack.
Specifically, to find these locations, we traverse the full audio
samples to identify the peak with the largest amplitude in each
sample. Consequently, the optimal injection location 7 is deter-
mined by (3).

it+t%
L L
T = 1].ie|=n-= 3
wgmax (3 foyf| i [Fn-g]. ©
J=1=7

where |z;| denotes the amplitude of the j'" element in the
speech sequence, L is the length of the trigger, and n is
the length of the speech signal. We calculate the cumulative
amplitude within a window of length % centered at index
1 to avoid selecting locations with only a single anomalous
peak.

Subsequently, we inject the trigger into the audio sample for
data poisoning. In the process, the attacker aligns the midpoint
position 7 of the trigger sequence with the maximum amplitude
position 7', and appends the trigger ¢ to the audio sample. It is
important to note that the imperceptibility of the trigger pattern
varies from one host sample to another. For example, it is difficult
for humans to perceive noise in noisy environments. But in quiet
environments, a slight noise may also be harsh. Therefore, to
further enhance the imperceptibility of the trigger, we use the
adaptive data poisoning method based on SNR [41] designed by
Lan et al. [28], to assign a different trigger scaling to each audio
sample based on the SNR specified by the attacker. The formula

of SNR is shown in (4).

2
13

27

I+ 613

where ||z||3 is the square of the Euclidean norm of the audio
sample z, || - 0|3 is the square of the Euclidean norm of the
scaled trigger y - 9, and -y is the scaling factor of the trigger §
with respect to the sample x. The formula can be expressed as

(5).

SNR = 101g “4)

sl
v =10 =20 .
1615

Based on the above analysis, the process of trigger injection can
be represented as shown in (6).

r,=Gi(x)=x+~-0(r=T), 6)

where z,, denotes the poisoned sample after trigger injection,
G/ (x) is the poisoned sample generation function. 6(7 = T')
denotes the alignment of the midpoint position 7 of trigger § with
the maximum amplitude position 7" under the audio samples.
2) Trigger Optimization Strategies Based on Loss Con-
straints: The purpose of this section is to generate a sample
generic trigger 6*. When §* is injected into any sample = with
the same learning task as the victim model, it causes the infected
model fy (-) to classify the poisoned samples x,, as target label

Yt.-

(&)

Jor(xp) = ye, )

where z,, is the poisoned sample obtained in (6).
The trigger ¢* can be implemented by minimizing the follow-
ing objective function.

6*:arg6min Z L(fo(xp),ye)

(mp,y)eﬁ
—argmin Y L(fo (G](x)),u), ®)
s (z,y)eD

where L(-) denotes the loss function, which measures the dif-
ference between the model’s prediction of the poisoned sample
x, and the target label y;. D denotes the original dataset and
D denotes the poisoned dataset. Note that D is obtained by
poisoning the entire sample in D.

To enhance stealthiness, we want the difference between
poisoned samples and clean samples to be as small as possible. Li
et al. [42] enhanced the stealthiness of the attack by introducing
a perceptual loss based on feature extraction. We bring the
clean samples closer to the poisoned samples through the Mean
Square Error (MSE) loss [43]. The MSE loss constraint can be
formalized as shown in (9).

Lyse(z,z,) = Lyse (x,G4 (x))

1 )
o DI /1T SO
n=1

where L5 (+) denotes the MSE loss, N represents the batch
size, and n is the sample index within each batch. Although
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Algorithm 1: Alternating Training.

Input

: Auxiliary dataset Dy, target dataset D, surrogate dataset D, target label y;, surrogate model fy_

(),

poisoned sample generation function G (-), hyperparameters SN R, A1, A, €

Output: Final Optimized Trigger §*
1 Initialize Single Peak Trigger g
2 for number of epochs do
for (xp,yp) € Daus and (zt,y:) € Dy do
z) Q’gi (z¢) 5
Ly = L(fo...(xo),yp) :
Ly = L(fo... (), u1) 5
0 <—argmind [Ly + Ly] ;

sur
Osur

N QA R W

end

Freeze the weights of the infected surrogate model fgg
for (z,y) € Dy, do

a' < Gi(2);

Ly, = L(fo;, (2),yt) 3

Lyse = Lyuse(x, ') ;

Lyy = Lrv(6) ;

Liotat = Ly + M - Lyse + A2 - Lyy
dit1 + argémin > Liotai 3

10
11
12
13
14
15
16

17
18
19
20 end

(Si+1 = Clip(6i+17 [767 6]) 5
end

// Calculate

Unfreeze the weights of the infected surrogate model fy,

// Get poisoned sample from Equation 6
// Get benign sample loss
// Get poisoned sample loss

// Get infected model

W 0)

// Get poisoned sample from Equation 6

// Get poisoned sample loss
// Get MSE loss from Equation 9
// Get TV loss from Equation 10
the total loss from Equation 11

// Update trigger from Equation 11

// Constraint trigger

()

the MSE loss ensures a certain degree of alignment between
poisoned samples and clean samples, it exhibits inherent sensi-
tivity to outliers. This characteristic introduces significant noise
into the generated triggers. To address this issue, we adopt
the Total Variation (TV) loss [44] to smooth the triggers and
mitigate potential noise in the poisoned samples. Specifically,
the constraint imposed by the TV loss is formalized in (10).

N L-1

Z Z ’ o 5n

nlzl

Lrv (o (10

where L1y (+) is the TV loss, L denotes the length of a single
trigger sequence and ¢ is the element index of each trigger.

At the same time, speech triggers obtained based on the
optimization method tend to generate loud noise, therefore the
amplitude of the audio signal needs to be limited. Ultimately,
we find the best trigger §* by solving the following optimization
problem.

£ (for (G5 (), e)

+ Aq - ACMSE' ((E7l'p) + Ao - CTV (5)},5 S [—6,6], (11)

where A1 and A5 are hyperparameters used to control the weights
of the loss function, and § € [—¢, €] is used to limit the ampli-
tudes of §.

D. Alternating Training

Due to the interdependence between the infected model fy ()
and the trigger J, the infected model needs to inject the given

trigger ¢ into the samples before training. But the optimization of
the trigger ¢ needs to be performed on the given infected model
Jor(+), so the solution of (11) is very difficult. Shi et al. [45]
solved this problem by joint optimization of the infected model
and the trigger. However, this approach requires the attacker to
have fairly strong knowledge, namely access to the victim model
Jor(+) and the victim dataset D. At this time, supplementing the
attacker’s knowledge with the surrogate dataset Dy,,,-, along with
alternately training the victim model and optimizing the trigger
becomes a feasible approach to solving the above problem.
Algorithm 1 is used to solve (11). Specifically, we first ini-
tialize a quadratic-shaped single-peak trigger &g, and divide
each training epoch of ATSTA into two parts. In the first half
of the i*" training cycle, §; is injected into the target class
samples in the surrogate dataset D, to simulate the poisoning
process of a clean label backdoor attack, on which an infected
surrogate model fo, (-) is trained. In the second half, we first
freeze the weights of the surrogate model fg. _(-). Subsequently,
we inject the trigger §; into all the samples in the surrogate
model Dy, to improve the generalization of the triggers, then
optimize the trigger based on the loss function. Among them, the
Cross-Entropy loss [46] is used to make the prediction results
of the poisoned samples on the model fo: (-) to establish a
connection with the target class label y,. The MSE loss and the
TV loss are used to enhance the imperceptibility of the trigger.
Combining these three loss functions, the trigger is optimized
using the Adam optimizer [47]. Subsequently, the amplitude
of the trigger is constrained to be in the range [—e, €|, using
the constraint function clip(-) to obtain the trigger d;41 for this
epoch, and to further improve the imperceptibility. Finally, the
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weights of the surrogate model fy (-) are unfrozen, and the
optimized trigger 0,1 is used to replace the previous trigger J;
to start a new round of training.

E. Transfer Attack

The last part of ATSTA is the transfer attack. The attacker
injects the final optimized trigger §* into the target class dataset
Dy in their possession to obtain the poisoned target class dataset
D, which will be delivered to the dataset publisher. The dataset
publisher combines D} with other classes of victim dataset D /,
to obtain the poisoned dataset D' = D} U D ;, and delivers it to
the victim to train the model. Any DNN model trained with this
poisoned dataset D" will be embedded with a backdoor, and its
learning process can be represented as shown in (12).

9’:arg9min Z L(fo(z),y),

(z,y)eD’

(12)

where fy(-) denotes the victim model and fy (-) is the infected
victim model.

The infected model with a backdoor is not noticeable to the
user as it behaves normally on benign samples. However, it will
categorize any poisoned samples with triggers as the attacker-
specified target label ;.

V. EXPERIMENTS

A. Experimental Setup

1) Datasets: We evaluate the ATSTA method using three of
the most classical speech datasets: Google Speech Command
Dataset (SCD) [48], Football Keywords Dataset (FKD) [49] and
AudioMNIST [50]. Specifically, the three datasets are described
below:

Speech Command Dataset: SCD is one of the most classical
English keyword recognition datasets, containing 35 common
spoken English commands. It contains 105,829 audio samples,
each with a sampling rate of 16 kHz and a duration of about
1 s. In our experiments, we select 10 categories out of all 35
categories as the victim dataset D and use the remaining 25
categories for the auxiliary dataset D .

Football Keywords Dataset: FKD is a publicly available Per-
sian keyword recognition dataset, containing 18 spoken Persian
commands related to football matches. It contains 30,259 audio
samples, each with a sampling rate of 16 kHz and a duration of
1.25 seconds. In our experiments, we select 8 categories out of
all 18 categories as the victim dataset D and use the remaining
10 categories for the auxiliary dataset Dy,

AudioMNIST: AudioMNIST is a publicly available English
digitized speech dataset containing 10 digits from O to 9, pro-
vided by 60 speakers. It contains 30,000 audio samples, each
with a sampling rate of 16 kHz. In addition, the dataset covers a
wide range of features including speaker ID, gender, accent, age,
and so on. In our experiments, we choose this dataset to validate
the attack effect of ATSTA in speaker recognition system by
selecting 25 categories out of all 60 speaker categories as the
victim dataset D, and use the remaining 35 categories for the
auxiliary dataset Dy,

TABLE I
THE RECOGNITION ACCURACY OF THE SIX MODELS ON THE THREE DATASETS
(%)
Model
SmallCNN  LargeCNN  ResNet RNN LSTM KWT
Dataset

SCD 96.65 97.80 97.04 9284 9690  87.29

FKD 96.37 99.04 98.58 87.88  97.79  87.46
AudioMNIST 98.88 98.56 98.50 9756  97.12 8544

To maintain the consistency of the experimental setup, we
adjusted all audio clips to 1 s and equalized their loudness.

2) Models: In ATSTA, we assume that the attacker has no
knowledge of the victim model. To evaluate the effectiveness
against different DNNs, we conduct experiments on six mod-
els: two Convolutional Neural Networks (CNNs), ResNet [18],
RNN [51], LSTM [52], and KWT [53]. Specifically, the two
CNNs are denoted as SmallCNN and LargeCNN. The former
contains three convolutional layers and two fully connected
layers, while the latter contains five convolutional layers and
three fully connected layers. As an advanced speech recognition
model, KWT adopts the architecture of Transformer. Detailed
network architectures follow the configurations provided in [28]
and [31]. We train these models on the three datasets using the
target class training data held by the attacker and record their
recognition accuracies in the absence of attacks as shown in
Table I.

3) Baseline Methods and Defense Mechanisms: Considering
the relative rarity of backdoor attacks in scenarios with lim-
ited attacker knowledge, we choose Natural Backdoor Attack
(NBA) [27] and FlowMur as the baseline method. Specifically,
FlowMur is the current SOTA result. The experiments of Xin
et al. [27] show that using whistles as the trigger of NBA
is relatively effective, so we adopt whistles as the trigger of
NBA in our experiments. For defense methods, most backdoor
defense methods in the image domain cannot be directly mi-
grated to the audio domain. Therefore, we choose three methods,
Fine-Pruning [54], STRIP [55], and Beatrix [56] to verify the
robustness of ATSTA, because they are proven to be effective in
the audio domain.

4) Evaluation Metrics: The experimental evaluation metrics
include Benign Accuracy (BA) and Attack Success Rate (ASR),
which measure the performance of the backdoor attack un-
der normal categorization tasks and specific trigger conditions,
respectively. Specifically, BA measures the proportion of be-
nign samples which are categorized with correct labels, while
ASR indicates the proportion of poisoned samples which are
predicted to be the target label specified by the attacker. In
addition, we invited 20 volunteers to evaluate the stealthiness
of ATSTA. Considering that there are more benign samples than
poisoned samples in real scenarios, we randomly selected 35
benign samples and 5 poisoned samples at a time to be given
to the volunteers for judgment, and repeated the test 3 times for
everyone. We define the proportion of poisoned samples judged
as malicious by volunteers as Exposure Rate (ER). The lower
the ER, the more stealthy the attack is.

5) Default Training Setup: We choose the Mel Frequency
Cepstrum Coefficient (MFCC) as the input feature and set the
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TABLE II
IMPACT OF SURROGATE-TARGET MODEL CATEGORIES ON BA/ASR ON THREE DATASETS (%)

Dataset Tar Sur SmallCNN LargeCNN ResNet RNN LSTM KWT
SmallCNN  96.05/99.95  97.69/99.96  97.65/99.31 94.04/98.7  97.17/99.15  86.28/99.62
LargeCNN  96.87/99.68 97.62/100 97.61/99.85  95.06/99.05  96.95/99.95  86.23/99.26
SCh ResNet 96.5/99.88  96.69/99.95  97.4/99.52  94.86/98.13  97.01/99.91  85.78/99.66
RNN 96.97/88.69  96.89/89.99  97.44/77.05  94.16/90.49  96.61/86.83  86.32/86.64
LSTM 96.81/99.91 97.6/99.73  97.57/97.09  94.94/98.42  97.15/99.8  85.76/99.25
KWT 96.71/99.37  97.79/90.15  97.94/97.19  95.82/95.01  96.62/99.53 87.6/99.13
SmallCNN  96.95/95.32  97.77/98.44  97.86/95.34  93.78/76.35  97.33/97.9 87.01/99.05
LargeCNN  97.61/99.83  98.24/99.42  97.94/95.88  93.26/86.97  97.77/95.04  84.04/96.75
FKD ResNet 96.70/88.24  98.87/90.56  98.44/95.39  93.32/98.41  97.68/95.66  86.04/98.84
RNN 97.11/81.42  97.45/86.34  98.96/82.49  93.74/81.05 97.51/82.61  74.58/91.69
LSTM 97.43/96.53  98.13/90.11  98.21/95.43  94.69/80.06  98.34/92.54  85.27/98.98
KWT 97.50/99.30  98.01/90.98  98.94/90.09  95.55/88.75  98.22/95.29  84.57/97.64
SmallCNN 99.3/100 98.1/99.76  99.22/99.03  98.6/99.98  98.10/99.27  85.01/95.03
LargeCNN  98.75/99.98 99.36/100 99.12/99.70 97.55/100 98.61/99.84  85.05/95.39
AudioMNIST ResNet 98.3/99.45 99.31/99.98  99.08/98.94  98.50/99.90  97.97/99.01  86.08/95.08
RNN 98.31/79.12  97.95/89.43  99.42/83.59  97.04/80.88  97.96/85.21  88.59/78.73
LSTM 98.65/99.90  99.17/98.97  98.72/98.7 98.23/100 97.67/99.17  84.26/91.96
KWT 98.65/98.73  98.04/99.06  98.99/98.58  98.56/99.1 98.05/97.95  90.32/98.25

sampling rate to 16 kHz. For SCD and AudioMNIST, we par-
tition them according to 64% for training, 16% for validation,
and 20% for testing. For FKD, the training and validation sets
are set to maintain a 4:1 ratio, while the samples in the testing
set are kept the same as the original dataset. In addition, the size
of Dy, should be larger than D because the attacker needs to
collect a large amount of auxiliary data to enhance the attacker’s
knowledge. During alternate training, we use the Adam opti-
mizer to alternately train the surrogate model with the optimized
trigger, with a total of 100 training epochs. Specifically, we
set the learning rate to 0.008 for the KWT model and 0.001
for the other models, and 0.01 for the triggers. By default, we
use the SmallCNN as the surrogate model architecture and use
LargeCNN as the target model architecture. For other param-
eters: We set the trigger duration to 0.3 seconds for SCD, 0.4
seconds for AudioMNIST, and 0.6 seconds for FKD. The target
class poisoning rate is set to 20%, SNR is set to 20 dB, with A,
and A9 set to 0.001 and 0.0001, respectively. These parameters
are further analyzed in Sections V-B and V-D.

B. Effectiveness of Backdoor Attacks

1) Impact of Surrogate-Target Model Class on Attack Perfor-
mance: First, we combine surrogate models with target models
pairwise to verify the effect of model selection on attack perfor-
mance, and the specific results are presented in Table II.

As indicated in Table II, ATSTA maintains competitive per-
formance across the three datasets for various surrogate-target
model combinations. Regarding BA, its performance on all three
datasets is nearly comparable to that on benign datasets. For
ASR, 36 combinations are considered for all the three datasets.
Among these, 23 combinations on SCD and 19 combinations on
AudioMNIST achieve ASR exceeding 99%, while 29 combina-
tions on both datasets reach ASR higher than 95%. For FKD,
20 combinations yield ASR above 95% and 26 combinations
achieve ASR over 90%. The relatively lower ASR on FKD is
attributed to the high inherent noise of this dataset. The noise

overlaps with the generated trigger, which impairs the model’s
ability to recognize valid triggers.

We further observe distinct impacts of model selection on
attack performance. Utilizing RNN as either the surrogate model
or the target model consistently results in relatively low ASR.
In addition, combinations based on KWT also lead to partial
degradation of ASR. This discrepancy originates from struc-
tural differences between these models and other participating
models. Different from the two CNNs and ResNet, which rely on
convolutional and pooling layers as basic units, RNN adopts re-
current neurons and KWT incorporates an attention mechanism.
These structural divergences affect the models’ sensitivity to the
trigger. In contrast, combinations involving LSTM exhibit only
slight ASR reduction on FKD. This phenomenon is likely due to
the gating mechanism of LSTM, which enables more effective
capture of trigger sequences and thus delivers more robust attack
performance compared to RNN and KWT.

Notably, even in the least favorable scenarios, specifically
when RNN serves as either the surrogate or target model, AT-
STA still achieves minimum ASR values of 77.05% on SCD,
76.35% on FKD, and 78.73% on AudioMNIST. These results
clarify the impact of model selection on attack performance:
Networks with recurrent units or attention mechanisms tend to
reduce attack performance when employed as surrogate or target
models. Nevertheless, the consistent performance of ATSTA
across diverse model combinations underscores its effectiveness
in practical attack scenarios.

2) Impact of Victim Dataset to Auxiliary Dataset Ratio on
Attack Performance: To generate the most effective trigger for
the victim model, we study the impact of data balance on attack
performance by regulating the partition ratio between the victim
dataset D, and the auxiliary dataset D,,,. The experimental
results are presented in Table III.

As indicated in Table III, ATSTA exhibits a consistent vari-
ation trend across the three datasets under different partition
ratios of Dy and D y,.. As the D;/ D, ratio increases, the BA
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TABLE III
IMPACT OF THE PARTITION BETWEEN VICTIM DATASET AND AUXILIARY DATASET ON THE ATTACK PERFORMANCE ON THREE DATASETS (%)

SCD FKD AudioMNIST

D¢ Dauz BA ASR D¢ Dguz BA ASR D¢ Dauzx BA ASR

5 30 97.72  99.59 4 14 98.58  99.11 5 55 984 9732

10 25 96.38  99.32 6 12 98.15 9893 15 45 97.65 9851

15 20 96.87  99.68 8 10 97.61 99.83 25 35 98.75  99.98

20 15 9498 99.04 10 8 98.38 9454 35 25 95.61  91.62

25 10 94.01 9932 12 6 97.63 95.05 45 15 926  85.04

30 5 9294 9884 14 4 96.75 9335 55 5 9276 76.67

of ATSTA decreases progressively, while the ASR demonstrates 00 BA(%) 00 ASR(%)

a trend of initial increase followed by decrease. This variation
is most pronounced on AudioMNIST.

This phenomenon can be attributed to the following mecha-
nisms. A higher D; /D, ratio implies diminished coverage of
Dy by Dgq. Such limited coverage may cause the generated
triggers to interfere with the model’s primary task, thereby
reducing BA. Regarding the variation of ASR, when D, is
significantly larger than D;, ATSTA incorporates an excessive
number of categories irrelevant to the victim dataset during
trigger optimization, which reduces the specificity of the result-
ing triggers. Conversely, when D,,, is considerably smaller
than Dy, the trigger fails to cover all categories of D, in the
optimization process. Both scenarios lead to diminished attack
effectiveness.

Nevertheless, ATSTA maintains stability and effectiveness on
both SCD and FKD. When D, is slightly larger than Dy,
ATSTA achieves the optimal attack performance across all three
datasets while ensuring the accuracy of the model’s primary task.

3) Impact of Poisoning Rate on Attack Performance: In order
to study the effect of the target category poisoning rate on the
attack performance, we investigate the effect of increasing the
poisoning rate from 10% to 100% on the ATSTA with a step
size of 10%. In particular, considering the high efficiency of
the ATSTA attack, we also investigate the effect on the attack
performance at 5% poisoning rate, and the experimental results
are shown in Fig. 2.

As shown in Fig. 2, ATSTA can still achieve over 90% ASR
on all three datasets at 5% poisoning rate, while it can achieve
over 98% ASR on all three datasets when the poisoning rate
reaches 20%. In contrast, FlowMur requires 70% poisoning
rate of the target class to achieve over 90% ASR on all three
datasets, and the NBA is unable to break 80% ASR even with a
100% poisoning rate. Compared with FlowMur, we believe the
reason for this is that the triggers obtained by ATSTA through
alternate training are more closely linked to the attacker’s target
class data and more closely fit the learning task of the victim
model. In contrast, NBA uses randomly specified triggers, and
it is unable to establish a strong enough connection between
the trigger and the target class data. Among them, NBA has
a relatively high ASR on AudioMNIST due to the fact that
AudioMNIST is simpler and less than 1 s in length, and we get
samples of 1 s in length by complementing each sample with
0. The trigger may be added at amplitude 0, which leads to an
elevated ASR. In addition, when the target class poisoning rate
is close to 100%, the BA of the three methods decreases sharply.
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Fig. 2. Impact of target class poisoning rates on the effectiveness of NBA,

FlowMur and ATSTA.

The reason for this is that when the target class poisoning rate is
100%, all target class samples contain triggers, which prevents
the model from learning its features. Among them, the BA of
ATSTA and FlowMur decrease less, which may be due to the
fact that both of them impose restrictions on the location of the
trigger attachment, thus weakening the trigger’s perturbation on
the features of the benign samples.

4) Impact of Trigger Duration: In order to investigate the
effect of trigger duration on attack performance, we increase the
trigger duration from 0.1 seconds to 1 s in steps of 0.1 seconds
on the three datasets, and the experimental results are shown in
Fig. 3.

As can be seen from Fig. 3, the trigger duration does not lead
to asignificant change in BA. This is because the model can learn
the intrinsic characteristics of the target class samples from the
benign samples. Meanwhile, on the three datasets, ASR shows
an increasing trend with the increase of trigger duration. And
the gap between ATSTA and the other two methods gradually
increases as the trigger duration increases.

This is because we set up a scenario with a 20% poisoning
rate, and it is difficult for the victim to establish the link between
the trigger and the target label through the poisoned samples
of FlowMur and NBA. On SCD and AudioMNIST, ATSTA
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Fig. 4. Impact of SNR on the effectiveness of ATSTA.

achieves high ASR even at lower trigger durations. This is due to
the higher similarity between the intrinsic features of the triggers
we obtained through alternate training and the features of the
target category samples. And the poisoned model can easily
categorize samples with triggers into the target class. In addition,
we found that on FKD, ATSTA requires a trigger duration of 0.6
seconds or more to achieve a sufficiently high ASR, possibly
because the samples in FKD are recorded in a noisy environment
with high internal noise, and more distinctive triggers are needed
to establish a link with the target label.

5) Impactof SNR: Since SNR-based trigger scaling is used in
ATSTA, we verified the effect of SNR between benign samples
and trigger audio on the performance of ATSTA attacks. The
results of the experiments are shown in Fig. 4 by increasing the
SNR from 10 dB to 50 dB in steps of 5 dB on the three datasets.

From Fig. 4, it can be seen that the change of SNR does not
significantly affect BA. The reason is that the model can learn
its intrinsic features from benign samples. Meanwhile, for SCD
and AudioMNIST, a decrease in ASR can be observed when
the SNR exceeds 25 dB. This is because the injected triggers
become less prominent relative to the benign signal as SNR
increases, making it difficult for the model to capture the features
of the triggers. Nonetheless, the ASR can still exceed 93% on
both datasets, which demonstrates the robustness of ATSTA to

0
K00001  K00002 K00003 K00004 K0000S

= BA W ASR

Fig. 5. Impact of target categories on the effectiveness of ATSTA.
TABLE IV
EXPOSURE RATE OF POISONED SAMPLES UNDER NBA, FLOWMUR AND
ATSTA (%)
Benign  NBA  FlowMur  ATSTA
0 81.33 18.67 9

changes in SNR. Moreover, a significant decrease in ASR on
FKD can be observed when the SNR exceeds 20 dB and 40 dB.
The possible reason for this is that the samples of FKD were
recorded in a noisy environment, while the samples of SCD and
AudioMNIST were collected in a quiet environment. Therefore,
as the SNR increases, the injected triggers in the dataset of FKD
are more perturbed by noise, which leads to a relatively low
ASR.

6) Impact of Target Categories: In order to verify the effec-
tiveness of our ATSTA’s attack under different target categories,
we select five categories on each of the three datasets as the
attacker’s target categories. As shown in Fig. 5, ATSTA has
similar attack effectiveness on different target categories on each
dataset. Specifically, the BA difference across different target
categories on the same dataset is within 1%. Additionally, the
ASR is greater than 97% on a total of 15 target categories on all
three datasets. These results indicate that the target categories
have little effect on the performance of ATSTA and the attacker
can choose any target category to launch an attack.

C. Stealthiness of Backdoor Attacks

1) Human Studies: For the stealthiness of the attacks, we
focus on the imperceptibility of the triggers. The research in the
domain of image mostly focuses on the detection of the similarity
between poisoned samples and benign samples [57], while they
may easily misjudge audio triggers. For example, poisoned
samples with bird chirps as triggers are detected by similarity
recognition but do not appear suspicious to humans. Therefore,
we test the stealthiness of the attacks through volunteers, and
the experimental results are shown in Table IV.

The results of the experiment showed that 81.33% of the
poisoned samples could be detected by the volunteers when
using NBA. This is because although the whistling trigger used
by NBA is a common environmental sound, it can still be
perceived by volunteers during repeated tests. In contrast, only
18.67% and 9% of the poisoned samples were detected when
using FlowMur and ATSTA. The possible reason for this is that
FlowMur uses the strategy of dynamically injecting triggers, and
there are some very low-amplitude regions in the audio samples,
which make it easy for the trigger to be perceived by humans
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TABLE V
EFFECT OF LOSS FUNCTION ON THE VALIDITY AND STEALTHINESS OF ATSTA
(%)
A SCD FKD AudioMNIST ER
A1 A2 BA ASR BA ASR BA ASR
0 97.42 9995 9793 99.96 98.90 100 22.67
0 0.0001  97.11 99.04 98.72 98.19 9826 98.78 16.33
0.001 96.96 97.67 9854 7337 9852  90.69 11
0 9739 99.79 9857 99.04 9845 9849 15.67
0.001  0.0001 97.01 9927 98.19 98.84 98.12 99.86 9
0.001 97.34 9845 9854 8452 9849 9411 5.67
0 97.48 97 98.19  92.87 99.61 9695  7.67
0.01 0.0001  96.24 9579 9692 93.61 99.42 9593 1.33
0.001 97.4 9247 97.80 56.81 98.19 83.90 0

once it is added to the bass region of the sample. In contrast,
ATSTA’s maximum-peak trigger injection strategy ensures that
the trigger is always hidden inside the maximum peak of the
audio sample, so it is less likely to be detected by humans.
In addition, it should be noted that our approach requires a
lower injection rate compared to FlowMur, and this means its
stealthiness is greater during the actual attack.

D. Ablation Experiments With Loss Functions

In this section, we study the effects of MSE loss and TV loss on
ATSTA stealthiness and attack effectiveness in Section IV-C2.
We control the MSE loss and TV loss through A; and Ao,
respectively. Unless otherwise stated, all settings are consistent
with those described in Section V-AS5, and the experimental
results are shown in Table V.

From this table, it can be seen that increasing the weight
of both MSE loss and TV loss leads to a decrease in ASR
and ER. Among them, TV loss has a greater impact on attack
effectiveness and stealthiness, because TV loss smoothes the
trigger in a way that enhances the imperceptibility to humans
while causing some of the features that affect effectiveness to
disappear. Meanwhile, MSE loss enhances the stealthiness of the
trigger by reducing the difference between poisoned samples and
benign samples, but it also leads to a decrease in ASR. Therefore,
we need to determine the optimal loss weight combination to
balance attack effectiveness and stealthiness. In particular, when
A1 = 0.001 and 15 = 0.0001, ATSTA achieves more than 98%
ASR on all three datasets and keeps the ER below 10%.

E. The Resistance to Defenses

We evaluate the robustness of ATSTA with the baseline
method against three defense methods, Fine-pruning [54],
STRIP [55] and Beatrix [56]. Unless otherwise stated, all other
settings are the same as those shown in Section V-AS.

1) The Resistance to Fine-Pruning: As a classical backdoor
defense method, Fine-Pruning aims at backdoor defense by
pruning neurons that are rarely activated by benign samples.
The rationale is that poisoned samples usually rely on triggers
to activate neurons, resulting in different neurons activated by
poisoned samples than by benign samples in the infected model.
Specifically, the defender first sorts the neurons in the model in

NBA FlowMur ATSTA

soﬁ EOH_:jH—“K SOW
— EE <

AudioMNIST

Eaa e

—
0 = 0 0

0 20 40 60 80 0 20 40 60 80 0 20 40 60 80

Pruning Ratio(%) Pruning Ratio(%) Pruning Ratio(%)
—— BA —— ASR
Fig.6. Robustness of NBA, FlowMur and ATSTA to Fine-Pruning on the three
datasets.

ascending order of their activation level in the face of benign
samples, and then prunes out these neurons in that order.

The defense effect of Fine-Pruning is shown in Fig. 6. When
using the NBA method, a decrease in ASR can be observed when
the pruning rate is 10%, and BA starts to decrease when the
pruning rate reaches 60%. This indicates that neurons activated
by poisoned samples can be pruned before neurons activated
by benign samples, and thus Fine-Pruning has a better defense
against NBA. In contrast, the ASR on FlowMur and ATSTA
only decreased slightly when the pruning rate reached over 80%,
while BA gradually decreased from 50% pruning rate. This
suggests that Fine-Pruning cannot distinguish between benign
and infected neurons in FlowMur and ATSTA, namely FlowMur
and ATSTA can bypass Fine-Pruning.

2) The Resistance to STRIP: The design concept of STRIP
is that the trigger establishes a strong link between the poisoned
samples and the target label. After adding a perturbation to a poi-
soned sample, the backdoor model will still predict the sample
as the adversary’s target class with high confidence. Based on
this idea, STRIP superimposes other samples different from it on
each input for perturbation and feeds these input samples with
perturbations into the model to observe the prediction results.
In this case, the predictive entropy of the poisoned samples is
expected to be lower than the predictive entropy of the benign
samples. Therefore, the defender can set an entropy threshold to
identify whether the input samples carry triggers. The defense
effect of STRIP is shown in Fig. 7.

As shown in Fig. 7, the predictive entropy distribution of
poisoned samples and benign samples on NBA has a clear
demarcation. The defender can distinguish between poisoned
samples and benign samples by finding an appropriate threshold.
Therefore, STRIP is effective for defense on NBA. However,
the predictive entropy distributions of poisoned samples and
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benign samples on FlowMur and ATSTA have a large overlap.
This suggests that STRIP fails to effectively distinguish between
benign samples and poisoned samples under these two attacks.
The possible reason is that the triggers generated by ATSTA
become susceptible after the concealment constraint and are
more vulnerable to perturbation. This proves that ATSTA has
the ability to effectively resist STRIP.

3) The Resistance to Beatrix: The rationale behind Beatrix
is that poisoned samples and benign samples do not intersect
in the pixel space, and thus the intermediate representations of
these can differ significantly. Based on this, Beatrix amplifies
the difference between poisoned samples and benign samples
through the Gram matrix, and uses a kernel-based test to identify
target labels without making any a priori assumptions about the
representation distribution. Fig. 8 illustrates the effectiveness of
Beatrix against ATSTA and baseline on the three datasets.

As shown in Fig. 8, R* is the anomaly index, which is
consistent with the setting of Ma et al. [56], and we set its
threshold to e2. The R* of the target category is above the
threshold while the anomaly index of the non-target category
does not exceed the threshold when using NBA. This shows
that Beatrix can effectively defend against NBA. For FlowMur,
Beatrix can successfully detect the target category on FKD, but
performs poorly on SCD and AudioMNIST. In contrast, the
target category of ATSTA cannot be detected by Beatrix on all

the three datasets, proving the effective robustness of our method
against Beatrix defense.

VI. DISCUSSION
A. Possible Responses

In Section V-E, we analyze the resistance of ATSTA against
common backdoor defenses. Among them, Fine-Pruning and
STRIP rely on specific observations that do not apply to
backdoor attacks using optimization-based triggers. Therefore,
ATSTA can bypass them. In addition, Beatrix relies on the
significance difference between poisoned samples and benign
samples, but narrowing the difference between poisoned and
benign samples by crafting constraints can cause this defense to
fail. Furthermore, Beatrix requires the defender to have sufficient
knowledge to acquire a portion of the benign samples, which
limits its practical application. Based on the above analysis, we
need to explore a possible defense strategy against ATSTA.

In Section V-D, we find that the ASR of poisoned samples
after stealthiness constraints will decrease as the strength of
the constraints increases, without significantly affecting BA.
Therefore, we believe that mutual constraint between samples
of the same class is a feasible defense scheme.

B. Limitations and Future Work

The performance of ATSTA on SCD, FKD, and AudioMNIST
demonstrates its effectiveness in speech command recognition
systems and speaker recognition systems. However, the appli-
cability of ATSTA may be limited when facing more complex
automatic audio recognition systems. This is because the higher
complexity of automatic audio recognition systems challenges
backdoor implantation. We propose a possible backdoor attack
method against automatic audio recognition systems by modi-
fying the generation model or constraints of triggers, which we
regard as future work.

VII. CONCLUSION

In this paper, we propose an efficient and stealthy audio
backdoor attack method, ATSTA, which only requires the at-
tacker to possess a small set of target-class samples. ATSTA
solves the current problem of limited-knowledge audio back-
door attacks that are highly dependent on the poisoning rate
and have low attack efficiency. Specifically, we supplement the
attacker’s knowledge by constructing a surrogate dataset, then
alternately training the model and optimizing triggers on that
dataset, thus maximizing the attack capability of the trigger. We
also design a trigger injection strategy based on maximum peaks
and loss constraints, which enhances the stealthiness of ATSTA
by masking the triggers through the peaks of speech signals
and restricting the poisoned samples using two loss functions.
Subsequently, on both speech command recognition systems and
speaker recognition systems, we conduct a series of experiments
on three datasets to validate the performance of ATSTA across
three critical dimensions: attack effectiveness, stealthiness, and
robustness against defenses.
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The contents of this paper not only reveal the potential hazards
of backdoor attacks in audio recognition systems, but also em-
phasize the urgency of implementing secure and reliable audio
recognition systems in the real world. Through the analysis of
this paper, we find that the proposed method is not only theoret-
ically innovative, but also fully verified for its effectiveness and
stealthiness in practical applications.
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