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Federated learning (FL) allows multiple participants to collaboratively train a shared model without exposing
their local data, thereby mitigating the risk of data leakage. Despite its advantages, FL is vulnerable to attacks
by malicious clients, and existing defense mechanisms, while effective under independent and identically dis-
tributed (i.i.d.) settings, often exhibit degraded performance in non-i.i.d. scenarios where client data distributions
differ. To overcome this limitation, we propose AMF-CFL, a robust aggregation algorithm specifically designed
for federated learning under non-i.i.d. conditions. AMF-CFL reduces the influence of malicious updates through
a two-step filtering strategy: it first applies multi-k-means clustering to identify anomalous update patterns,
followed by z-score-based statistical analysis to refine the selection of benign updates. Comprehensive evalu-
ations against four untargeted and two targeted attack types demonstrate that AMF-CFL effectively preserves
the integrity and robustness of the global model, offering a reliable defense in challenging federated learning

environments.

1. Introduction

In recent years, federated learning has gained significant attention as
a novel distributed machine learning paradigm [1-5]. Traditional ma-
chine learning typically trains models from centralized data. However,
in the real-world, data may reside in different institutions like health-
care or financial [2,6,7]. In federated learning, users train local models
on private data for a certain number of rounds. The client shares the
local model updates with a central server. And the central server aggre-
gates their updates from all clients to update the global model, which
is distributed back to the participating clients. This iterative process is
repeated multiple times to obtain the final global model [8-10]. The dis-
tributed characteristic of federated learning have garnered significant
attention, but they also render federated learning highly susceptible to
attacks from malicious participants.

In federated learning, the presence of malicious clients poses a signif-
icant security concern. Malicious participants exhibiting Byzantine be-
havior can manipulate the distributed training process and compromise
the resulting aggregate model. Even a single Byzantine error can poten-
tially cause a significant threat to the training model [11,12]. Except for
the Byzantine model accident, the backdoor attack also poses a threat
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to the security of the model. Malicious clients can inject a backdoor
task without affecting the main task [13-17]. During model aggregation,
the backdoor task is injected into the global model. Therefore, the de-
sign of robust aggregation algorithms to counter malicious attacks is of
paramount importance. Many malicious attacks require injecting mali-
cious factors into malicious updates to amplify the malicious impact, and
this is contingent on the number of malicious client segments. To defense
these potential attack, existing defenses in federated learning primarily
fall into two categories: robust aggregation [18-22], which detects and
rejects malicious weights, and authentication defenses [23,24], which
involve validation using auxiliary datasets either on the client side or
server side. However, authentication defenses may contravene the pri-
vacy settings of federated learning and risk the leakage of local client
information. In the former category, methods like Krum [19], Trimmed-
Mean [20], and Median [20] are well-known for their defense mecha-
nisms relying solely on statistical properties. However, this feature has
also led to the development of Byzantine attack algorithms, which are
designed for them [25].

Although there are many defense algorithms, the data heteroge-
neous of federated learning affects the performance of these defense
algorithms. Data heterogeneity will cause the update of the model to
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Fig. 1. Framework of AMF-CFL. After local models are uploaded to the server, multiple clustering and two-step filtering are applied on the server side to select

benign client updates for aggregation, resulting in a clean global model.

deviate from the optimal update direction or update step. For example,
users from different countries may use different languages, so there can
be variations in the private data distribution collected by machines in
different regions, even for tasks like next-word prediction [9,26] and
automatic drive [27]. This is one of our concerns.

To alleviate the performance degradation of federated learning de-
fense algorithm under data heterogeneity. We propose Anomaly Model
Filtering based on Clustering in Federated Learning (AMF-CFL). A de-
fense algorithm based on abnormal client filtering for client model pa-
rameter clustering. AMF-CFL uses the trimmed global model as a cor-
rect or incorrect update direction. This allows us to calculate the cosine
similarity to measure angular differences in model updates. This effec-
tively mitigated Byzantine attacks. Subsequently, we employ multiclass
classification to filter out potential malicious updates, followed by an
investigation of exceptional updates using z-scores. This process yields
the final cluster of benign models. We evaluated our approach under
non-independent and non-identically distributed data sampling on two
datasets, subjecting them to various Byzantine and targeted attacks. The
results demonstrate our capability to effectively filter out Byzantine at-
tacks, ensuring the convergence and availability of the global model.

Our summarize the contribution of this paper as follows:

e We conducted research on FL robust aggregation under non-i.i.d
data. In the context of non-i.i.d data, our experimental results in-
dicate that it filters malicious clients through clustering and outlier
filtering, particularly in the case of attacks with amplification fac-
tors.

e We propose to use the potential direction of global model updates
and the update gradient of each client as features to distinguish be-
nign clients from malicious clients.

¢ We validated AMF-CFL using four types of untargeted attacks and
two types of targeted attacks. The results demonstrate its effective-
ness in filtering out anomalous model updates while ensuring that
unfiltered malicious model updates do not have an impact on the
attack.

2. Related work
2.1. Federated learning

In federated learning, to learn the globally optimal model w*, a pro-
cess of T rounds of iteration is performed. The server .S initializes the
global model w, and sends it to all clients [9]. In the #-th round, .S
broadcasts the global model w,_; to m clients. Subsequently, the clients
locally train their models w! using their private local data D,, calculate
the difference between the local model and the previous global model
Aw;', and upload this difference to the server S. In the #-th round, the

global model is updated as follows: w, = w,_; + # P Aw;_l.

2.2. Threats from malicious clients

Malicious client attacks are security threats to federated learning. In
this paper, we focus on two types of attack. They are untargeted attacks
and targeted attacks [28,29].

Untargeted attacks typically assume that malicious clients are e-
Byzantine (0 < € < 0.5), meaning that in each round, there are em ma-
licious clients. These malicious clients can manipulate their model up-
dates to achieve their purposes. In Byzantine attacks, they do not need to
adhere to the settings of federated learning and have a complete under-
standing of the system’s configuration and learning algorithms. For in-
stance, the TrimmedMean Attack (TMA) [25] bypasses robust aggrega-
tion by recording the upper and lower bounds of all model updates. The
Inner-product Manipulation Attack attack (IMA) [30] disrupts the de-
fense of robust aggregation by manipulating the inner product of model
update gradients. Sign Flipping attacks [23] modify the direction of ma-
licious model updates to disrupt the performance of the global model,
and Additive Noise Attacks [23] introduce noisy perturbations to mali-
cious model updates to reduce the availability of the global model.

In targeted poisoning attacks, the objective of malicious participants
is to manipulate the global model M in a way that M makes specific
predictions on certain data, such as predictions on one or two classes.
In a Label Flip Attack [23], malicious participants change the training
labels from the original labels c;,,,, to target labels c,,,,,,. For any x; €
D;,where x; = (f;,¢;), and ¢; = ¢y, it represent the attack scenario as
x} = (f}» Crarger)- HETC, Cyppce = Cianger denotes label flipping attack. We
flipped label O to label 1 (0 — 1) on the MNIST dataset and labeled t-shirt
to trouser (¢t — shirt — trouser) on the Fashion-MNIST dataset. The other
is a Model Replacement Attack (MRA) [15]. Malicious clients modify
the data of the original training images by adding a black square of size
5 x5 and changing the original label of the data to the target label.

2.3. Byzantine-robust FL methods

Currently, there are defense methods based on statistical charac-
teristics, such as Krum [19], which calculates the gradient differences
between each client’s model update and those of the other N — f —2
clients and selects the smallest difference as the global model update
to be distributed to clients. The TrimmedMean method [25], on the
other hand, sorts the model update gradients, filters out the g largest and
smallest update values, and then aggregates the remaining updates. In
addition, Median [25] is an aggregation algorithm based on the median
of coordinates, which uses the median of the model update parameters
as the global model update. These robust aggregation algorithms select
the smallest update based on statistical model differences as the global
model update direction. However, the performance of these robust ag-
gregation defenses can degrade in the presence of non-independent
and non-identically distributed data. In addition, some attack methods
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Algorithm 1 AMF-CFL.

Algorithm 2 Function k-means filter.

Input:Model parameters w,, total training round 7', number of client
N, z-score threshold z Fils TrimmedMean threshold g, K is Classified
quantity

Output: Global model w*

for each clientiin N do

w; « Local_Update(w,_;)
end for
W, ={w!, ... wN}
cos® = {cosb,...,cos8,}
Ctiyy < k-means-f ilter(AW,, cos©, K)

"
Cugq — z-score(AW,, c¥)
1 Cagg i

Wiy = Wiy + > Aw;
[Caggl

1: for each training round 7 in [1,7] do
2.
3
4.
5:
6.
7
8
9:

i=1

10: end for

targeting Krum and TrimmedMean have also been proposed [25]. These
attacks make the model under Krum and TrimmedMean defense unable
to converge to the optimal point.

3. The proposed method
3.1. Framework

Our proposed AMF-CFL aims to use the TrimmedMean method to de-
termine the update direction and assist in distinguishing between client
model updates. Whether the TrimmedMean direction is correct or not,
it can always obtain model updates consistent or inconsistent with the
trueTrimmedMean update direction. All clients are divided into smaller
clusters by multi-clustering. In this way, the common features between
different clients are detected and the abnormal clusters are filtered. Then
after merging large clusters, malicious updates are filtered through the
detection of outliers. The full algorithm is given in Algorithm 1. Fig. 1
is the framwork of AMF-CFL.

3.2. Details of the algorithm

Feature Space and Multi-k-means. We perform aggregation using
TrimedMean on gradient updates to obtain the model @&. However, our
trimming is stricter, filtering out g = 0.3, selecting only the middle 40%
of model parameters for aggregation to obtain . And calculate the co-
sine similarity cos §; between & and the updates w; from each client.
In the TrimmedMean attack algorithm, whether the attack succeeds or
not, it uses the cosine similarity between 1 and w); for classification to
distinguish updates with different directions.

We record the gradient Aw; for each model update and use cos 6,
and Aw; as the feature space for model updates to perform multi-k-
means clustering, where k € K. We use p to represent the number of
clusters clustered by the client. In each clustering Cy g, a different
number of clusters c, ,; will be obtained. This clustering process results
in multiple multiclass sets C,, where each multiclass set C, = {cy, ..., c,}.

First Filtering and Merging Clusters. Then, we utilize the Davies-
Bouldin index (DBI) [31] to evaluate the quality of the multiclass Cppex
and select the optimal classification C*. DBI is an index to evaluate the
clustering effect:

— 2
S-___ 2 dist(x;,x;) W
[e] - (le] = 1) lsiszj:s\d o
dcen(cp’cq) = dist(”?’”‘l) -
. _
| S,+S,
DBI = ), max(zE—h) N

deen(cy, €q)

Input:Model updates gradient AW;, cosine similarity cos®, multi-k-
means K
Output: Clusters after the first filter C;

1t w! <w? < ..., wN <sorted(W,)
N-pN N
VN

e, W eprune(ﬂ,[w},...,th])

= g Zemt W
-1
Al -Aw,
1A, (- Aw!]]
: for pin K do
C, < k-means(p, AW, cos ©)
: Cp={c1,...,cp}
9: end for
10: € =Cy.....C,
11: dbi* « argmin e (dbi,)
12: C* « dbi*
13:if len(c,) > nyy.c, € C* then
14:  cos 51, = Ic_l,,\ Zf’) cos 0;
15 AW = 5 X Awj
16:  d, is the intra-cluster distance of each cluster
17: end if
18: AW,, cos e, D, Represent intra-cluster average gradient, cosine sim-
ilarity and intra-cluster distance, respectively
19: €;,C; « 2-kmeans(AW,, cos ©,D,)
20: Cy;; «Select majority cluster C} or C]
21: return Cpy

AW =wl—wl |, Al =

2
3
4
5: cosf; =
6
7
8

Algorithm 3 Function z-score.

Input:Cluster to be filtered C;, Model update gradientAW, z-score
threshold z
Output: Benign client cluster C,,,

p# = mean(AW,)
o = std(AW))
: foriin Cyy do
Zi = |AWT;7M|
if z; < z;; then
model Aw' add in C,,
end if
: end for

: return C,,,

eEXINI2ALH BT

where dist(-) is a function to calculate the distance of two samples, Ep is
the average distance of the sample in cluster c, i, 4, = CLp i< <lel Xi

is the central point in cluster c,. d,,,(") is a function to calculate the
distance between two clusters. We calculate the value of DBI dbi, i
for different C, e by Eqs 1-3. Then the number of clustering times
with the lowest DBI value is selected as the target clustering number p*
to obtain C*

As shown in Algorithm 2, we use the optimal clustering C* to ob-
tain benign cluster C;. Then, for each cluster ¢, € C*, filters out the
abnormal clusters according to the number of clusters n ;. Calculate

the cos 5[’[ECP,AE[’[Ecp,dP in each cluster as classification feature. The
remaining C* = {c,, ... .¢c,} are divided into two cluster CT and C;‘ by
2-means. Merge clusters in the same category C| or C;. Select a large
number of clusters as benign clusters to be aggregated C ;.

z-score Filtering and Aggregation. The selected cluster C; obtained
in the previous step is considered the benign cluster. We apply z-score

filtering to the gradients within this cluster. This filtering can effectively
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Fig. 3. Robust aggregation under four kinds of non-targeted attacks.

defend against malicious attacks with magnification factors. Malicious
attacks that are not filtered have minimal impact on the model due to the
constraints on update gradients and their quantity. Finally, we use the
aggregation rule A to aggregate the remaining model updates, resulting
in the global optimal model w*. The pseudo-code of z-score is shown in
Algorithm 3.

4. Performance evaluation
4.1. Experiment setup

FL setting. We conducted tests on federated learning using two datasets:
MNIST and Fashion-MNIST. MNIST consists of 10 different digit labels,
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effect.

ranging from O to 9, with a total of 60,000 training images and 10,000
testing images. Fashion-MNIST consists of 10 different fashion cate-
gories, such as dresses, shirts, and bags, with a total of 70,000 grayscale
images of size 28 x 28. Out of these, 60,000 images are used for train-
ing, and 10,000 are used for testing. In each iteration, we involved 100
clients in the training process, with a malicious client fraction of ¢ = 0.3.
This means that in each iteration, there are 30 malicious clients and 70
benign clients. Our model training is performed locally for 5 epochs, and
the communication between clients and the parameter server occurred
for R = 50 rounds. By default, we used the Dirichlet distribution to sam-
ple data to create non-i.i.d datasets for training. The parameter a of the
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Table 1
Performance comparison of AMF-CFL and baseline robust aggregation methods on the CIFAR-10 dataset under various attack
scenarios. The table reports the global model accuracy (%) for each defense method under no attack and six different attacks,
including Krum, Trimmed mean, Inner product, Additive noise, Label flip, and Gradient rise. Results demonstrate that AMF-CFL
consistently maintains high accuracy across all attack types, highlighting its robustness in federated learning with heterogeneous
data.
Defense No Attack  Attack Krum Attack Trimmedmean Inner Product Addition Noise Label FLIP Gradient Rise
No Defense 51.65 20.56s 10.00 45.93 24.48 48.89 10.00
Krum 24.47 23.40 25.31 14.45 23.32 24.24 18.44
MKrum 49.28 10.00 48.72 10.00 48.48 46.94 47.51
Trimmedmean  51.30 18.31 10.00 37.03 40.05 51.36 13.93
Median 51.30 23.71 14.59 23.74 49.37 47.65 40.96
Bulyan 51.15 20.09 10.00 41.4 29.55 50.04 10.00
Flare 51.54 9.35 10.20 19.12 34.06 51.12 23.35
AMF-CFL 51.63 50.93 51.68 51.61 51.86 51.14 48.71
o MNIST o MNIST ner Product Manipulation Attack (IMA), TrimmedMean Attack (TMA),
D o = =) . . e .
0l AT 0s) Sign Flip Attack, and Additive Noise Attack. The other are two target
06,}/ . 06! e attacks, consisting of the Label Flip Attack and Model Replacement At-
g ol - % g oa o tack (MRA). In the Label Flip Attack, we selected two sets of labels to flip
oal ozl o and introduced amplification factors to enhance the attack’s effective-
ool TN T U B ness. In the Model Replacement Attack (MRA), malicious clients added
' R 0 e a trigger to the data they possessed. This trigger is a 5 x 5 pixel black
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tion across different datasets.
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Fig. 7. The impact of non-i.i.d. parameters on federated learning performance
across communication rounds.

Dirichlet distribution is set to 0.5, where smaller values indicate a more
severe non-IID setting. In our filtering setup, the number of filtered up-
dates in the first round is set to n; = 10, and the filtering threshold in
the second round is set to z,; = 2.

Adversary Setting. In the experiments, we consider six different at-
tack scenarios. Four of them are non-targeted attacks, including the In-

square added to the training data, and the labels are modified to 0. In
the Model Replacement Attack (MRA), malicious clients added a trig-
ger to the data they possessed. This trigger is a 5 x 5 pixel black square
added to the training data, and the labels are modified to 0.

Metrics. We use classification accuracy and attack accuracy to measure
defense effectiveness. In non-target attacks, only ACC is used to evaluate
model availability and quantify the impact of malicious model updates
on the global model. For target attacks, we use both ACC and ASR to
evaluate the availability of the model. Target attacks are designed for
specific backdoor tasks, which means that their goal is to increase ASR
as much as possible while maintaining ACC.

4.2. Performance analysis

Defense evaluation without attack. We conduct extensive evaluations
on MNIST, Fashion-MNIST, and CIFAR-10. As illustrated in Fig. 2, we
compare the performance of AMF-CFL with baseline defenses under vari-
ous attack settings. AMF-CFL achieves performance on par with FedAvg
in the absence of attacks, indicating that the proposed method intro-
duces negligible accuracy degradation in benign scenarios.

Defense evaluation with non-targete attacks We evaluate four rep-
resentative Byzantine attacks across five robust aggregation rules A on
MNIST and Fashion-MNIST. The results are presented in Fig. 3. Among
all methods, Krum exhibits the lowest accuracy, which can likely be at-
tributed to its strategy of selecting only a single client update at each
iteration. Without randomly sampling a sufficiently diverse subset of
clients, Krum tends to repeatedly select the same clients across iter-
ations, thereby limiting its robustness—especially under non-i.i.d. data
distributions. Overall, existing robust aggregation rules are significantly
affected by all four Byzantine attacks. In contrast, AMF-CFL effectively
mitigates the impact of malicious updates on the global model and con-
sistently achieves the highest accuracy across the evaluated settings.
Furthermore, we extend our analysis to CIFAR-10 and include a broader
set of robust aggregation methods, as summarized in Table 1. The results
show that in the absence of attacks, AMF-CFL attains performance com-
parable to FedAvg, indicating minimal utility degradation under benign
conditions. Under various attack scenarios, AMF-CFL maintains consis-
tently strong performance. One limitation is a slight drop in accuracy
under the gradient ascent attack; however, AMF-CFL still outperforms
all baseline defense mechanisms by a clear margin, demonstrating its
superior robustness.

Defense evaluation with targeted attacks. Fig. 4 presents the perfor-
mance of the five aggregation rules under two targeted attack settings.
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Table 2
Impact of the cluster filtering threshold ng;, on model accuracy
under gradient rise and additive noise attacks. A moderate
value (e.g., ny; = 10) provides the best robustness-accuracy
balance.

- 3 5 10 20 30

Gradient Rise 48.67 49.91 51.39 51.38 49.20
Additive Noise 51.43 51.00 51.42 48.74 46.15

Table 3

Effect of the z-score threshold z; on global model accuracy.
Stricter thresholds more effectively filter poisoned updates,
preventing performance degradation.

Za 0.5 1.0 15 2.1 2.5

Gradient Rise 47.25 51.7 50.41 51.20 49.14
Additive Noise 45.88 50.25 51.67 51.79 51.41

Table 4

Influence of the aggregation balance factor p on the defense
performance. Results indicate that the method remains stable
across different g settings.

p 0.1 0.2 0.3 0.4 0.5

Gradient Rise 49.91 50.59 51.59 49.99 50.21
Additive Noise 50.41 51.29 51.44 50.33 49.51

The key difference between the two attacks lies in the evaluation met-
rics: under the label-flipping attack, ACC denotes the accuracy with re-
spect to the original labels, whereas ASR measures the proportion of
samples misclassified into the attacker-specified target label. Under the
label-flipping attack, the accuracies of FedAvg, Krum, and Trimmed-
Mean with respect to the original labels are substantially degraded,
while the target-label accuracies of FedAvg and TrimmedMean even in-
crease due to the injected bias. For the MRA algorithm, Krum fails to
converge on the main task—consistent with the earlier observation re-
garding its repeated client selection-but still yields a high accuracy on
the adversarial (backdoor) task. In contrast, AMF-CFL exhibits markedly
superior defensive performance against both types of targeted attacks,
effectively suppressing unintended target-label predictions while main-
taining high accuracy on the original labels.

Impact of Hyperparameters in Cluster-Based Filtering. To investi-
gate the sensitivity of the defense to its hyperparameters, we evaluate
the z-score threshold z;;;, the cluster filtering threshold ny;, and the ag-
gregation balance factor g. Table 2, Table 3, and Table 4 jointly demon-
strate that relaxing either the z-score bound or the cluster-filter count
consistently degrades the global model accuracy. This trend aligns with
the observations in Fig. 5: looser constraints allow a larger fraction of
poisoned updates to bypass the filter, confirming the necessity of stricter
filtering. Specifically, setting z;;; = 2.1 and ng;; = 10 achieves a strong
balance between robustness and clean accuracy. Furthermore, when fix-
ing the z-score threshold and varying the cluster filtering depth, the
results in Fig. 6 and Table 2 indicate that increasing ng; consistently
stabilizes the global model in large-scale FL (100 clients), highlighting
the benefit of applying multiple layers of cluster-level filtering. Finally,
Table 4 shows that performance remains relatively stable across a wide
range of f§, demonstrating that the defense is not overly sensitive to the
aggregation balance factor.

The influence of non-independent and identical distribution. Fig. 5
illustrates the impact of progressively relaxing the filtering constraints.
As the constraints become looser, the performance of the global model
gradually degrades, indicating that more malicious updates pass through
the filter. This confirms the effectiveness of the filtering mechanism:
most malicious updates are successfully removed when the parameters
are set to zg; = 2.1 and ng;; = 10. The parameter zg;; controls the sen-
sitivity of the z-score-based statistical filtering; lower values make the
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filter stricter, potentially removing some benign updates, while higher
values may allow more malicious updates to pass. Therefore, z; should
be chosen to balance robustness and model accuracy.

Fig. 6 further examines the influence of varying ng;, the number of
cluster-based filtering layers, while fixing z;. In a setting with 100 par-
ticipating clients, the results show that performance consistently im-
proves as ng;, increases, highlighting the advantage of multiple filtering
layers in large-scale federated learning. Increasing ng; enhances the de-
tection of anomalous updates by capturing diverse abnormal patterns
across clusters; however, excessively large values may introduce com-
putational overhead without substantial performance gains. Based on
our experiments, a range of ny;; = 5-15 is generally effective, depending
on the number of clients and the heterogeneity of their data distributions
(Fig. 7).

5. Conclusion

In this paper, we conduct a study on several aggregation algorithms
A in Federated Learning (FL). We test and evaluate these algorithms
against model replacement attacks, label flip attacks, and four Byzan-
tine attacks. We design a Federated Learning filtering algorithm based
on multi-class classification. This algorithm aims to filter potential ma-
licious attacks in FL with non-identically distributed data, resulting in
benign update clusters. Our algorithm can also serve as a pre-processing
module for robust aggregation, eliminating data distribution anomalies
or malicious clients. Subsequently, the benign clusters obtained can be
robustly aggregated using aggregation algorithms. Through extensive
experiments on two datasets, we demonstrated the effectiveness of our
filtering algorithm in preserving model availability.
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