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Digital Forensic Method Using Color Consistency
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Abstract: The widely used digital cameras and photo editing software bring us a new problem of
tampered image. Focusing on the blurring operation in digital forgeries’ creation, a new digital image
forensic method using color consistency is proposed for localization the tampering region in the digital
forgeries. By extracting three statistical features including the ratio of global hues, hue bias and
abnormal hues, the color consistency introduced by imaging pipeline and destroyed by blurring
operation is described. The features are then fed to the support vector machine to classify the authentic
pixels and forgeries, as well as localizing the tampering regions. Experiments show the accuracy of
localizing the blurring regions in the digital image forgeries.
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Fig.1 Imaging Model in Digital Cameras
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Fig.2 Several samples and detection results in our experiments. (a): authentic images; (b): blurred forgeries;
(c): localization results of (b)
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