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Abstract—Conventional additive spread-spectrum (SS) data
embedding has a dangerous security flaw that unauthorized
receivers can blindly extract hidden information without the
knowledge of carrier(s). In this paper, pseudo-noise (PN) masking
technique is adopted as an efficient security measure against
illegitimate data extraction. The proposed PN-sequence masked
SS embedding can offer efficient security against current SS
embedding analysis without inducing any additional distortion
to host nor notable recovery performance loss. To further
improve recovery performance, optimal carrier design for PN-
masked SS embedding is also developed. With any given host
distortion budget, we aim at designing a carrier to maximize
the output signal-to-interference-plus-noise ratio (SINR) of the
corresponding maximum-SINR linear filter. Then, we present
jointly optimal carrier and linear processor designs for PN-
masked SS embedding in linearly modified transform domain
host data. The extensive experimental studies confirm our ana-
lytical performance predictions and illustrate the benefits of the
designed PN masked optimal SS embedding.

Index Terms—Data hiding, information hiding, pseudo-noise
masking, signal-to-interference-plus-noise ratio (SINR), spread-
spectrum embedding, steganography, watermarking.

I. INTRODUCTION

The rapid advances in information and communication tech-
nologies allow people to easily transfer and exchange massive
amounts of digital multimedia, such as digital images, video,
and audio. Consequently, it has become extremely important
to ensure the security of the exchanged information. As a
result, digital data embedding has raised extensive attention in
recent years with the development of various security/privacy
protection applications, such as annotation, copyright marking,
watermarking, ownership protection, authentication, digital
fingerprint, and covert communications or steganography. As
a general encompassing comment, different applications of
information hiding, such as the ones described above, re-
quire different satisfactory tradeoffs between the following
four basic attributes of data hiding [1]: Payload, robustness,
transparency, and security.
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The data hiding performance in terms of above four at-
tributes depends directly on how the data is inserted in the
host. Therefore, it is a crucial step to determine the embedding
process in the design of a data hiding system. Data embedding
can be performed either directly in the time (audio) or spatial
(image) domain or in a transform domain [2]-[10]. While
direct embedding in the original host signal domain may
be desirable for system complexity purposes, embedding in
a transform domain may take advantage of the particular
transform domain properties [11] and enables the powerful
notion of spread-spectrum (SS) data embedding when the
secret signal is spread over a wide range of host frequencies
[12]-[16].

In this paper, we focus our attention on additive SS em-
bedding in transform domain host. In direct analogy to SS
digital communication systems [17], conventional additive SS
embedding methods use an equal-amplitude modulated carri-
er/signature to deposit one information symbol across a group
of host data coefficients or a linearly transformed version of the
host data coefficients. Recently, a dangerous security flaw of
SS embedding has been alerted and investigated. Embedding
a number of information symbols with a same carrier will
create a strong basis/subspace of the hidden signal which
can be tracked and analyzed. Therefore, even without the
knowledge of carrier(s), unauthorized receivers can still blind-
ly extract the embedded data by blind signal separation (BBS)
methods [18]-[21] or novel iterative generalized least square
(IGLS) approaches [22],[23]. The illegitimate blind hidden
data extraction has also been referred to as “Watermarked
content Only Attack” (WOA) in the watermarking security
context [18]-[21]. Thus, it raises the concerns of making SS
embedding more difficult to be extracted by the illegitimate
users. Two interesting SS embedding schemes were proposed
in [24] which attempt to withstand SS embedding analysis
by using random-like amplitudes. However, these SS embed-
ding schemes sacrifice recovery performance to enhance the
security and consequently are sensitive to noise which would
lead to high recovery error rates by intended recipients. More
importantly, information leakage cannot be fully prevented
because information symbols are still embedded by the same
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carrier.

Pseudo-noise (PN) masking technique has been proven to
be an effective technique against unauthorized data collection
(eavesdropping) in the context of secure wireless communica-
tions. Typical examples of PN masking technique are military-
grade communications and global-positioning systems (GPS).
In this work, we first develop a PN-masked secure SS embed-
ding approach in which the embedded SS single is scrambled
by random-like PN masks such that no subspace of embedded
signal can be found and tracked in the data-embedded host.
Without any notable performance loss, this PN-masked SS
embedding can efficiently provide almost perfect security and
minimize the likelihood that embedded data are “stolen” by
unauthorized users.

It should also be understood that the host, which acts as
a source of interference to the secret message of interest, is
known to the message embedder. Such knowledge can be ex-
ploited appropriately to facilitate the task of the blind receiver
at the other end and minimize the recovery error rate for a
given host distortion level, minimize host distortion for a given
target recovery error rate, maximize the Shannon capacity of
the covert channel, etc. By exploiting the knowledge of the
second order statistics (SOS) of host, the recently presented
Gkizeli-Pados-Medley eigen-design optimal carrier [13], [14]
can maximize the signal-to-interference-noise-ratio (SINR) at
the output of the corresponding maximum-SINR linear filter.
Benefiting from the legacy of [13], [14], the optimal carrier
design for PN-masked SS embedding is also studied.

The following notation is used throughout the paper. Bold-
face lower-case letters indicate column vectors and boldface
upper-case letters indicate matrices; R denotes the set of all
real numbers; ()T denotes matrix transpose; Iy, is the L x L
identity matrix; sgn{-} denotes zero-threshold quantization;
E{-} represents statistical expectation; || - || is vector norm.

II. PRIOR ART OF ADDITIVE SS EMBEDDING

Consider a host image H € MM >*N2 where M is the
finite image alphabet and N; x N, is the image size in
pixels. Without loss of generality, the image H is partitioned
into M local non-overlapping blocks of size % Each
block, Hy,Hs,....,Hy,, is to carry one hidden information
bit b; € {£1}, i = 1,2,..., M, respectively. Embedding is
performed in a 2-D transform domain 7 (such as the discrete
cosine transform, a wavelet transform, etc.). After transform
calculation and vectorization (for example by conventional zig-
zag scanning), we obtain 7 (H;) € R%,i =1,2,..., M.
From the transform domain vectors 7 (H;) we choose a fixed

subset of L < % coefficients (bins) to form the final
host vectors x; € R*, ¢ = 1,2,..., M. It is common and

appropriate to avoid the dc coefficient (if applicable) due to
high perceptual sensitivity in changes of the dc value.

To draw a parallelism with SS communication systems,
conventional SS embedding treats embedded message as the
SS signal of interest transmitted through a noisy “channel”
(the host). The disturbance to the SS signal of interest is
the host data themselves plus potential external noise due

to physical transmission of the watermarked data and/or
processing/attacking. In particular, conventional additive SS
embedding is carried out in the transform domain by

yi:Abis—&-xi—l—ni,i:L...,M, (l)

where information bit b; € {£1} is embedded in the transform
domain host vector x; € R” via additive SS embedding by
means of a (normalized) spreading sequence (carrier/signature)
s € RL ||s|| = 1, with a corresponding embedding amplitude
A > 0. For the sake of generality, n; represents potential
external white Gaussian noise' of mean 0 and autocorrelation
matrix 021, 02 > 0.

In an effort to reduce the interference effect of the host

signal, the host vectors x;, 7 = 1,..., M, can be steered away
from the embedding carrier using an operator of the form (I, —
cssT) with parameter ¢ € R, i = 1,..., M, and the carrier

s € RE. In parallel to (1), the composite signal of additive SS
embedding on linearly transformed host data is [12], [14]

yi = Abis+ (I, — cssT)xlv +mn;,i=1,...,M, ()

where information symbol bit b; € {£1} is embedded, using
amplitude A > 0 and (normalized) carrier s € R, ||s|| = 1,
in the ith linearly transformed host data vector (I, —css”)x;.
The optimal carrier s and transform parameter ¢ to maximize
the output SINR is presented in Proposition 3 of [14].

The SS embedding schemes (1) and (2) have been shown to
have a dangerous security flaw. Using the same carrier s to em-
bed all information bits can generate a strong basis/subspace
of embedded signal in data-embedded host y;, : = 1,..., M.
By analyzing observation signal y; with BBS-based algo-
rithms [18]-[21] or a novel IGLS approach [23], embedded
information bits can be blindly extracted by unauthorized
users without the knowledge of carrier s. Using random-
like amplitudes [24] can weaken SS embedding analysis to a
certain degree, but still has the problem of information leakage
and suffers from loss of recovery performance. To practically
provide a secure SS embedding, in the next section we adopt
PN-sequence masking technique on SS embedding to protect
the secret data without any notable performance loss.

III. PN-SEQUENCE MASKED SS EMBEDDING

Let m = [mq,ma,...,my]T € {£1}" be a PN-sequence
(such as m-sequence or Gold code) of large length N > LM.
We select M non-overlap segments from m as mask vectors
mj,mo,...,my; of length L each

m; £ [m(ifl)L+1a"'amiL]T7i: 17"'7M' (3)

The PN-mask vector m; is used to scramble the SS signal of
interest Ab;s by component-wise multiplication of carrier s
and m;. PN-masked carrier for the ith bit b; is defined as

s(L)m;(L)]"
@)

ci 2som; 2 [s(1)m;(1),s(2)m;(2),...

' Additive white Gaussian noise is frequently viewed as a suitable model
for quantization errors, channel transmission disturbances, and/or image
processing attacks.
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where ® denotes component-wise vector multiplication. Since
the mask vector m; just pseudo-randomly flips each element
of s, then with a normalized regular carrier ||s|| = 1, the PN-
masked carriers are also normalized ||c;|| =1,i=1,..., M.

Instead of using the same carrier s, information bit b; €
{+£1} is embedded in host x; by means of a PN-masked carrier
c; € RL7 ch” =1

yZZAbiCi+Xi+ni7i:]-w"va (5)

with an embedding amplitude A > 0. With random-like PN-
masked carriers, the SS signal of interest Ab;c; behaves like
white noise and no subspace of embedded signal can be
tracked from the observation data y;. Therefore, PN-masked
SS embedding in (5) can efficiently prevent illegitimate data
extraction by unauthorized users who have no knowledge of
PN masks.

Squared Euclidean metric is rudimentary but common
choice to measure the distortion to host. The mean-squared
(MS) distortion to the host due to the embedded data only is

The MS distortion of PN-masked SS embedding depends

only on the embedding amplitudes and PN-sequence masking

operation would not induce any more distortion to host.
Recovery of the embedded information bits at the intended

receiver requires use of a replica PN generator to “strip-off”
the mask by following operation
yi = yiomy
= AbsOm;, Om; +x; ®m; +n; ®m;
Abis +x; + 1, (7

where X; £ x; ®m,; is PN-masked host vector, n; £ n; ©®m,;.
After mask removal, the PN-masked SS embedding in (7) has
a similar form to the conventional SS embedding in (1) with
PN-masked host X; instead of original host vector x;. Since
PN masking operation at the intended receiver just randomly
flips the host coefficients and the external noise, then the total
disturbance (X; +1n;) to the signal of interest Ab;s would not
be amplified.

The embedded bits can be recovered by looking at the sign
of the output of a filter w € R

b; = sgn {WT%-} ) ®)
In current data hiding applications, simple matched filter (MF)
WMF = S 9)

has been widely used by the intended receiver to recover em-
bedded bits. With signal of interest Ab;s and total disturbance
(x; + n;) in (7) after mask removal operation at the intended
receiver, the output SINR of filter w is

E{]|Abi(w”s)|*}
E{[lw? (% +n4) |2}

B A?wTlssTw
- wT(Rg + 21w

SINR = (10)

where

Ry 2 B{%X!} =

ZE:'V'VT

(1)

is the autocorrelation matrix of PN-masked host vectors. The
linear filter offers maximum SINR at its output is [25]

WiaxsINk = (Rxz + 021) 7 's. (12)
The exact maximum output SINR value attained is
SINRyax = A%sT (Rg + 0211) 7 's (13)

We can view SINR,,,.x as a function of the embedding carrier
s and identify the signature that maximizes the SINR at
the output of the maximum SINR filter. Our findings are
presented in the form of a proposition below that parallels
the developments in [14] for the conventional SS embedding
case. The proof is straightforward and omitted.

Proposition 1. Consider PN-masked SS embedding by (5).
The optimal carrier s°P* € R that maximizes the output SINR
of the maximum-SINR filter w,,«sINR 18

s =qp, (14)

where qz, is the eigenvector of autocorrelation matrix Rz in
(11) with the smallest corresponding eigenvalue A;. When
s°P! = q, the maximum-SINR filter with this optimal carrier
is also a matched filter

5)

]

Now we turn our attention on PN-masked SS embedding

on linearly transformed SS embedding which is modeled in a
form of

yi = Abic; +

WmaxSINR = WMF = QL.

(Ip —ccicl)x; +ny, i=1,...,M, (16)

where ¢; £ s ® m; is the PN-masked carrier. The host vector
x; is linearly transformed by (I — cc;c!) which is formed
by the corresponding PN-masked carrier c;.

The intended receiver first removes the masks from y; by

yi = yiom;
(Abici + X;

T
—ccic; X; +1n;) ©m;

= Abic; ©m; +x; ©m; — (e x;)(c; © my) +n; © m.

With ¢/'x; = (s ©m;)Tx; = s’ (m; ©x;) and ¢; ®m; = s,
mask-removed signal in (17) can be rewritten as

yi = Abs+x;0m; —c(sT(m; ©®x;))s +n; ©my
= Abjs+ ii — C(ST;(i)S + ﬁz
= Abs+ (I —css?)x; + 1, (17)

where X; £ x; ® m;, n; = n; © m;. Now PN-masked SS
embedding on linearly transformed host is similar to the non-
PN-masked one in (2).

The mean-squared distortion due to the embedding opera-
tion only is

D = E{|(Abic; + (I —ccic) )x;) — x4}

]E{||( b; — cc; Xl) ci|? }
]E {HAbz — CSTii” }
= A%+ A2s"Rss.

(18)
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It should be noticed that, in contrast to (6), the distortion
level is controlled not only by A but also by ¢. Comparing to
conventional SS embedding in (5), SS embedding on linearly
transformed host uses part of available distortion to pre-
suppress the interference at the embedding side and then
utilizes the remaining distortion to embed information bits.
The joint optimal carrier s, amplitude A, and transformation
parameter ¢ design to maximize output SINR is summarized
in Proposition 2 below whose proof is similar to Proposition
3 in [14] and omitted.

Proposition 2. Consider PN-masked SS embedding in lin-
early transformed host data by (16). Let q1,q2,...,qr be
eigenvectors of Ry in (11) with corresponding eigenvalues
A1 > Ao > ... > Ar. For any hidden message-induced
distortion budget D, the optimal carrier s, amplitude A, and
transformation parameter ¢ to maximize SINR are

s =qr, (19)

2 _ p —
copt — Arton+D \/(;ij 24D)2 4/\LD, 20)
A=vVD=22)\.. QD

When s°P' = q and ¢ = ¢°P!, then maximum SINR filter
simplifies to

WmaxSINR = WMF = qL- (22)

Adaptive optimal carrier design can significantly improve
recovery performance. However, when host image is changed,
the embedder needs to re-design the optimal carrier and re-
transmit it to the intended receiver via a secure channel.
This operation may be not applicable for some data hiding
applications. In the most common data hiding cases, the carrier
is pre-defined and known for both embedder and receiver. For
any arbitrary carrier s, the optimal separation of distortion
budget to maximize the output SINR is presented in the form
of a proposition below.

Proposition 3. Consider PN-masked SS embedding in linearly
transformed host data by (16) and matched filter wyr = s is
used for embedded bits recovery. For any hidden message-
induced distortion budget D and carrier s, the optimal am-
plitude A and transformation parameter ¢ to maximize SINR
are

vt _ tAAD—TATDT oD 03
A=+D - c2a, (24)

A
where a = sTRss. [ ]

Proof: With SS embedding signal (17) after mask removal, the

output SINR of MF is

E{]|Ab|*}
SINR 25
BT (0 - s TPy
A2
- sT((Iy, — essT)Rx(If, — cssT) + 021)s
AQ
- sTRzs — 2csTRgs + ¢2sTRys + o2
A2
= 26
a—2ca+cta+o2 (26)
where we define o £ s”Rgs. By Applying D = A% +
2sTRys = A% + 2« into (26), we obtain
D — 2
SINR = ca 27)

a—2ca+ o+ o2

By direct differentiation of the (27) with respect to ¢ and root
selection, we obtain

2
a+ol +D—y/(a+02+D)%2—4aD in (23) m

2c

CcC =

IV. EXPERIMENTAL STUDIES

To carry out an experimental study of the developments
presented in the previous sections, we consider the familiar
gray-scale 512 x 512 “Baboon” image as a host example. We
perform 8 x 8 block DCT single-carrier embedding over all
63 bins except the dc coefficient. Hence, our carrier length is
L = 63 and we embed 5122/8% = 4096 bits. For the sake
of generality, we also incorporate white Gaussian external
noise of variance 02 = 3dB. We evaluate the performance
of eight different embedding schemes: i) conventional SS
embedding in (1) with an arbitrary carrier s**®, ii) PN-masked
conventional SS embedding in (5) with an arbitrary carrier
s jii) conventional SS embedding in (1) with an optimal
carrier s°P', jv) PN-masked conventional SS embedding in (5)
with an optimal carrier s°P%, v) linearly transformed SS (LTSS)
embedding in (2) with an arbitrary carrier s**® and the optimal
transformation parameter c°P', vi) PN-masked LTSS embed-
ding in (16) with an arbitrary carrier s*” and the optimal
transformation parameter c°P', vii) LTSS embedding in (2)
with an optimal carrier s°P* and the optimal transformation
parameter c°Pt, viii) PN-masked LTSS embedding in (16) with
an optimal carrier s°P* and the optimal transform parameter
c°P'. In all examined SS embedding schemes, MF is utilized
to recover embedded bits.

Fig. 1 shows the recovery BER created by the embedded
message for above six embedding schemes as a function of
the MS distortion D per-block®. It is demonstrated that use
of PN-sequence mask would not evidently affect the BER
performance of SS embedding. In Figs. 2 and 3, we repeat
the same experiment for gray-scale 512 x 512 “Bridge” and
“Boat” images and the same conclusions can be drawn. Now

2With block MS distortion D, the peak signal-to-noise ratio (PSNR) of
the image due to embedding can be calculated by PSNR = 20log,(255) —
10log((D/64). The embedding distortion to attack distortion ratio (WNR)
measure can also be easily obtained by WNR = 10log,,(D/64/02).
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\

— % — LTSS, €, ¢!, w/o. PN mask
—4— LTSS, §®, ¢!, w. PN mask

\ =+ LTSS, ', % w/o. PN mask
A —4&— LTSS, P, ¢! w. PN mask

14 16 18 20 22 24 26 28 30 32
Distortion (per-block) in dB

Fig. 1. BER versus allowable per-block distortion, (512 x 512 Baboon,
L =63, 02 = 3dB).

— * — Conventional, s*®

—8— Conventional, s,

— % — Conventional, s°"

, w/o. PN mask
, w. PN mask
, w/0. PN mask
—&— Conventional, s°®, w. PN mask
— % — LTSS, £ %! w/o. PN mask
—6— LTSS, §®, ', w. PN mask : E
— + = LTSS, P, ¢ w/o. PN mask

—2&— LTSS, ', ', w. PN mask

I T I I T 1
14 16 18 20 22 24 26 28 30 32
Distortion (per-block) in dB

Fig. 2. BER versus allowable per-block distortion, (512 x 512 Bridge,
L =63, 02 = 3dB).

we examine the average performance of the proposed PN-
masked SS embedding algorithms over a large image database.
The experimental image data set consists of more than 1, 500
8-bit gray-scale photographic images ([26] and [27] combined)
which have great variety (e.g. outdoor/indoor, daylight/night,
natural/man-made) and different sizes. Recovery performance
plots are given in Fig. 4. Similar conclusion can be drawn as
in previous individual image host experimentations.

To demonstrate the security offered by PN-sequence mask,
we adopt IGLS-based algorithm [23] which has been shown
to have better performance than BSS-based algorithms. We
keep the Baboon image as the host and data are embed-
ded with optimal carrier via i) Circular Watermarking (CW)
scheme proposed in [24] to enhance SS embedding security,
ii) non-PN-masked SS embedding, and iii) PN-masked SS
embedding. The intended receiver knows carrier and uses

arb

— * — Conventional, s2™, w/o. PN mask

—&— Conventional, s

— * — Conventional, s°!

, w. PN mask

, w/o. PN mask
—6— Conventional, s°?', w. PN mask
— % —LTSS, € % w/o. PN mask
—— LTSS, ™ ¢! w. PN mask

— + — LTSS, &, ¢°, w/o. PN mask
—A— LTSS, P, ¢°' w. PN mask

i i

I I I I
14 16 18 20 22 24 26 28 30 32
Distortion (per-block) in dB

Fig. 3. BER versus allowable per-block distortion, (512 x 512 Boat, L = 63,
2 _
o5 = 3dB).

arb

— * — Conventional, s*™, w/o. PN mask

arb

—+&— Conventional, s*°, w. PN mask

— % — Conventional, s°"

, w/o. PN mask
—&— Conventional, s°?', w. PN mask
— % LTSS, €, ¢, w/o. PN mask
—— LTSS, €, ¢!, w. PN mask

— + = LTSS, P ¢, w/o. PN mask
—A— LTSS, &P ¢! w. PN mask

I I I I I i
16 18 20 22 24 26 28 30 32 34 36
Distortion (per-block) in dB

10 i i I

Fig. 4. BER versus allowable per-block distortion, (average findings over a
data set of more than 1,500 images [26], [27], L = 63, afl = 3dB).

(non-blind) matched filter to recover embedded bits; The
unauthorized/adversary receiver has no knowledge of carrier
and uses IGLS-based algorithm to blindly extract embedded
bits. The BER performance of blind and non-blind recovery
algorithms are shown in Fig. 5. While IGLS blind data
extraction algorithm can successfully recover data hidden by
CW scheme and non-PN-masked SS embedding (almost the
same BER as non-blind one), PN-masked SS can fail the blind
data extraction (0.5 BER) and provides perfect security for SS
embedding. In Fig. 6, we repeat the same experimentation with
arbitrary carrier and the same results can be found.

V. CONCLUSIONS

We considered the problem of embedding data in a digital
host via SS embedding in an arbitrary transform domain.
PN-sequence masked SS embedding was first proposed to
enhance the security and prevent illegitimate data extraction by
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£ = CW, intended receiver

—6—CW, unauthorized receiver 1
_,[| =¥ Wio. PN mask, intended receiver
g —8—W/o. PN mask, unauthorized receiver| %

—©—W. PN mask, intended receiver

o[ 72— W. PN mask, unauthorized receiver . i

14 15 19 20

16 17 18
Distortion (per—block) in dB

BER versus allowable per-block distortion, (512 X 512 Baboon,

optimal carrier of length I = 63, 02 = 3dB).

Fig. 6.

)

—>CW, intended receiver
——CW, unauthorized receiver
H =¥~ W/o. PN mask, intended receiver ; =
—H&—W/o. PN mask, unauthorized receiver| :
—©-W. PN mask, intended receiver
—A—W. PN mask, unauthorized receiver

24 25

26 27 28
Distortion (per-block) in dB

BER versus allowable per-block distortion, (512 x 512 Baboon,

arbitrary carrier of length L = 63, 02 = 3dB).

unauthorized users. Then, adaptive optimal carrier design was
developed to maximize the output SINR with any given total
distortion budget. As a brief concluding remark, PN-sequence
masked SS embedding is a very efficient secure data hiding
approach to protect embedded data without inducing more
distortion to host nor affecting recovery performance. Optimal
carrier design utilizes SOS of host and can significantly
improve SINR and consequently reduce BER.

[1]

[2]

[3]

[4]

REFERENCES

Y. Wang and P. Moulin, “Perfectly secure steganography: Capacity, error
exponents, and code constructions,” IEEE Trans. Inform. Theory, vol.
54, pp. 2706-2722, June 2008.

I. J. Cox, J. Kilian, F. T. Leighton, and T. Shannon, “Secure spread
spectrum watermarking for multimedia,” IEEE Trans. Image Process.,
vol. 6, pp. 1673-1687, Dec. 1997.

M. Barni, F. Bartolini, A. De Rosa, and A. Piva, “Optimum decoding and
detection of multiplicative watermarks,” IEEE Trans. Signal Process.,
vol. 51, pp. 1118-1123, Apr. 2003.

J. Hernandez, M. Amado, and F. Pérez-Gonzilez, “DCT-domain water-
marking techniques for still images: Detector performance analysis and

[5]

[6]

[7]

[8]

[9]

[10]

(1]

[12]

[13]

[14]

[15]

[16]

(17]

[18]

[19]

[20]

[21]

[22]

(23]

[24]

[25]

[26]

[27]

a new structure,” IEEE Trans. Image Process., vol. 9, pp. 55-68, Jan.
2000.

C. Qiang and T. S. Huang, “An additive approach to transform-domain
information hiding and optimum detection structure,” [EEE Trans.
Multimedia, vol. 3, pp. 273-284, Sept. 2001.

C. B. Adsumilli, M. C. Q. Farias, S. K. Mitra, and M. Carli, “A robust
error concealment technique using data hiding for image and video
transmission over lossy channels,” IEEE Trans. Circuits System Video
Technol., vol. 15, pp. 1394-1406, Nov. 2005.

P. Moulin and M. K. Mihgak, “A framework for evaluating the datahiding
capacity of image sources,” IEEE Trans. Image Process., vol. 11, pp.
1029-1042, Sept. 2002.

S. Pereira, S. Voloshynovskiy, and T. Pun, “Optimized wavelet domain
watermark embedding strategy using linear programming,” in Proc. SPIE
Wavelet Applications Conf., Orlando, FL, Apr. 2000, vol. 4056, pp. 490-
498.

P. Moulin and A. Ivanovi¢, “The zero-rate spread-spectrum watermark-
ing game,” IEEE Trans. Signal Proc., vol. 51, pp. 1098-1117, Apr. 2003.
X. G. Xia, C. G. Boncelet, and G. R. Arce, “A multiresolution watermark
for digital images,” in Proc. IEEE Intern. Conf. Image Process. (ICIP),
Santa Barbara, CA, Oct. 1997, vol. 1, pp. 548-551.

C. Fei, D. Kundur, and R. H. Kwong, “Analysis and design of wa-
termarking algorithms for improved resistance to compression,” I[EEE
Trans. Image Process., vol. 13, pp. 126-144, Feb. 2004.

H. S. Malvar and D. A. Florencio, “Improved spread spectrum: A new
modulation technique for robust watermarking,” IEEE Trans. Signal
Process., vol. 51, pp. 898-905, Apr. 2003.

M. Gkizeli, D. A. Pados, and M. J. Medley, “SINR, bit error rate, and
Shannon capacity optimized spread-spectrum steganography,” in Proc.
IEEE Intern. Conf. Image Process. (ICIP), Singapore, Oct. 2004, pp.
1561-1564.

M. Gkizeli, D. A. Pados, and M. J. Medley, “Optimal signature design
for spread-spectrum steganography,” IEEE Trans. Image Process., vol.
16, pp. 391-405, Feb. 2007.

L. Wei, D. A. Pados, S. N. Batalama, and M. J. Medley, “Sum-
SINR/sum-capacity optimal multisignature spread-spectrum steganogra-
phy,” in Proc. SPIE, Mobile Multimedia/lmage Processing, Security, and
Applications Conf., SPIE Defense & Security Symposium, Orlando, FL,
Mar. 2008, vol. 6982, pp. 0D1-0D10.

A. Valizadeh, Z. J. Wang, “Correlation-and-bit-aware spread spectrum
embedding for data hiding,” IEEE Trans. Inf. Forensics and Security,
vol. 6 , pp. 267-282, June 2011.

S. Glisic and B. Vucetic, Spread Spectrum CDMA Systems for Wireless
Communications. Norwood, MA: Artech House, 1997.

F. Cayre, C. Fontaine, and T. Furon, “Watermarking security: Theory
and practice,” IEEE Trans. Signal Process., vol. 53, pp. 3976-3987, Oct.
2005.

L. Pérez-Freire, P. Comesana, J. R. Troncoso-Pastoriza, and F. Pérez-
Gonzdlez, “Watermarking security: A survey,” LNCS Transactions on
Data Hiding and Multimedia Security, 2006.

M. Barni, F. Bartolini, and T. Furon, “A general framework for robust
watermarking security,” ACM Journal Signal Proc. - Special Section:
Security of Data Hiding Technologies, vol. 83, pp. 2069-2084, Oct. 2003.
L. Pérez-Freire and F. Pérez-Gonzilez, “Spread-spectrum watermarking
security,” IEEE Trans. Inf. Forensics and Security, vol. 4, pp. 2-24, Mar.
2009.

M. Gkizeli, D. A. Pados, S. N. Batalama, and M. J. Medley, “Blind
iterative recovery of spread-spectrum steganographic messages,” in Proc.
IEEE Int. Conf. Image Process. (ICIP), Genova, Italy, Sept. 11-14, 2005,
vol. 2, pp. 1098-1101.

M. Li, M. Kulhandjian, D. A. Pados, S. N. Batalama, M. J. Medley,
and J. D. Matyjas, “On the extraction of spread-spectrum hidden data
in digital media,” in Proc. Int. Conf. Commun.(ICC), Ottawa, Canada,
June 2012.

P. Bas and F. Cayre, “Achieving subspace or key security for WOA
using natural or circular watermarking,” in Proc. ACM Multimedia and
Security Workshop, Geneva, Switzerland, Sept. 2006.

D. G. Manolakis, V. K. Ingle, and S. M. Kogon, Statistical and Adaptive
Signal Processing. New York: McGraw-Hill, 2000.

G. Schaefer and M. Stich, “UCID-An uncompressed colour image
database,” in Proc. SPIE, Storage and Retrieval Methods and Appli-
cations for Multimedia, San Jose, CA, Jan. 2004, pp. 472-480.
USC-SIPI ~ Image  Database. Available: http://sipi.usc.edu/
database/database.cgi?volume=misc




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


