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Abstract—Conventional additive spread-spectrum (SS) data
embedding has a dangerous security flaw that unauthorized
receivers can blindly extract hidden information without the
knowledge of carrier(s). In this paper, pseudo-noise (PN) masking
technique is adopted as an efficient security measure against
illegitimate data extraction. The proposed PN-sequence masked
SS embedding can offer efficient security against current SS
embedding analysis without inducing any additional distortion
to host nor notable recovery performance loss. To further
improve recovery performance, optimal carrier design for PN-
masked SS embedding is also developed. With any given host
distortion budget, we aim at designing a carrier to maximize
the output signal-to-interference-plus-noise ratio (SINR) of the
corresponding maximum-SINR linear filter. Then, we present
jointly optimal carrier and linear processor designs for PN-
masked SS embedding in linearly modified transform domain
host data. The extensive experimental studies confirm our ana-
lytical performance predictions and illustrate the benefits of the
designed PN masked optimal SS embedding.

Index Terms—Data hiding, information hiding, pseudo-noise
masking, signal-to-interference-plus-noise ratio (SINR), spread-
spectrum embedding, steganography, watermarking.

I. INTRODUCTION

The rapid advances in information and communication tech-

nologies allow people to easily transfer and exchange massive

amounts of digital multimedia, such as digital images, video,

and audio. Consequently, it has become extremely important

to ensure the security of the exchanged information. As a

result, digital data embedding has raised extensive attention in

recent years with the development of various security/privacy

protection applications, such as annotation, copyright marking,

watermarking, ownership protection, authentication, digital

fingerprint, and covert communications or steganography. As

a general encompassing comment, different applications of

information hiding, such as the ones described above, re-

quire different satisfactory tradeoffs between the following

four basic attributes of data hiding [1]: Payload, robustness,

transparency, and security.
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The data hiding performance in terms of above four at-

tributes depends directly on how the data is inserted in the

host. Therefore, it is a crucial step to determine the embedding

process in the design of a data hiding system. Data embedding

can be performed either directly in the time (audio) or spatial

(image) domain or in a transform domain [2]-[10]. While

direct embedding in the original host signal domain may

be desirable for system complexity purposes, embedding in

a transform domain may take advantage of the particular

transform domain properties [11] and enables the powerful

notion of spread-spectrum (SS) data embedding when the

secret signal is spread over a wide range of host frequencies

[12]-[16].

In this paper, we focus our attention on additive SS em-

bedding in transform domain host. In direct analogy to SS

digital communication systems [17], conventional additive SS

embedding methods use an equal-amplitude modulated carri-

er/signature to deposit one information symbol across a group

of host data coefficients or a linearly transformed version of the

host data coefficients. Recently, a dangerous security flaw of

SS embedding has been alerted and investigated. Embedding

a number of information symbols with a same carrier will

create a strong basis/subspace of the hidden signal which

can be tracked and analyzed. Therefore, even without the

knowledge of carrier(s), unauthorized receivers can still blind-

ly extract the embedded data by blind signal separation (BBS)

methods [18]-[21] or novel iterative generalized least square

(IGLS) approaches [22],[23]. The illegitimate blind hidden

data extraction has also been referred to as “Watermarked

content Only Attack” (WOA) in the watermarking security

context [18]-[21]. Thus, it raises the concerns of making SS

embedding more difficult to be extracted by the illegitimate

users. Two interesting SS embedding schemes were proposed

in [24] which attempt to withstand SS embedding analysis

by using random-like amplitudes. However, these SS embed-

ding schemes sacrifice recovery performance to enhance the

security and consequently are sensitive to noise which would

lead to high recovery error rates by intended recipients. More

importantly, information leakage cannot be fully prevented

because information symbols are still embedded by the same
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carrier.

Pseudo-noise (PN) masking technique has been proven to

be an effective technique against unauthorized data collection

(eavesdropping) in the context of secure wireless communica-

tions. Typical examples of PN masking technique are military-

grade communications and global-positioning systems (GPS).

In this work, we first develop a PN-masked secure SS embed-

ding approach in which the embedded SS single is scrambled

by random-like PN masks such that no subspace of embedded

signal can be found and tracked in the data-embedded host.

Without any notable performance loss, this PN-masked SS

embedding can efficiently provide almost perfect security and

minimize the likelihood that embedded data are “stolen” by

unauthorized users.

It should also be understood that the host, which acts as

a source of interference to the secret message of interest, is

known to the message embedder. Such knowledge can be ex-

ploited appropriately to facilitate the task of the blind receiver

at the other end and minimize the recovery error rate for a

given host distortion level, minimize host distortion for a given

target recovery error rate, maximize the Shannon capacity of

the covert channel, etc. By exploiting the knowledge of the

second order statistics (SOS) of host, the recently presented

Gkizeli-Pados-Medley eigen-design optimal carrier [13], [14]

can maximize the signal-to-interference-noise-ratio (SINR) at

the output of the corresponding maximum-SINR linear filter.

Benefiting from the legacy of [13], [14], the optimal carrier

design for PN-masked SS embedding is also studied.

The following notation is used throughout the paper. Bold-

face lower-case letters indicate column vectors and boldface

upper-case letters indicate matrices; R denotes the set of all

real numbers; ()T denotes matrix transpose; IL is the L × L
identity matrix; sgn{·} denotes zero-threshold quantization;

E{·} represents statistical expectation; ‖ · ‖ is vector norm.

II. PRIOR ART OF ADDITIVE SS EMBEDDING

Consider a host image H ∈ MN1×N2 where M is the

finite image alphabet and N1 × N2 is the image size in

pixels. Without loss of generality, the image H is partitioned

into M local non-overlapping blocks of size N1N2

M . Each

block, H1,H2, ....,HM , is to carry one hidden information

bit bi ∈ {±1}, i = 1, 2, . . . ,M , respectively. Embedding is

performed in a 2-D transform domain T (such as the discrete

cosine transform, a wavelet transform, etc.). After transform

calculation and vectorization (for example by conventional zig-

zag scanning), we obtain T (Hi) ∈ R
N1N2

M , i = 1, 2, . . . ,M .

From the transform domain vectors T (Hi) we choose a fixed

subset of L ≤ N1N2

M coefficients (bins) to form the final

host vectors xi ∈ R
L, i = 1, 2, . . . ,M . It is common and

appropriate to avoid the dc coefficient (if applicable) due to

high perceptual sensitivity in changes of the dc value.

To draw a parallelism with SS communication systems,

conventional SS embedding treats embedded message as the

SS signal of interest transmitted through a noisy “channel”

(the host). The disturbance to the SS signal of interest is

the host data themselves plus potential external noise due

to physical transmission of the watermarked data and/or

processing/attacking. In particular, conventional additive SS

embedding is carried out in the transform domain by

yi = Abis+ xi + ni, i = 1, . . . ,M, (1)

where information bit bi ∈ {±1} is embedded in the transform

domain host vector xi ∈ R
L via additive SS embedding by

means of a (normalized) spreading sequence (carrier/signature)

s ∈ R
L, ‖s‖ = 1, with a corresponding embedding amplitude

A > 0. For the sake of generality, ni represents potential

external white Gaussian noise1 of mean 0 and autocorrelation

matrix σ2
nIL, σ2

n > 0.

In an effort to reduce the interference effect of the host

signal, the host vectors xi, i = 1, . . . ,M , can be steered away

from the embedding carrier using an operator of the form (IL−
cssT ) with parameter c ∈ R, i = 1, . . . ,M , and the carrier

s ∈ R
L. In parallel to (1), the composite signal of additive SS

embedding on linearly transformed host data is [12], [14]

yi = Abis+ (IL − cssT )xi + ni, i = 1, . . . ,M, (2)

where information symbol bit bi ∈ {±1} is embedded, using

amplitude A > 0 and (normalized) carrier s ∈ R
L, ‖s‖ = 1,

in the ith linearly transformed host data vector (IL−cssT )xi.

The optimal carrier s and transform parameter c to maximize

the output SINR is presented in Proposition 3 of [14].

The SS embedding schemes (1) and (2) have been shown to

have a dangerous security flaw. Using the same carrier s to em-

bed all information bits can generate a strong basis/subspace

of embedded signal in data-embedded host yi, i = 1, . . . ,M .

By analyzing observation signal yi with BBS-based algo-

rithms [18]-[21] or a novel IGLS approach [23], embedded

information bits can be blindly extracted by unauthorized

users without the knowledge of carrier s. Using random-

like amplitudes [24] can weaken SS embedding analysis to a

certain degree, but still has the problem of information leakage

and suffers from loss of recovery performance. To practically

provide a secure SS embedding, in the next section we adopt

PN-sequence masking technique on SS embedding to protect

the secret data without any notable performance loss.

III. PN-SEQUENCE MASKED SS EMBEDDING

Let m = [m1,m2, . . . ,mN ]T ∈ {±1}N be a PN-sequence

(such as m-sequence or Gold code) of large length N ≥ LM .

We select M non-overlap segments from m as mask vectors

m1,m2, . . . ,mM of length L each

mi � [m(i−1)L+1, . . . ,miL]
T , i = 1, . . . ,M. (3)

The PN-mask vector mi is used to scramble the SS signal of

interest Abis by component-wise multiplication of carrier s
and mi. PN-masked carrier for the ith bit bi is defined as

ci � s�mi � [s(1)mi(1), s(2)mi(2), . . . , s(L)mi(L)]
T

(4)

1Additive white Gaussian noise is frequently viewed as a suitable model
for quantization errors, channel transmission disturbances, and/or image
processing attacks.
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where � denotes component-wise vector multiplication. Since

the mask vector mi just pseudo-randomly flips each element

of s, then with a normalized regular carrier ‖s‖ = 1, the PN-

masked carriers are also normalized ‖ci‖ = 1, i = 1, . . . ,M .
Instead of using the same carrier s, information bit bi ∈

{±1} is embedded in host xi by means of a PN-masked carrier

ci ∈ R
L, ‖ci‖ = 1

yi = Abici + xi + ni, i = 1, . . . ,M, (5)

with an embedding amplitude A > 0. With random-like PN-

masked carriers, the SS signal of interest Abici behaves like

white noise and no subspace of embedded signal can be

tracked from the observation data yi. Therefore, PN-masked

SS embedding in (5) can efficiently prevent illegitimate data

extraction by unauthorized users who have no knowledge of

PN masks.
Squared Euclidean metric is rudimentary but common

choice to measure the distortion to host. The mean-squared

(MS) distortion to the host due to the embedded data only is

D = E‖(Abici + xi)− xi‖2 = A2. (6)

The MS distortion of PN-masked SS embedding depends

only on the embedding amplitudes and PN-sequence masking

operation would not induce any more distortion to host.
Recovery of the embedded information bits at the intended

receiver requires use of a replica PN generator to “strip-off”

the mask by following operation

ỹi = yi �mi

= Abis�mi �mi + xi �mi + ni �mi

= Abis+ x̃i + ñi (7)

where x̃i � xi�mi is PN-masked host vector, ñi � ni�mi.

After mask removal, the PN-masked SS embedding in (7) has

a similar form to the conventional SS embedding in (1) with

PN-masked host x̃i instead of original host vector xi. Since

PN masking operation at the intended receiver just randomly

flips the host coefficients and the external noise, then the total

disturbance (x̃i + ñi) to the signal of interest Abis would not

be amplified.
The embedded bits can be recovered by looking at the sign

of the output of a filter w ∈ R
L

b̂i = sgn
{
wT ỹi

}
. (8)

In current data hiding applications, simple matched filter (MF)

wMF = s (9)

has been widely used by the intended receiver to recover em-

bedded bits. With signal of interest Abis and total disturbance

(x̃i + ñi) in (7) after mask removal operation at the intended

receiver, the output SINR of filter w is

SINR =
E{‖Abi(w

T s)‖2}
E{‖wT (x̃i + ñi)‖2}

=
A2wT ssTw

wT (Rx̃ + σ2
nIL)w

(10)

where

Rx̃ � E{x̃ix̃
T
i } =

1

M

M∑
i=1

x̃ix̃
T
i (11)

is the autocorrelation matrix of PN-masked host vectors. The

linear filter offers maximum SINR at its output is [25]

wmaxSINR = (Rx̃ + σ2
nIL)

−1s. (12)

The exact maximum output SINR value attained is

SINRmax = A2sT (Rx̃ + σ2
nIL)

−1s. (13)

We can view SINRmax as a function of the embedding carrier

s and identify the signature that maximizes the SINR at

the output of the maximum SINR filter. Our findings are

presented in the form of a proposition below that parallels

the developments in [14] for the conventional SS embedding

case. The proof is straightforward and omitted.

Proposition 1. Consider PN-masked SS embedding by (5).

The optimal carrier sopt ∈ R
L that maximizes the output SINR

of the maximum-SINR filter wmaxSINR is

sopt = qL (14)

where qL is the eigenvector of autocorrelation matrix Rx̃ in

(11) with the smallest corresponding eigenvalue λL. When

sopt = qL, the maximum-SINR filter with this optimal carrier

is also a matched filter

wmaxSINR ≡ wMF = qL. (15)

�
Now we turn our attention on PN-masked SS embedding

on linearly transformed SS embedding which is modeled in a

form of

yi = Abici + (IL − ccic
T
i )xi + ni, i = 1, . . . ,M, (16)

where ci � s�mi is the PN-masked carrier. The host vector

xi is linearly transformed by (IL − ccic
T
i ) which is formed

by the corresponding PN-masked carrier ci.
The intended receiver first removes the masks from yi by

ỹi = yi �mi

= (Abici + xi − ccic
T
i xi + ni)�mi

= Abici �mi + xi �mi − c(cTi xi)(ci �mi) + ni �mi.

With cTi xi = (s�mi)
Txi = sT (mi � xi) and ci �mi = s,

mask-removed signal in (17) can be rewritten as

ỹi = Abis+ xi �mi − c(sT (mi � xi))s+ ni �mi

= Abis+ x̃i − c(sT x̃i)s+ ñi

= Abis+ (IL − cssT )x̃i + ñi (17)

where x̃i � xi � mi, ñi � ni � mi. Now PN-masked SS

embedding on linearly transformed host is similar to the non-

PN-masked one in (2).

The mean-squared distortion due to the embedding opera-
tion only is

D = E
{
‖
(
Abici + (IL − ccic

T
i )xi

)
− xi‖2

}
= E

{
‖
(
Abi − ccTi xi

)
ci‖2

}
= E

{
‖Abi − csT x̃i‖2

}
= A2 + c2sTRx̃s. (18)
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It should be noticed that, in contrast to (6), the distortion

level is controlled not only by A but also by c. Comparing to

conventional SS embedding in (5), SS embedding on linearly

transformed host uses part of available distortion to pre-

suppress the interference at the embedding side and then

utilizes the remaining distortion to embed information bits.

The joint optimal carrier s, amplitude A, and transformation

parameter c design to maximize output SINR is summarized

in Proposition 2 below whose proof is similar to Proposition

3 in [14] and omitted.

Proposition 2. Consider PN-masked SS embedding in lin-

early transformed host data by (16). Let q1,q2, . . . ,qL be

eigenvectors of Rx̃ in (11) with corresponding eigenvalues

λ1 ≥ λ2 ≥ . . . ≥ λL. For any hidden message-induced

distortion budget D, the optimal carrier s, amplitude A, and

transformation parameter c to maximize SINR are

sopt = qL, (19)

copt =
λL+σ2

n+D−
√

(λL+σ2
n+D)2−4λLD

2λL
, (20)

A =
√
D − c2λL. (21)

When sopt = qL and c = copt, then maximum SINR filter

simplifies to

wmaxSINR = wMF = qL. (22)

�
Adaptive optimal carrier design can significantly improve

recovery performance. However, when host image is changed,

the embedder needs to re-design the optimal carrier and re-

transmit it to the intended receiver via a secure channel.

This operation may be not applicable for some data hiding

applications. In the most common data hiding cases, the carrier

is pre-defined and known for both embedder and receiver. For

any arbitrary carrier s, the optimal separation of distortion

budget to maximize the output SINR is presented in the form

of a proposition below.

Proposition 3. Consider PN-masked SS embedding in linearly

transformed host data by (16) and matched filter wMF = s is

used for embedded bits recovery. For any hidden message-

induced distortion budget D and carrier s, the optimal am-

plitude A and transformation parameter c to maximize SINR

are

copt =
α+σ2

n+D−
√

(α+σ2
n+D)2−4αD

2α , (23)

A =
√
D − c2α, (24)

where α � sTRx̃s. �
Proof: With SS embedding signal (17) after mask removal, the

output SINR of MF is

SINR =
E{‖Abi‖2}

E{‖sT ((IL − cssT )xi + n)‖2} (25)

=
A2

sT ((IL − cssT )Rx̃(IL − cssT ) + σ2
nI)s

=
A2

sTRx̃s− 2csTRx̃s+ c2sTRx̃s+ σ2
n

=
A2

α− 2cα+ c2α+ σ2
n

(26)

where we define α � sTRx̃s. By Applying D = A2 +
c2sTRx̃s = A2 + c2α into (26), we obtain

SINR =
D − c2α

α− 2cα+ c2α+ σ2
(27)

By direct differentiation of the (27) with respect to c and root

selection, we obtain

c =
α+σ2

n+D−
√

(α+σ2
n+D)2−4αD

2α in (23). �

IV. EXPERIMENTAL STUDIES

To carry out an experimental study of the developments

presented in the previous sections, we consider the familiar

gray-scale 512× 512 “Baboon” image as a host example. We

perform 8 × 8 block DCT single-carrier embedding over all

63 bins except the dc coefficient. Hence, our carrier length is

L = 63 and we embed 5122/82 = 4096 bits. For the sake

of generality, we also incorporate white Gaussian external

noise of variance σ2
n = 3dB. We evaluate the performance

of eight different embedding schemes: i) conventional SS

embedding in (1) with an arbitrary carrier sarb, ii) PN-masked

conventional SS embedding in (5) with an arbitrary carrier

sarb, iii) conventional SS embedding in (1) with an optimal

carrier sopt, iv) PN-masked conventional SS embedding in (5)

with an optimal carrier sopt, v) linearly transformed SS (LTSS)

embedding in (2) with an arbitrary carrier sarb and the optimal

transformation parameter copt, vi) PN-masked LTSS embed-

ding in (16) with an arbitrary carrier sarb and the optimal

transformation parameter copt, vii) LTSS embedding in (2)

with an optimal carrier sopt and the optimal transformation

parameter copt, viii) PN-masked LTSS embedding in (16) with

an optimal carrier sopt and the optimal transform parameter

copt. In all examined SS embedding schemes, MF is utilized

to recover embedded bits.

Fig. 1 shows the recovery BER created by the embedded

message for above six embedding schemes as a function of

the MS distortion D per-block2. It is demonstrated that use

of PN-sequence mask would not evidently affect the BER

performance of SS embedding. In Figs. 2 and 3, we repeat

the same experiment for gray-scale 512 × 512 “Bridge” and

“Boat” images and the same conclusions can be drawn. Now

2With block MS distortion D, the peak signal-to-noise ratio (PSNR) of
the image due to embedding can be calculated by PSNR = 20log10(255)−
10log10(D/64). The embedding distortion to attack distortion ratio (WNR)
measure can also be easily obtained by WNR = 10log10(D/64/σ2

n).
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Fig. 2. BER versus allowable per-block distortion, (512 × 512 Bridge,
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n = 3dB).

we examine the average performance of the proposed PN-

masked SS embedding algorithms over a large image database.

The experimental image data set consists of more than 1, 500
8-bit gray-scale photographic images ([26] and [27] combined)

which have great variety (e.g. outdoor/indoor, daylight/night,

natural/man-made) and different sizes. Recovery performance

plots are given in Fig. 4. Similar conclusion can be drawn as

in previous individual image host experimentations.

To demonstrate the security offered by PN-sequence mask,

we adopt IGLS-based algorithm [23] which has been shown

to have better performance than BSS-based algorithms. We

keep the Baboon image as the host and data are embed-

ded with optimal carrier via i) Circular Watermarking (CW)

scheme proposed in [24] to enhance SS embedding security,

ii) non-PN-masked SS embedding, and iii) PN-masked SS

embedding. The intended receiver knows carrier and uses
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Fig. 3. BER versus allowable per-block distortion, (512×512 Boat, L = 63,
σ2
n = 3dB).
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Fig. 4. BER versus allowable per-block distortion, (average findings over a
data set of more than 1, 500 images [26], [27], L = 63, σ2

n = 3dB).

(non-blind) matched filter to recover embedded bits; The

unauthorized/adversary receiver has no knowledge of carrier

and uses IGLS-based algorithm to blindly extract embedded

bits. The BER performance of blind and non-blind recovery

algorithms are shown in Fig. 5. While IGLS blind data

extraction algorithm can successfully recover data hidden by

CW scheme and non-PN-masked SS embedding (almost the

same BER as non-blind one), PN-masked SS can fail the blind

data extraction (0.5 BER) and provides perfect security for SS

embedding. In Fig. 6, we repeat the same experimentation with

arbitrary carrier and the same results can be found.

V. CONCLUSIONS

We considered the problem of embedding data in a digital

host via SS embedding in an arbitrary transform domain.

PN-sequence masked SS embedding was first proposed to

enhance the security and prevent illegitimate data extraction by
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arbitrary carrier of length L = 63, σ2

n = 3dB).

unauthorized users. Then, adaptive optimal carrier design was

developed to maximize the output SINR with any given total

distortion budget. As a brief concluding remark, PN-sequence

masked SS embedding is a very efficient secure data hiding

approach to protect embedded data without inducing more

distortion to host nor affecting recovery performance. Optimal

carrier design utilizes SOS of host and can significantly

improve SINR and consequently reduce BER.
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marking techniques for still images: Detector performance analysis and

a new structure,” IEEE Trans. Image Process., vol. 9, pp. 55-68, Jan.
2000.

[5] C. Qiang and T. S. Huang, “An additive approach to transform-domain
information hiding and optimum detection structure,” IEEE Trans.
Multimedia, vol. 3, pp. 273-284, Sept. 2001.

[6] C. B. Adsumilli, M. C. Q. Farias, S. K. Mitra, and M. Carli, “A robust
error concealment technique using data hiding for image and video
transmission over lossy channels,” IEEE Trans. Circuits System Video
Technol., vol. 15, pp. 1394-1406, Nov. 2005.
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